United States Senate

February 4, 2025

VIA ELECTRONIC TRANSMISSION

The Hon. Tammy Hull, Vice Chair

Council of the Inspectors General on Integrity and Efficiency
17550 H St. NW, Suite 400

Washington, DC 20006

Dear Vice-Chair Hull:

I’ve long been a champion of the inspector general community. Independent, honest, and aggressive
inspectors general are vital to maintaining public trust and transparency in agencies across the federal
government. I’ve also supported the role of CIGIE, which includes a responsibility to address issues with
individual inspectors general that transcend the individual agency or Office of Inspector General (OIG).! It
follows from this mission that CIGIE, to demonstrate its commitment to this important role, needs to intervene
where the integrity and accuracy of an individual OIG is in question and there are lingering concerns about an
OIG’s work. This need is even more apparent when the individual OIG consistently fails to correct its work and
respond to Congress’s concerns. One such glaring example is the DOD’s Office of Inspector General (DOD
OIG), which in 2020 issued a report on alleged corruption in the Joint Enterprise Defense Infrastructure (JEDI)
cloud contract process.? There are serious omissions, misleading statements, and false statements in that report
that make me question whether it underwent the proper review process before it was published.? Indeed, that
report is an example of what shouldn’t happen. Moreover, after speaking with multiple whistleblowers over the
years since the JEDI contract, there are repeated allegations that the DOD OIG has been, and continues to be,
ineffective and unwilling to address corruption in DOD contracting.* CIGIE needs to step in now and fulfill its
mission, starting with the DOD OIG’s JEDI report. I ask it to do so now.

For more than half a decade, I’ve conducted oversight of the DOD’s planned JEDI contract. This
contract was to be for cloud computing at DOD. Even though it was eventually canceled, it left another kind of
cloud in its wake: a dark cloud of concealment and lack of candor to Congress and the American people. That
cloud still lingers over the DOD OIG’s work and its report that claimed to examine the issues raised. This is
unacceptable. Glossing over evidence of misconduct sends the wrong signal to those tempted to act corruptly in
federal procurement at DOD and other agencies.

! Council of the Inspectors General on Integrity and Efficiency, Mission (last visited on January 31, 2025),
https://www.ignet.gov/content/mission-0.

2 Dep’t of Defense, Off. of Inspector Gen., Report on the Joint Enterprise Defense Infrastructure (JEDI) Cloud Procurement (April 13,
2020), https://media.defense.gov/2020/Apr/21/2002285087/-1/-
1/1/REPORT%200N%20THE%20JOINT%20ENTERPRISE%20DEFENSE%20INFRASTRUCTURE%20(JEDI)%20CLOUD%20P
ROCUREMENT%20DODIG-2020-079.PDF.

3 See, e.g., Off. of Sen. Charles E. Grassley, Floor Remarks by Senator Chuck Grassley, During Sunshine Week, Grassley Discusses
Lessons Learned From the JEDI Cloud Procurement (March 14, 2024), https://www.grassley.senate.gov/news/remarks/during-
sunshine-week-grassley-discusses-lessons-learned-from-the-jedi-cloud-procurement.

4 Notes of multiple whistleblower conversations on file with Committee staff.
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The DOD OIG remarkably found no evidence that that one of the key figures in the controversy, Ms.
Sally Donnelly, violated her ethical obligations or gave “greater . . . access” to Amazon than other contract
competitors.” This is despite the fact that Ms. Donnelly arranged intimate dinners in Washington and London
between key Amazon figures, including an Amazon Vice President and later its CEO, Jeff Bezos, and the
Secretary of Defense; that she and her business associate, Andre Pienaar, took clear steps to hide the purchaser
of her consulting firm by an Amazon-partnered company from DOD, the OIG, and from the public; and that
Amazon continued to pay that consulting company bearing her name related to DOD procurement even as Ms.
Donnelly advocated for Amazon at DOD behind the scenes, a fact the DOD OIG failed to uncover in its
investigation.® To aid your deliberations, I’'m attaching a number of my letters both to the DOD OIG and to Ms.
Donnelly and Mr. Pienaar, as well as my floor speech on the topic. The questions I’ve raised are not adequately
addressed by the OIG report.

As I pointed out in that speech on the Senate floor last year, the DOD OIG report in question repeatedly
and intentionally left out the most compelling evidence of corruption, cut out parts of quotes without using
ellipses, selectively quoted parts of emails and conversations while omitting other more incriminating ones, and
even falsely stated that another federal entity supported its conclusions.” This is a disgrace. All of this together
made it appear as if Ms. Donnelly simply had nothing to do with the initial stages of the JEDI contract and acted
for Amazon just as she did with other tech companies. The record shows otherwise. Ms. Donnelly and Mr.
Pienaar, as the attached correspondence shows, have also repeatedly hidden behind the shoddy work of the
DOD OIG and their lawyers to avoid and obstruct congressional scrutiny. In other words, the DOD OIG’s
report not only miserably failed to fully account for Ms. Donnelly’s conduct, but it has now been weaponized
against congressional investigation into her conduct. No matter how the matter eventually is resolved, it’s vital
that it be re-examined and that the DOD OIG’s work be peer-reviewed to spot issues and resolve inaccuracies
and inadequacies in the report. This cloud has lingered long enough.

Accordingly, I ask that you conduct a peer review of the DOD OIG’s JEDI report and outline your
planned review to my office no later than February 18, 2025. If you have any questions or concerns, please
reach out to James Layne on my Committee staff at (202) 224-5225. Thank you for your prompt attention to
this matter.

Sincerely,

oty

Charles E. Grassley
Chairman
Committee on the Judiciary

Cc: The Hon. Steven Stebbins, Acting Inspector General, Department of Defense
The Hon. Peter B. Hegseth, Secretary, Department of Defense

3 DOD OIG JEDI Report, supra n. 2 at 200-201.
¢ The attached floor speech and letters document these facts in more detail.
7 Floor remarks, supra n. 3.
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April 9, 2019

VIA ELECTRONIC TRANSMISSION
Patrick M. Shanahan

Acting Secretary of Defense

3010 Defense Pentagon

Washington, DC 20301-3010

Dear Acting Secretary Shanahan:

The Department of Defense (Department) is seeking vendors to help it build a
comprehensive cloud computing system, known as the Joint Enterprise Defense Infrastructure
(JEDI) program.! The vendor awarded the indefinite delivery/indefinite quantity contract to
construct and maintain JEDI has the potential to receive up to $10 billion over a ten year
performance period.? According to multiple news reports, two individuals affiliated with
Amazon Inc. were employed by the Department and responsible, in part, for crafting central and
confidential aspects of a single-award contract for JEDI.?> Critics allege that their role indicates
the Department tailored the contract to favor Amazon in violation of the Federal Acquisition

! Jared Serbu, DOD’s new JEDI investigation is focused on one Amazon employee, court filings say, Federal News Network
(Feb. 22, 2019), available at https://federalnewsnetwork.com/defense-main/2019/02/court-filings-offer-additional-details-on-
dods-jedi-conflict-of-interest-probe/; Department of Defense Press Release, Contract Milestone Brings Enterprise Cloud Solution
One Step Closer to Warfighter, July 26, 2018, available at https://dod.defense.gov/News/News-Releases/News-Release-
View/Article/1584975/contract-milestone-brings-enterprise-cloud-solution-one-step-closer-to-warfight/; see also Ron Miller, Jeff
Bezos is just fine taking the Pentagon’s $10B JEDI cloud contract, Tech Crunch (Oct. 15, 2018), available at https://techcrunch.
com/2018/10/15/jeff-bezos-is-just-fine-taking-the-pentagons-10b-jedi-cloud-contract/.

2 Carl Weinschenk, AWS, Oracle, and the Pentagon Continue Fight Over JEDI Cloud Contract, SDX Central (Jan. 28, 2019),
available at https://www.sdxcentral.com/articles/news/aws-oracle-and-the-pentagon-continue-fight-over-jedi-cloud-contract/
2019/01/.

3 See Julie Bort, There’s a new snag for Amazon in the winner-take-all $10 billion Pentagon cloud contract, and it could be good
news for Microsoft, Business Insider (Feb. 19, 2019), available at https://www.businessinsider.com/amazon-jedi-cloud-contract-
snag-2019-2; see also Katishi Maake, Reported revelation pauses legal fight over JEDI procurement, Washington Business
Journal (Feb. 21, 2019), available at https://www.bizjournals.com/washington/news/2019/02/2 1/reported-revelation-pauses-
legal-fight-over-jedi html.
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Regulation (FAR).* Some industry experts also have speculated that this contract could unfairly
restrict future competition for Department cloud services.’

Two other vendors, Oracle America Inc. and the IBM Corporation, filed independent pre-
award bid protests with the Government Accountability Office (GAO) challenging both the
terms of the request for proposals issued by the Department and the aforementioned conflicts of
interest.® GAO denied Oracle’s claim and Oracle has subsequently brought suit on the same
terms in the Court of Federal Claims. ’

JEDI would provide both classified and unclassified cloud services to the entire
Department (streamlining its current system consisting of hundreds of independent servers), as
well as establish and promote a platform for machine learning, and act as a testing ground for
artificial intelligence (AI) capabilities.® The system Al capabilities would improve information
sharing throughout the Department and the intelligence community, and allow warfighters to
compile, analyze, and utilize data from a single source. Despite those perceived advantages,
however, some industry experts and trade groups assert that the “[d]eployment of a single cloud
conflicts with established best practices and industry trends in the commercial marketplace, as

4 See Bort, supra n. 3; see also FAR 6.101(a) & (b); see also FAR 3.301(a) & (b).

3> Ron Miller, Why the Pentagon’s $10 billion JEDI deal has cloud companies going nuts, Tech Crunch (Sep. 15, 2018),
https://techcrunch.com/2018/09/15/why-the-pentagons-10-billion-jedi-deal-has-cloud-companies-going-nuts/.

¢ Aaron Gregg, GAO axes IBM’s bid protest, teeing up a court battle over Pentagon’s $10 billion cloud effort, WASH. POST (Dec.
11, 2018), available at https://www.washingtonpost.com/business/2018/12/12/gao-axes-ibms-bid-protest-teeing-up-court-battle-
over-pentagons-billion-cloud-effort/?utm term=.781b4670547a; see also IBM Corporation, B-416657.5 et al. (Comp. Gen. Dec.
11, 2018) (hereinafter IBM GAO Protest); see also Oracle America, Inc., B-416657 et al. (Comp. Gen. Nov. 18, 2018)
(hereinafter “Oracle GAO Protest™).

7 See IBM GAO Protest, supra n. 6; see also Oracle GAO Protest, supra n. 6; Ralph O. White, GAO Statement on Oracle Bid
Protest, Government Accountability Office (Nov. 14, 2018), https://www.gao.gov/about/press-center/press-releases/read/oracle
bid protest nov 2018 htm; Ron Miller, /BM files formal JEDI protest a day before bidding process closes (Oct. 12, 2018),
available at https://techcrunch.com/2018/10/12/ibm-files-formal-jedi-protest-a-day-before-bidding-process-closes/;
Memorandum of Law in Favor of Plaintiff’s Motion for Summary Judgment on the Administrative Record, Oracle America, Inc.
v. United States, Case No. 18-1880C (C.F.C. 2019), available at https://federalnewsnetwork.com/wp-content/uploads/2019
/02/021219 oracle memo motion for judgment.pdf.

8 See Deputy Secretary of Defense Memorandum, DoD Cloud Strategy, Department of Defense 2, 11, (Dec. 2018), available at,
https://media.defense.gov/2019/Feb/04/2002085866/-1/-1/1/DOD-CLOUD-STRATEGY.PDF; see also Ben Tarnoff,
Weaponised Al is coming. Are algorithmic wars our future?, The Guardian (Oct. 11, 2018), available at https://www.the
guardian.com/commentisfree/2018/oct/1 1/war-jedi-algorithmic-warfare-us-military; see also Naomi Nix, Google Drops Out of
Pentagon’s $10 Billion Cloud Competition, Bloomberg (Oct. 8, 2018), available at https://www.bloomberg.com/news/articles
/2018-10-08/google-drops-out-of-pentagon-s-10-billion-cloud-competition; see also Patrick Tucker, Google is Pursuing the
Pentagon’s Giant Cloud Contract Quietly, Fearing an Employee Revolt, Defense One (Apr. 12, 2018), available at
https://www.defenseone.com/technology/2018/04/google-pursuing-pentagons-giant-cloud-contract-quietly-fearing-employee-
revolt/147407/; see also Cheryll Pellerin, Project Maven to Deploy Computer Algorithms to War Zone by Year’s End,
Department of Defense (July 21, 2017), available at https://dod.defense.gov/News/Article/Article/1254719/project-maven-to-
deploy-computer-algorithms-to-war-zone-by-years-end/; see also Daisuke Wakabayashi and Scott Shane, Google Will Not Renew
Pentagon Contract That Upset Employees, N. Y. TIMES (June 1, 2018), available at https://www nytimes.com/2018/06/01/
technology/google-pentagon-project-maven html.
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well as current law and regulation, which calls for the award of multiple task or delivery order
contracts.”

At the request of the Department, the Court of Federal Claims has granted an unopposed
motion to stay the proceedings of Oracle’s claim in order to grant the Department the ability to
reconsider “whether possible personal conflicts of interest impacted the integrity of the JEDI
Cloud procurement” process.!® In an effort to conduct oversight of this review process and
ensure that future concerns involving conflicts of interest are resolved earlier in the contracting
process, please answer the following no later than April 23, 2019:

1. What internal policies does the Department have in place to ensure that Requests for
Procurement (RFP) and subsequent government contracts are not drafted so that they are
tailored to match the specific technical capabilities of a particular company when that
company does not qualify for a sole source contract as per FAR 6.101 and FAR 3.301?
Were these policies adhered to in this case? If not, why not?

2. Please provide copies of current Department policy and procedures that address potential
conflicts of interest in the contracting process. Please include any policies and
procedures that address roles and responsibilities in drafting contracts and requests for
proposals, and in reviewing those processes for potential conflicts.

a. Are any of these policies and procedures subject to independent review or audit?

b. Is it common practice for individuals representing or associated with potential
bidders to draft contracts or requests for proposals?

c. To what extent did the Department follow its policies and procedures addressing
potential conflicts of interest in designing the JEDI contract?

3. Department officials have reportedly described JEDI Cloud as a “pathfinder” intended to
provide a model for the Department’s future transition of legacy IT systems to the cloud.
Please describe any related efforts to ensure full and open competition for future
Department cloud services contracts.

? Letter from A.R. “Trey” Hodgkins, 111, Sr. V. President, Public IT Alliance for Public Sector, to Chairman John McCain, Senate
Armed Services Committee, et al. (Apr. 30, 2018), available at https://www nextgov.com/media/gbc/docs/pdfsedit/043018
fk2ng.pdf; see also Dave Deptula, The Perils of JEDI: A Single Cloud Provider For The Pentagon And CIA Could Spell
Disaster, Forbes (Feb. 27, 2019), available at https://www.forbes.com/ sites/davedeptula/2019/02/27/jedi-and-why-its-important-
a-single-cloud-provider-for-both-dod-and-cia-could-spell-disaster/#7751e19a6477 (stating that the Central Intelligence Agency
has also awarded Amazon a cloud computing contract).

10 See Oracle America, Inc. v. United States, Case No. 18-1880C (C.F.C. 2019), available at https://federalnewsnetwork.com/
wp-content/uploads/2019/02/021919 JEDI cofc stay.pdf.
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a. The Department has also said that it “expects to maintain contracts with numerous
cloud providers to access specialized capabilities not available under the JEDI
Cloud contract.” Please describe these specialized capabilities, as well as any
related efforts to ensure full and open competition for related contracts.

4. InaMay 2018 report to Congress, the Department indicated that the “underlying
documentation required by the Federal Acquisition Regulation to support the single
award ID/IQ approach is still under development within the Department.” The
Department also said that it would not release the final JEDI solicitation until it executed
the underlying justification documents. Please provide the Department’s justification
supporting the use of a single award ID/IQ approach for the JEDI contract.

5. In September 2018, the OMB published their CLOUD SMART Strategy Proposal.!! How
does the JEDI program and procurement process align with the Federal government-wide
strategy outlined in the aforementioned document?

Should you have questions, please contact Daniel Boatright of my Committee staff at
(202) 224-4515. Thank you for your attention to this important mater.

Sincerely,

ok ety

Charles E. Grassley
Chairman
Senate Committee on Finance

' OFFICE OF MGMT. & BUDGET, EXEC. OFFICE OF THE PRESIDENT, From Cloud First to Cloud Smart, (Sept. 24, 2018), available at
https://cloud.cio.gov/strategy/; see also, THE WHITE HOUSE, OMB Announces Cloud Smart Proposal (Sept. 24, 2018), available
at https://www.whitehouse.gov/briefings-statements/omb-announces-cloud-smart-proposal/.
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October 5, 2020

VIA ELECTRONIC TRANSMISSION

The Honorable Mark Esper
Secretary of Defense

3010 Defense Pentagon
Washington, DC 20301-3010

Dear Secretary Esper:

On April 9, 2019, I sent a letter to then-Acting Secretary of Defense, Patrick Shanahan,
regarding my concerns with respect to the Department of Defense’s (Department) Joint Enterprise
Defense Infrastructure (JEDI) program, alleged conflicts of interest pertaining to those charged
with creating its bid, and reported disputes between bidders and the Department.! The
Department’s Office of the Inspector General (OIG) completed a review and provided
recommendations in response to members of Congress raising concerns about the JEDI program.?

The OIG report found that, at the very least, there was an appearance of impropriety in the
formation and design of the JEDI bid proposal.®> In addition, the OIG report found Department
employees had “lied” to the Department regarding their relationship with companies that were
expected to bid on, or actively competing for, the JEDI contract.* “Lie” is a word not often used
by any OIG.

! Letter from Charles E. Grassley, Chairman, S. Comm. on Fin., to Patrick M. Shanahan, Acting Sec’y of Def., Dep’t of Def.
(Apr. 9, 2019), https://www.finance.senate.gov/imo/media/doc/2019-04-09%20CEG%20t0%20DOD%20(JEDI).pdf; Letter from
Letter from Dana Deasy on behalf of Patrick M. Shanahan, Acting Sec’y of Def., Dep’t of Def., to Charles E. Grassley,
Chairman, S. Comm. on Fin. (May 3, 2019), https://www.grassley.senate.gov/sites/default/files/2019-05-06%20DOD%20t0%
20CEG%20%28JEDI%29.pdf; Dep’t of Def., Addendum to May 3, 2019 Dep’t of Defense Response to Senator Grassley’s
Letter, GRASSLEY.SENATE.GOV (June 25, 2019), http://www.grassley.senate.gov/sites/default/files/2019-06-
25%20DOD%20t0%20CEG%20%28JEDI%20-%20Addendum%29.pdf (supplementing the Department’s May 3
correspondence after a subsequent request from the Senate Committee on Finance).

2 REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT, INSPECTOR GEN. DEP’T OF DEF.,
REPORT NO. DODIG-2020-079 (Apr. 13, 2020) [hereinafter JEDI OIG Report], https://media.defense.gov/2020/Apr/15/
2002281438/-1/-1/1/REPORT%200N%20THE%20JOINT%20ENTERPRISE%20DEFENSE%20INFRASTRUCTURE%20
(JEDD)%20CLOUD%20PROCUREMENT%20DODIG-2020-079.PDF.

3 Jared Serbu, Pentagon IG Review Finds DoD Improperly Disclosed JEDI Information to AWS, FED. NEwWS NETWORK (Apr. 15,
2020), https://federalnewsnetwork.com/defense-main/2020/04/pentagon-ig-review-finds-dod-improperly-disclosed-jedi-
information-to-aws/.

4 JEDI OIG Report, supra note 2, at 152-53.
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Although the OIG stated the deception did not have a substantive impact on the contract,
and relevant authorities have chosen not to pursue charges, the mere appearance of impropriety
taints the contracting process and could cause all applicants to wonder if they won or lost a contract
due to backroom deals that benefit Department employees. > This appearance is further
complicated when applicants are not afforded a debriefing process which is typically given after
bids are not accepted.

To counteract the appearance of a conflict of interest and to improve the bidding process,
the OIG provided several recommendations in the JEDI report, including policy changes and
administrative actions against Department personnel. The report, states “[t]he responsible officials
did not respond to the recommendations on the draft version of [the] report. Therefore, the
recommendations are unresolved. [The OIG] request[s] that the appropriate officials provide
comments on this final report.”® The Department has failed to do so thus far.

The Department has a duty to the American taxpayer to ensure funds are spent wisely, and
contracts are free of costly and unnecessary disputes. To that end, [ request you provide a briefing
to my staff on how Department regulations will change as a result of the findings in the OIG’s
report and answer the following questions by October 19, 2020.

1. How much in total transaction costs has the Department spent on the JEDI program for the
following categories: acquisition personnel, technical expertise, and administrative
support? In your response, please address costs including, but not limited to, personnel,
planning, market research, contract solicitation, drafting, proposal evaluation, negotiations,
solicitation revision, litigation, and corrective actions.

a. How much of that cost is due to the issues that arose from allegations of conflicts of
interest or other issues that may have caused significant delays and award disputes?

2. At the exponential rate in which technological advancements occur, especially relating to
cloud and artificial intelligence technology, are the contract requirements that were written
over two years ago still up to date?” If not, what steps have you taken to get them up to
date?

a. In the past 6 months has the Department assessed the market’s current capabilities and
trends to ensure the Department receives the most appropriate and advanced equipment
and is aligning with industry standards?

3. Can the Department cite to any other major procurement program that has moved forward
with the contract award process despite Department employee conflicts of interest issues?

51d. at 154-55.

5Id.

7 See Jason Miller, Time for DoD to Cancel JEDI, Ride the CIA’s Cloud Coattails, FED. NEWS NETWORK (Apr. 13, 2020),
https://federalnewsnetwork.com/reporters-notebook-jason-miller/2020/04/time-for-dod-to-cancel-jedi-ride-the-cias-cloud-
coattails/ (“By now Dana Deasy, the DoD CIO, or David Norquist, the DoD deputy secretary, should be able to see that the time
for JEDI has passed and the Pentagon should cut its loses and cancel the contract.”)
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a. What were the costs of the cited programs and how do they compare in complexity to
the JEDI program?

4. Generally, after a government contract is awarded, an opportunity is provided to those
applicants that did not receive the award to be briefed by the agency on why another bid
was selected over theirs.® Why was the normal debriefing process not followed in this
instance?

5. Why did the Department not initially comment on the OIG’s JEDI draft report?

6. Why has the Department not commented on the OIG’s JEDI report since the document’s
publication?

7. The OIG recommended “the Acting Director for Contract Policy, Defense Pricing and
Contracting, consider developing and implementing appropriate policy to require some
level of documentation and analysis supporting key acquisition decisions, including any
legal reviews and advice, for contracts that exceed the $112 million threshold established
by statute.”® What steps has the Department taken to close that recommendation?

8. The OIG recommended “the Chief Management Officer, in coordination with the
[Department] General Counsel, consider administrative action against appropriate
individuals for failing to review the redacted reports and attachments to the debriefing e-
mails, and disclosing proprietary, proposal, and source selection information”?' What
steps has the Department taken to close that recommendation?

9. The OIG recommended “the Principal Deputy General Counsel, as Chair of the
[Department] OGC/Defense Legal Services Agency Professional Conduct Board, in
coordination with the [Washington Headquarters Services (WHS)] General Counsel,
determine whether disciplinary action should be taken against appropriate individuals
under attorney performance standards for failing to review the redacted reports and
attachments to the debriefing e-mails, and disclosing proprietary, proposal, and source
selection information.”"' ~ What steps has the Department taken to close this
recommendation?

8 See Steven L. Schooner, Enhanced Debriefings: A Toothless Mandate?, 34 NASH & CIBINIC REP. NL 9 10 (Feb. 2020) (“[1]t
sure sounds like the debriefing following the DOD’s critically important, high-value, high-profile procurement isn't destined to
be a teaching model for ‘enhanced debriefings’ at the Defense Acquisition University.”); see also Steven L. Schooner, Postscript
1I: Enhanced Debriefings, 34 NAsSH & CIBINIC REP. NL 426 (May 2020).

9 1d. at 49.

107d. at 93.

d.
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10. The OIG recommended “the Director of the WHS Acquisition Directorate, in coordination
with the WHS General Counsel: “[r]equire training for WHS officials handling acquisition-
related matters regarding the contents of the [Department] Source Selection Procedures
Debriefing Guide with special attention to Section A.8.3, Information Not Appropriate for
Disclosure[;]”'? and “[d]evelop a standard redaction policy applicable to all acquisitions to
eliminate the ambiguity regarding redactions of source selection information, particularly
Source Selection Team names.”'> What steps has the Department taken to close these
recommendations?

11. The OIG recommended the “Chief Information Officer incorporate a record of Mr. Ubhi’s
misconduct into his official personnel file.”'* What steps has the Department taken to close
this recommendation?

12. The OIG recommended that the “Chief Information Officer notify the [Department]
Consolidated Adjudications Facility of Mr. Ubhi’s misconduct with regard to any security
clearance he may hold or seek in the future.”!> What steps has the Department taken to
close this recommendation?

13. The OIG recommended “the Undersecretary of Defense for Acquisition and Sustainment
consider appropriate action for Ms. Cummings’ ethics violations, including potential
counseling and training.”'® What steps has the Department taken to close this
recommendation?

14. The OIG recommended the “Chief Information Officer review the Cloud Computing
Program Office’s procedures for identifying and mitigating potential conflicts of interest
and take appropriate action as a result of this review.”!” What steps has the Department
taken to close this recommendation?

Thank you for your attention to this important matter. Should you have questions, please
contact Danny Boatright of my Finance staff at 202-224-4515.

Sincerely,
Charles E. Grassley i
Chairman

Senate Finance Committee

1214

3 1d.

147d. at 8.
1571d.

16 Id. at 10.
1714,



cc:

Sean O’Donnell

Acting Inspector General
Department of Defense
4800 Mark Center Dr.
Alexandria, VA 22350

Dana Deasy

Chief Information Officer
Department of Defense
6000 Defense Pentagon
Washington D.C. 20301

Secretary Esper
October 5, 2020
Page 5 of 5
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April 28, 2021

The Honorable Lloyd J. Austin III
Secretary

Department of Defense

1000 Defense Pentagon
Washington D.C. 20301

Dear Secretary Austin:

Since April of 2019, I have sent three letters to the Department of Defense (Department)
inquiring into the contracting process for the cloud computing program known as the Joint
Enterprise Defense Infrastructure program (JEDI).! I have yet to receive fulsome responses to any
of my letters. In response to my most recent letter dated January 1 of this year, I received a mere
handful of documents—almost all of which I have received before, and most of which have been
publicly available for some time.> According to information provided to my staff, the material I
have received thus far represents only a fraction of the material the Department originally gathered
in response to my requests. I am looking to you to correct this situation as soon as possible,
particularly since the Department of Defense Office of Inspector General’s (DoD OIG)
administrative review of the procurement has left many questions unanswered.

Many have seized on DoD OIG’s administrative review of the JEDI procurement process
as proof that the Department, with the exception of particular individuals, did not commit any
substantive wrongdoing. > However, 1 have serious concerns about the review’s narrow scope.
DoD OIG did not examine key issues that occurred before the request for proposal (RFP) process,
including allegations of pressure from senior leadership to conduct the entire contract without a
competitive bidding process (also known as an Other Transactional Authority or OTA) as well as
the apparently unusual and significant involvement of senior leadership throughout the entirety of

! Letter from Charles E. Grassley, Chairman, S. Comm. on Fin. & David Perdue, U.S. Sen., Armed Servs. Comm., to Christopher
C. Miller, Acting Sec’y of Def., Dep’t of Def. (Jan. 1, 2021); see also Letter from Charles E. Grassley, Chairman, S. Comm. on
Fin., to Patrick M. Shanahan, Acting Sec’y of Def., Dep’t of Def. (Apr. 9, 2019); Letter from Charles E. Grassley, Chairman, S.
Comm. on Fin., to Mark Esper, Sec’y of Def., Dep’t of Def. (Oct. 5, 2020).

2 Letter from Charles E. Grassley, Chairman, S. Comm. on Fin. & David Perdue, U.S. Sen., Armed Servs. Comm., to Christopher
C. Miller, Acting Sec’y of Def., Dep’t of Def.

3 REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT, INSPECTOR GEN. DEP’T OF DEF.,
REPORT No. DODIG-2020-079 (Apr. 13, 2020).
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the process.* DoD OIG’s review also reportedly failed to fully consider information submitted
through the office’s whistleblower hotline.’ I do not know to what extent these issues could have
impacted the contract, but those are questions the review should have considered, investigated,
and answered.

Further, I was advised that OIG worked in concert with the Department to withhold
documents gathered in response my January 1, 2021 letter. Consequently, I also intend to write to
Acting Inspector General Sean O’Donnell requesting additional detailed information regarding
this review.

In an effort to provide continuing oversight of the JEDI program and the Department’s
contracting process generally, please provide unclassified versions of documents that were
originally compiled in response to my letter regarding JEDI dated January 1, but have not been
provided. Additionally, please also produce unclassified versions of the documents listed below.
Please provide all documents not later than April 30, 2021.

1. A copy of all requests made by the OIG to the DOD in support of its JEDI administrative
review;

2. A copy of all materials provided to the OIG regarding the JEDI administrative review;

3. A copy of all materials relating to OGE Forms 278 and 450, including, but not limited to
email exchanges, and the ethics files and the forms themselves, for the following former
DOD employees:

a. Deap Ubhi

b. Sally Donnelly

c. Anthony DeMartino
d. James Mattis

4. A copy of all emails written by Deap Ubhi, Sally Donnelly and Anthony DeMartino using
the search terms: JEDI, JEDI procurement, OTA, Amazon, cloud, Jeff, Bezos, Marcuse,
Lynch, Teresa, Carlson, tailored acquisition, AMZ, and Amazonian;

4 Letter from Kenneth Glueck, Exec. Vice President, Oracle Corp., to Glenn A. Fine, Acting Inspector Gen., Dep’t of Def. (Mar.
5, 2020); see also Letter from Kenneth Glueck, Exec.Vice President, Oracle Corp., to Sean O’Donnell, Acting Inspector Gen.,
Dep’t of Def. (May 1, 2020); see also Letter from Kenneth Glueck, Exec.Vice President, Oracle Corp., to Sean O’Donnell,
Acting Inspector Gen., Dep’t of Def. (Oct. 13, 2020); see also Letter from Kenneth Glueck, Exec.Vice President, Oracle Corp., to
Charles E. Grassley, Chairman, S. Comm. on Fin. (Dec. 7, 2020).

3 Letter from Kenneth Glueck, Exec.Vice President, Oracle Corp., to Glenn A. Fine, Acting Inspector Gen., Dep’t of Def. (Mar.
5, 2020); see also Letter from Kenneth Glueck, Exec.Vice President, Oracle Corp., to Sean O’Donnell, Acting Inspector Gen.,
Dep’t of Def. (May 1, 2020); Letter from Kenneth Glueck, Exec.Vice President, Oracle Corp., to Sean O’Donnell, Acting
Inspector Gen., Dep’t of Def. (Oct. 13, 2020); Letter from Kenneth Glueck, Exec.Vice President, Oracle Corp., to Charles E.
Grassley, Chairman, S. Comm. on Fin. (Dec. 7, 2020).
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5. The date which the following individuals received and completed their ethics training at
the DOD including any materials signed demonstrating completion of that training:
a. Deap Ubhi
b. Sally Donnelly
c. Anthony DeMartino

6. Any documents relating to the following individuals and whether or not they currently
enjoy or are being considered for Special Government Employee Status by the DOD:
a. Deap Ubhi
b. Sally Donnelly
c. Anthony DeMartino

7. Please provide all documentation in the possession of the Department’s Standards of
Conduct Office (SOCO) referencing the below individuals including, but not limited to,
those that demonstrate dates of meetings and training received, e-mail correspondence,
ethical questions that were posed, and responses that were provided.

a. Deap Ubhi
b. Sally Donnelly
c. Anthony DeMartino

Thank you in advance for your attention and assistance in this important matter. Should
you have any questions, please reach out to Danny Boatright on my Judiciary Committee staff at
(202) 224-5225.

Sincerely,

D

Chuck Grassley
Ranking Member
Senate Committee on the Judiciary
cc:
Sean O’Donnell
Acting Inspector General
Office of the Inspector General
Department of Defense
4800 Mark Center Drive
Alexandria, VA 22350-1500
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The Honorable Lloyd J. Austin III
Secretary of Defense

1000 Defense Pentagon
Washington, D.C. 20301

Dear Secretary Austin:

On April 28" of this year I sent you a letter seeking information I originally requested from
the Department of Defense (Department) in January regarding the Joint Enterprise Defense
Infrastructure program (JEDI).! I have not received a response. However, the day my letter was
transmitted, the Court of Federal Claims rendered another decision in the series of cases regarding
JEDI.? Although that litigation continues, the Department had previously informed Congress that
if the government’s motion to dismiss in part failed, the repercussions, particularly with regard to
discovery, would be enormously burdensome.’ Subsequent news articles suggest that the
Department is considering redrafting and resoliciting the JEDI contract, pointing to the court’s
decision as one of many factors.* As you weigh the pros and cons of this decision, I wanted to
highlight some of my continuing concerns regarding the JEDI program.

! Letter from Charles E. Grassley, Chairman, S. Comm. on Fin., to Lloyd J. Austin III, Sec’y of Def., Dep’t of Def. (Apr. 28,
2021), https://www.grassley.senate.gov/imo/media/doc/grassley to_defense dept.jedifollowup.pdf; see also Letter from Charles
E. Grassley, Chairman, S. Comm. on Fin. & David Perdue, U.S. Sen., Armed Servs. Comm., to Christopher C. Miller, Acting
Sec’y of Def., Dep’t of Def. (Jan. 1, 2021); Letter from Charles E. Grassley, Chairman, S. Comm. on Fin., to Mark Esper, Sec’y
of Def., Dep’t of Def. (Oct. 5, 2020), https://www.grassley.senate.gov/imo/media/doc/2020-10-
05%20CEG%20t0%20D0D%20(JEDI%20II).pdf; Letter from Charles E. Grassley, Chairman, S. Comm. on Fin., to Patrick M.
Shanahan, Acting Sec’y of Def., Dep’t of Def. (Apr. 9, 2019), https://www.finance.senate.gov/imo/media/doc/2019-04-
09%20CEG%20t0%20D0OD%20(JEDI).pdf.

2 Amazon Web Services v. United States, No. 19-1796C (Fed. Cl. Apr. 28, 2021); see also Jared Serbu, Court Keeps Amazon’s
JEDI Challenge Intact, Dealing Blow to DoD, Microsoft, FEDERAL NEWS NETWORK (Apr. 28, 2021),
https://federalnewsnetwork.com/defense-main/2021/04/court-keeps-amazons-jedi-challenge-fully-intact-dealing-blow-to-dod-

microsoft/.
3Aaron Gregg, Court Rejects Motion to Dismiss JEDI Allegations, Allowing Amazon to Argue for Depositions, THE WASH. POST
(Apr. 28, 2021), https://www.washingtonpost.com/business/2021/04/28/pentagon-cloud-contract-depositions/; see also Serbu,

supra note 2; see also Tom Temin, Cancel JEDI? No Shame to DoD in Doing So, FEDERAL NEWS NETWORK (May 19, 2021),
https://federalnewsnetwork.com/tom-temin-commentary/2021/05/cancel-jedi-no-shame-to-dod-in-doing-so/.

“Mila Jasper, If the Pentagon Drops JEDI, Then What?, NEXTGOV (May 17, 2021), https://www.nextgov.com/it-
modernization/2021/05/if-pentagon-drops-jedi-then-what/174093/; see also Naomi Nix, Judge Declines to Toss Amazon Suit
Claiming Trump Blocked JEDI Bid, BLOOMBERG (Apr. 28, 2021), https://www.bloomberg.com/news/articles/2021-04-28/judge-
declines-to-toss-amazon-suit-claiming-trump-cost-jedi-bid; see also Carten Cordell, Will the Department of Defense Cancel the
Massive JEDI Contract? It’s One of a Few Options, WASH. BUSINESS JOURNAL (Apr. 30, 2021),
https://www.bizjournals.com/washington/news/2021/04/30/cancel-jedi-microsoft-aws.html.
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As you know, the JEDI solicitation envisioned an indefinite delivery/indefinite quantity
(IDIQ) contract to construct and maintain a Department-wide cloud-based computing system
capable of eventually holding the entirety of the Department’s classified and unclassified data, as
well as certain artificial intelligence (Al) programs.® The Department consistently represented that
a single awardee could receive up to $10 billion over a ten-year performance period.®

From the beginning, allegations arose that the JEDI contract was “tailored,” meaning that
it was written to advantage a preferred vendor, reportedly Amazon.” Multiple Department officials
with Amazon affiliations reportedly failed to properly recuse themselves from this acquisition
planning process, including, among other things, deciding upon the single-award approach for
JEDI in violation of the Federal Acquisition Regulation (FAR) and numerous federal statutes.®

As I mentioned in previous letters, the Department’s Office of the Inspector General (DoD
OIG) completed an extraordinary report last year that reviewed the JEDI program and some
conflicts of interest allegations. In addition to confirming allegations of impropriety in the

> DEP’T OF DEF., DoD CLOUD STRATEGY (2018), https://media.defense.gov/2019/Feb/04/2002085866/-1/-1/1/DOD-CLOUD-
STRATEGY.PDF; see also Ben Tarnoff, Weaponized Al is Coming. Are Algorithmic Wars Our Future, THE GUARDIAN (Oct. 11,
2018), https://www.theguardian.com/commentisfree/2018/oct/11/war-jedi-algorithmic-warfare-us-military; see also Naomi Nix,
Google Drops Out of Pentagon’s $10 Billion Cloud Competition, BLOOMBERG (Oct. 8, 2018),
https://www.bloomberg.com/news/articles/2018-10-08/google-drops-out-of-pentagon-s-10-billion-cloud-competition; see also
Patrick Tucker, Google is Pursuing the Pentagon’s Giant Cloud Contract Quietly, Fearing an Employee Revolt, DEFENSE ONE
(Apr. 12, 2018), https://www.defenseone.com/technology/2018/04/google-pursuing-pentagons-giant-cloud-contract-quietly-
fearing-employee-revolt/147407/; see also Cheryll Pellerin, Project Maven to Deploy Computer Algorithms to War Zone by
Year’s End, DEP’T OF DEF. (July 21, 2017), https://www.defense.gov/Explore/News/Article/Article/1254719/project-maven-to-
deploy-computer-algorithms-to-war-zone-by-years-end/; see also Daisuke Wakabayashi and Scott Shane, Google Will Not Renew
Pentagon Contract That Upset Employees, N. Y. Times (June 1, 2018),
https://www.nytimes.com/2018/06/01/technology/google-pentagon-project-maven.html.

¢ Carl Weinschenk, AWS, Oracle, and the Pentagon Continue Fight Over JEDI Cloud Contract, SDX CENTRAL (Jan. 28, 2019),
https://www.sdxcentral.com/articles/news/aws-oracle-and-the-pentagon-continue-fight-over-jedi-cloud-contract/ 2019/01/.

7 Memorandum from Dep’t. of Def. to the Sec’ys of the Mil. Dep’ts (Sept. 2017), https://federalnewsnetwork.com/wp-
content/uploads/2017/11/091317 Shanahan Cloud Memo.pdf; see also Memorandum from Dep’t. of Def. to the Sec’ys of the
Mil. Dep’ts (Jan. 2018), https://federalnewsnetwork.com/wp-content/uploads/2018/01/010418 shanahan_cloud memo.pdf

(On September 13, 2017, Deputy Secretary of Defense Shanahan issued a Department-wide memorandum titled, “Accelerating
Cloud Adoption,” directing a “tailored acquisition process.” The process was directed to be split into two phases: a phase one
“contract” for a cloud solution, and a phase two transition to “the acquired cloud solution.” Deputy Secretary Shanahan’s memo
requested an “action plan and progress toward the action items™ in two months and described next steps including: “Awarding the
phase one contract.”); Jared Serbu, Amazon Asks Federal Court to Stop Work on JEDI Cloud Contract, FEDERAL NEWS
NETWORK (Jan. 23, 2020), https://federalnewsnetwork.com/defense-main/2020/01/amazon-asks-federal-court-to-stop-work-on-
jedi-cloud-contract/; see also Julie Bort, There’s a New Snag for Amazon in the Winner-Take-All 810 Billion Pentagon Cloud
Contract, and it Could be Good News for Microsoft, BUSINESS INSIDER (Feb. 19, 2019),
https://www.businessinsider.com/amazon-jedi-cloud-contract-snag-2019-2.

8 John D. McKinnon, Pentagon Weighs Ending JEDI Cloud Project Amid Amazon Court Fight, WALL ST. J. (May 10, 2021),
https://www.wsj.com/articles/pentagon-weighs-ending-jedi-cloud-project-amid-amazon-court-fight-11620639001; see also
Adam Mazmanian, Lawmakers Look to Revive Collusion Case Against Amazon in JEDI, WASHINGTON TECHNOLOGY (May 4,
2021), https://washingtontechnology.com/articles/2021/05/04/jedi-lee-buck-letter.aspx; see also Bort, supra note 7; see also
Katishi Maake, Reported Revelation Pauses Legal Fight over JEDI Procurement, WASH. Bus. J. (Feb. 21, 2019),
https://www.bizjournals.com/washington/news/2019/02/21/reported-revelation-pauses-legal-fight-over-jedi.html; Deap Ubhi,
@deapubhi, TWITTER (Jan. 30, 2017, 11:57 PM), https://twitter.com/deapubhi/status/826293256249958404 (stating that he would
“always an Amazonian”); see also Bort, supra note 7; see also FAR 6.101(a) & (b); see also FAR 3.301(a) & (b); Steven L.
Schooner, Indefinite-Delivery/Indefinite-Quantity Contracts: Time to Correlate Practice and Policy?, 32 NASH & CIBINIC
REPORT § 44 (September 2018) (“As has become practice, the DoD is merely ... papering over avoidance of the [Congressionally]
stated multiple-award policy.”).
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formation and design of the JEDI request for proposals [or RFP or solicitation], the IG found that
Department employees had “lied” to the Department regarding their relationship with companies
that were expected to bid on, or actively competing for, the JEDI contract.” Nor does it appear
that Department officials cooperated fully with the IG’s work.!°

Further, high-level political leadership reportedly were both inexperienced and overly
involved in the acquisition strategy for JEDI. Former Department officials familiar with the
program’s inner workings have reported to me that a “cloud of uneasiness” hung over the
acquisition process due to: 1) the pressure by political leadership to accelerate the JEDI acquisition
and 2) the failure of political leadership to recognize their own lack of expertise in the government
contracting process and the department’s limited experience in the extremely technical aspects of
the cloud marketplace. These political appointees allegedly were zealous to quickly acquire JEDI
for the Department even though they did not fully understand it.

Unfortunately, DoD OIG has not fully reviewed the complete universe of allegations
involving the JEDI procurement. This has led to multiple court cases as well a sense in the industry
that an amicable resolution is unlikely.!! Public perception tees up a lose-lose scenario, in which
an Amazon win would appear to confirm that the contract was designed for them, while an Amazon
loss would suggest that the political deck was stacked against Amazon. Worse, the longer it takes
to settle these disputes the more out of date the contract requirements become, resulting in the
American warfighter receiving a less advanced product.

There have now been three major bid protests since 2018 challenging different elements of
the JEDI contracting process. On August 8, 2018, Oracle filed a pre-award bid protest with the
Government Accountability Office (GAO) arguing that JEDI’s single source structure violated
Federal law, JEDI’s “gate™ criteria unduly restricted competition, and that JEDI was subject to
conflicts of interest related to the procurement.!> On October 10, 2018, International Business

9 “Mr. Ubhi committed ethical violations when he lied, or failed to disclose information, on at least three occasions, in an effort to
conceal relevant information from, or mislead, his Amazon and DoD supervisors and DoD [Standards of Conduct Office]
officials....”” REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT, INSPECTOR GEN. DEP’T
OF DEF., REPORT NO. DODIG-2020-079 (Apr. 13, 2020); see also Postscript II: Enhanced Debriefings, 34 NASH & CIBINIC
REPORT 9 26 (May 2020) (highlighting, among other things, “that the debriefing-preparation rubric employed by the DOD at the
conclusion of the JEDI procurement has little in common with the aspiration of the enhanced debriefing initiative, best practices,
or the common justifications for the debriefing mandate....”), https://ssrn.com/abstract=3598373.

19 Indeed, the DoD IG explained that: “We sought to review whether there was any White House influence on the JEDI cloud
procurement. We could not review this matter fully because of the assertion of a “presidential communications privilege,” which
resulted in several DoD witnesses being instructed by the DoD Office of General Counsel not to answer our questions about
potential communications between White House and DoD officials about JEDI. Therefore, we could not definitively determine the
full extent or nature of interactions that administration officials had, or may have had, with senior DoD officials regarding the JEDI
Cloud procurement.” DOD IG Report at 6—7.

' Temin, supra note 3.

12 Oracle America, Inc., B-416657 et al.
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Machines (IBM) filed its own protest also challenging various aspects of the JEDI procurement. '3

The GAO denied Oracle’s protest on November 14, 2020, and IBM’s on December 11, 2018.
Oracle then filed suit in the United States Court of Federal Claims, which denied Oracle’s protest.'*
The Court of Appeals for the Federal Circuit affirmed the decision,'> and Oracle has sought review
by the United States Supreme Court.!® On November 22, 2019, following the Department’s award
of JEDI to Microsoft, Amazon filed its own protest in the Court of Federal Claims, based, in large
part, on allegations of political interference.!” The Court of Federal Claims denied motions to
dismiss brought by the United States and Microsoft.'®

The Department recently provided Congress a briefing paper asserting that this most recent
case, should it proceed, would impose significant and burdensome discovery obligations on the
Department. The case would require many senior level Department officials as well as current and
former White House officials to testify or produce materials.!” The ongoing proceedings also
would further delay the ever-extending timeline for this project. In my October 5, 2020, letter I
asked if the Department considered it necessary to review the technical parameters of the contract
due to the procurement delays and the speed at which cloud computing is growing and changing.’
Although the Department assured me that its existing parameters were adequate, the industry’s
actions seem to contradict this statement as, by and large, the cloud computing industry has moved
away from single vendor designs. Multiple other federal agencies have followed suit.

Specifically, in November 2020 the Central Intelligence Agency (CIA) awarded a cloud
computing contract to five separate providers: Amazon, Microsoft, Google, Oracle, and IBM.?!
This award worth “tens of billions™ was created as a highly flexible vehicle for cloud services;

13 International Business Machines, B-416657.5; Aaron Gregg, GAO Axes IBM’s Bid Protest, Teeing Up a Court Battle Over
Pentagon’s $10 Billion Cloud Effort, THE WASHINGTON POST (Dec. 11, 2018), https://www.washingtonpost.com/business/2018/
12/12/gao-axes-ibms-bid-protest-teeing-up-court-battle-over-pentagons-billion-cloud-effort/; see also Press Release, IBM, JEDI:
Why We’re Protesting (Oct. 10, 2018), https://www.ibm.com/blogs/policy/jedi-protest/.

14 Oracle America, Inc. v. United States and Amazon Web Services, Inc., No. 18-1880C (COFC).

15 Oracle American, Inc. v. United States and Amazon Web Services, Inc.,2019-2326,
https:/www.pacermonitor.com/view/IKEXRLI/Oracle America_Inc v_US__ cafc-19-02326__0082.0.pdf

16 Oracle American, Inc. v. United States and Amazon Web Services, Inc., Pet. for Cert. pending, (filed),
https://www.law360.com/articles/1355060/attachments/0; Oracle American, Inc. v. United States and Amazon Web Services,
Inc., Reply Br. No. 20-1057 at pg. 10 (filed May 2021), https://www.docketalarm.com/cases/Supreme_Court/20-1057/Oracle_
America Inc. Petitioner v. United States et_al/05-17-2021-Reply_of petitioner_Oracle America Inc/0517111629101-
Main_Document/ (showing that Oracle told the Supreme Court that DoD is not entitled to deference in policing its own criminal
misconduct in this context.).

7 Amazon Web Services Inc. v. United States and Microsoft Corp., No. 19-1796C (COFC).

18 https://www.law360.com/articles/1380449/attachments/Q

19 Memorandum from the Dep’t. of Def. to Congress (Jan. 28, 2021), https:/federalnewsnetwork.com/wp-
content/uploads/2021/02/INFO-PAPER-UPCOMING-JEDI-CLOUD-LITIGATION-MILESTONE.pdf

20 Letter from Charles E. Grassley, Chairman, S. Comm. on Fin., to Mark Esper, Sec’y of Def., Dep’t of Def. (Oct. 5, 2020),
https://www.grassley.senate.gov/imo/media/doc/2020-10-05%20CEG%20t0%20DOD%20(JEDI%20I11).pdf.

21 Chris Ciccia, CIA Awards Cloud Computing Contract Worth Billions to Firms Including Amazon, Microsoft, Google, Fox BUS.
(Nov. 20, 2020), https://www.foxbusiness.com/technology/cia-awards-cloud-computing-contract-worth-billions-to-amazon-
microsoft-google-ibm-and-oracle-report; see also Frank Konkel, CIA Awards Secret Multibillion-Dollar Cloud Contract,
NEXTGOV (Nov. 20, 2020), https://www.nextgov.com/it-modernization/2020/11/exclusive-cia-awards-secret-multibillion-dollar-
cloud-contract/170227/; see also Carten Cordell, CI4A Awards Multibillion-Dollar Cloud Contract to Multiple Vendors, WASH.
Bus. J. (Nov. 20, 2020), https://www.bizjournals.com/washington/news/2020/11/20/microsoft-aws-among-c2e-cloud-contract-
awardees.html.
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those in charge within the Intelligence Community (IC) can select providers on the basis of the
contractor’s ability to meet specific IT needs.?? Essentially, the IC selects the best contractor for
the job and is neither hampered nor impeded by the inflexibilities often found in typical
government contracts. I believe the multi-vendor operation fosters an atmosphere of competition,
innovation, and flexible services. Further, it ensures that we don’t put all of our national security
eggs in one basket. This could be a win-win solution for our warfighters, the Department, and the
American taxpayer.

As public servants, it is of the utmost importance that we be good stewards of the resources
provided by the American people. That requires us to carefully examine the apparent conflicts of
interest regarding the JEDI program and take actions to ensure that future negotiations follow all
legal and ethical standards. That accountability also demands a balance between entering into
contracts that provide the most efficiency while also exercising fiscal responsibility with taxpayer
funds. So, before continuing in costly, drawn-out disputes, I would encourage the Department to
carefully analyze its options and utilize a solution that will be reliable, adaptable, and profitable
for the Department’s widespread demands. Further, the questions I previously posed remain
unanswered and continue to linger over the JEDI program. I fear the Department’s continued
failure to provide forthright answers will continue to erode public trust in its cloud computing
goals. I look forward to your expeditious reply. Thank you for your attention to this important
matter.

Sincerely,

ety

Charles E. Grassley
Ranking Member
Committee on the Judiciary

22 Konkel, supra note 21; see also Billy Mitchell, CIA Quietly Awards C2E Cloud Contract Possibly Worth Billions, FEDSCOOP
(Nov. 20, 2020), https://www.fedscoop.com/cia-quietly-awards-billion-dollar-c2e-cloud-contract/; see also Phil Goldstein, Where
Will the CIA Go with Its New Cloud Contracting Vehicle?, FEDTECH (Dec. 10, 2020),
https://fedtechmagazine.com/article/2020/12/where-will-cia-go-its-new-cloud-contracting-vehicle.
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August 31, 2021

VIA ELECTRONIC TRANSMISSION

The Honorable Sean O’Donnell
Acting Inspector General
Department of Defense

4800 Mark Center Dr.
Alexandria, VA 22350

Dear Inspector General O’Donnell:

On April 28, 2021, I sent a letter to Secretary Austin regarding lingering questions related
to the Joint Enterprise Defense Infrastructure (JEDI) program.! In that letter, I informed the
Secretary that I would be writing the Department of Defense (DoD) Office of the Inspector General
(OIG), regarding the OIG’s review of the program.? At that time I had concerns about reported
political interference in the program and I also had concerns that your office’s review of JEDI was
not as full and complete as it should have been. Unfortunately, new reports have come to light
alleging that your office withheld evidence and mischaracterized key elements of its report.® For
example, evidence has been provided to my office, reportedly recovered from FOIA productions,
that show that your office left out key emails between DoD employees that provide important
context about how those employees were involved in the JEDI contracting process in such a way
that contradicts the report’s ultimate findings. Specifically, the selective editing of DoD employee
emails in such a way that it diminishes the impact of their advocacy for Amazon as well as their
authorities and roles in DoD. This also includes the selective editing of a DoD legal opinion

! Letter from Charles E. Grassley, Ranking Member, S. Comm. on Judiciary, to Lloyd J. Austin III, Sec’y of Def., Dep’t of Def.
(Apr. 28, 2021), https://www.grassley.senate.gov/imo/media/doc/grassley_to_defense_dept.jedifollowup.pdf; see also Letter
from Charles E. Grassley, Ranking Member, S. Comm. on Judiciary, to Lloyd J. Austin III, Sec’y of Def., Dep’t of Def. (June 8,
2021), https://www.grassley.senate.gov/news/news-releases/grassley-to-defense-dept-cloud-computing-contract-questions-
remain-unanswered-other-approaches-show-more-promise; Letter from Charles E. Grassley, Chairman, S. Comm. on Fin., &
David Perdue, U.S. Sen., Armed Servs. Comm., to Christopher C. Miller, Acting Sec’y of Def., Dep’t of Def. (Jan. 1, 2021) (on
file with author); Letter from Charles E. Grassley, Chairman, S. Comm. on Fin., to Mark Esper, Sec’y of Def., Dep’t of Def.
(Oct. 5, 2020), https://www.grassley.senate.gov/imo/media/doc/2020-10-05%20CEG%20t0%20DOD%20(JEDI1%2011).pdf;
Letter from Charles E. Grassley, Chairman, S. Comm. on Fin., to Patrick M. Shanahan, Acting Sec’y of Def., Dep’t of Def. (Apr.
9, 2019), https://www.finance.senate.gov/imo/media/doc/2019-04-09%20CEG%20t0%20DOD%20(JEDI).pdf.

2 INSPECTOR GEN., U.S. DEP’T OF DEF., REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD
PROCUREMENT, REPORT No. DODIG-2020-079 (Apr. 13, 2020), https://media.defense.gov/2020/Apr/21/2002285087/-1/-
1/1/REPORT%200N%20THE%20JOINT%20ENTERPRISE%20DEFENSE%20INFRASTRUCTURE%20(JEDI)%20CLOUD
%20PROCUREMENT%20DODIG-2020-079.PDF.

3 Sara Sirota, DoD IG Omitted Evidence of Alleged Corruption in JEDI Program, Documents Show, THE INTERCEPT (July 13,

2021), https://theintercept.com/2021/07/13 /microsoft-amazon-jedi-contract/.
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without notation, causing the reader to be unaware that significant edits had been made to the
legal opinion they were being shown. These emails, as well as other productions, not only
show your report is potentially fundamentally flawed, they also show that DoD employees
potentially lied to your office and likely materially altered both the program’s design and the
subsequent contracting process.

This selective editing significantly altered material elements of the report, downplayed the
impact of key players, and fundamentally altering the reader’s conclusions. This conduct is
unacceptable and will potentially have a lasting negative impact on future OIG actions. The
Department needs to be aware of the totality of mistakes surrounding the JEDI program to avoid
repeating this mishandled process as it moves into Joint Warfighter Cloud Capability (JWCC)
program.* Those lessons can’t be learned if the OIG doesn’t perform a proper JEDI review.

Accordingly, I have asked the Council of Inspectors General on Integrity and Efficiency
(CIGIE) to review the process surrounding your office’s JEDI review. However, the public and
Congress still deserve answers from your office. To that end I ask that you provide the below
documents and answer the attached questions before September 9, 2021.

Document Requests

1. Please provide a copy of the complete case file for Case No. 20190321-056996-CASE-0.1,
relating to JEDI and the investigation leading to the Report, including but not limited to:

a. A copy of any report(s), memoranda, or other document(s), prepared by the Office
of Defense Criminal Investigative Services that served as the basis for the
conclusions of the report, or otherwise were incorporated either directly or
indirectly into the Report;

b. A copy of any report(s), memorandum, or other document(s), prepared by the
Office of Administrative Investigations that served as the basis for the conclusions
of the report or otherwise were incorporated either directly or indirectly into the
Report; and

c. A copy of all work papers documenting DoD OIG’s analysis of the Report
including the assessments made by auditors, criminal and administrative
investigators and defense acquisition professionals.

4 Ross Wilkers, JEDI Is No More, but Military’s Enterprise Cloud Push Goes On, WASHINGTON TECHNOLOGY (July 6, 2021),
https://washingtontechnology.com/articles/2021/07/06/jedi-cancel-whats-next.aspx; see also Press Release, U.S. Dep’t of Def.,
Future of the Joint Enterprise Defense Infrastructure Cloud Contract (July 6, 2021),
https://www.defense.gov/Newsroom/Releases/Release/Article/2682992/future-of-the-joint-enterprise-defense-infrastructure-
cloud-contract/.
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Questions

1. Did any current or former employees or contractors of DoD OIG voice any
concern(s)/disagreement(s) (in writing or verbally) regarding the content, findings,
recommendations, or any other aspect of the Report prior to its publication? If so, please
describe the situation in detail and identify everyone by name and title, whether or not
they continue to be employed by the DoD OIG.

2. Did the Inspector General’s office ever give specific instructions to the investigators
overseeing the JEDI investigation not to address particular communications (phone,
email, or in-person) between General James Mattis and Jeff Bezos, the CEO of Amazon?

3. Did the Inspector General’s office ever give specific instructions to the investigators
overseeing the JEDI investigation not to address particular communications (phone,
email, or in-person) between any combination of the Secretary of Defense, the Director
of Travel Operations, and any current or former employees of Amazon? If so, what were
those specific instructions and who gave them?

4. Did the Inspector General’s office ever give specific instructions to the investigators
overseeing the JEDI investigation not to follow through on all necessary leads generated
during the JEDI investigation? Specifically, leads about the relationship between General
Mattis, Sally B. Donnelly, and employees of Amazon Web Services (AWS)? If so, what
were those specific instructions and who gave them?

5. Did the Inspector General’s office ever give specific instructions to the investigators
overseeing the JEDI investigation to limit the scope of questioning when conducting
interviews with General James Mattis and Anthony DiMartino? If so, what were those
specific instructions and who gave them?

6. Did the Inspector General’s office ever give specific instructions to the investigators
overseeing the JEDI investigation to limit time spent running overseas investigative leads?
If so, what were those specific instructions and who gave them?

7. Did the Inspector General’s office ever give specific instructions to the investigators
overseeing the JEDI investigation not to address overseas travel by General James Mattis
to the Kingdom of Bahrain? If so, what were those specific instructions and who gave
them?

8. Did the Inspector General’s office ever give specific instructions to the investigators
overseeing the JEDI investigation not to address the relationship between Amazon
management, Andre Pienaar, Viktor Vekselberg, and Teresa Carlson (AWS)? If so, what
were those specific instructions and who gave them?
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9. During the production of the final JEDI report of investigation, did members of the
Inspector General’s staff advise investigators or other OIG employees to “keep things
short” when referring to the amount of information that should be included in the report?
If so, who gave that advice?

10. Did the Inspector General’s office intentionally not include the investigative responses
and notes pertaining to a majority of the nearly 100 people interviewed in the final JEDI
report of the investigation? If so, why?

11. Did the Inspector General’s office intentionally not include the signature page of the
authorized person responsible for the approval and release of the final JEDI report of
investigation? If so, why?

12. Were there any concerns raised by any DoD OIG employee regarding the preparation of
the JEDI report or after the publication of the JEDI report? If yes, please explain in detail.

13. Did the DoD OIG review all hotline submissions and contact all whistleblowers about
their allegations?

14. Please explain the rationale for not examining the pre-RFP period in the OIG’s JEDI
Report.

15. T have been informed that from time-to time some sensitive reports undergo a process
known as ‘rounding.’ In essence, this process would most often be used by high-level
staff members in the OIG to smooth out sensitive reports and avoid controversy. Can you
please tell me if the process of ‘rounding’ was used, directly or indirectly, during the
preparation of the JEDI report?

Should you have any questions please reach out to Danny Boatright of my Judiciary staff
at (202) 224-5225. Thank you for your time and consideration regarding this important matter.

Sincerely,

ket

Charles Grassley
Ranking Member
Senate Committee on the Judiciary



cc:
The Honorable Lloyd Austin
Secretary

Department of Defense

Allison Lerner
Chair
CIGIE
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Memorandum

TO: Senator Grassley

FROM: Oversight and Investigations

SUBJECT: New allegations regarding DoD OIG JEDI review
DATE: August 27, 2021

Over the last two years you have conducted an investigation into the Department of
Defense’s (DoD) Joint Enterprise Defense Infrastructure (JEDI) program which would provide
cloud computing services for the entirety of DoD. Many whistleblowers have come to you and
your office to express their concerns with DoD’s handling of both the JEDI’s design and
contracting process. In April 2020, the DoD Office of Inspector General (OIG) issued a report on
JEDI and found that some individual DoD employees engaged in ethical misconduct related to the
JEDI Cloud procurement; oddly, however, the report also found that the same contracting process
was conducted generally within bounds and did not detrimentally affect the contracting process.

After that report was issued, your office received additional whistleblower information,
reports, and other documents relating to JEDI. Reports recovered from FOIA productions show
that DoD OIG’s report excluded key emails between DoD employees that provide important
context about how those employees were involved in the JEDI contracting process and that
contradict the report’s ultimate findings. Specifically, the report selectively edited DoD employee
emails in such a way that it downplayed the impact of the employees’ advocacy for Amazon as
well as their authorities and roles in DoD. The report also includes a selectively edited DoD legal
opinion without notation that it’s been edited. These emails, as well as other productions, also
show that DoD employees potentially lied to DoD OIG and likely materially altered both the
program’s design and the subsequent contracting process. In light of the report’s apparent
fundamental flaws, and considering the DoD’s forthcoming second attempt to build a cloud
computing infrastructure across the Department through its Joint Warfighting Cloud Capability
program (JWCC), your staff concluded that the Council of the Inspectors General on Integrity and
Efficiency (CIGIE) must conduct a thorough review of the OIG’s JEDI report.

The JEDI program has been marred in controversy from the beginning.! As originally
conceived, the program would have provided classified and unclassified cloud services to DoD,
established and promoted a platform for machine learning, and created a testing ground for

! Ashley Stewart, The $10 Billion JEDI Process Was a ‘Nonstop Litany of Inappropriate Ethical Behavior,” But Now Amazon’s
Best Bet to Take the Deal From Microsoft Hinges on a ‘Wildcard’ Error, Experts Say, BUSINESS INSIDER (Apr. 27, 2020),
https://www.businessinsider.com/amazon-pentagon-microsoft-jedi-cloud-computing-2020-4 (quoting George Washington
University Law School’s government contracting professor, Steven Schooner, “I can’t think of another procurement ever where
the nonstop litany of inappropriate ethical behavior and conflicts of interest produced such a steady drumbeat”); see also Press
Release, George Washington University School of Law, Schooner Featured in AP, Bloomberg, and WaPo for Procurement
Expertise (Jan. 29, 2020), https://www.law.gwu.edu/schooner-featured-ap-bloomberg-and-wapo-procurement-expertise; Steven
L. Schooner, Indefinite-Delivery/Indefinite-Quantity Contracts: Time to Correlate Practice and Policy?, 32 NASH & CIBINIC REP.
9 44 (2018), https://scholarship.law.gwu.edu/faculty_publications/1363/.
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artificial intelligence (AI) capabilities.?> According to reports, DoD officials initially intended to
award the program’s contract to Amazon via a government contracting method known as Other
Transaction Authority (OTA), which would have allowed DoD to avoid using the normal
competitive bidding process.® Internal DoD contracting experts rejected this approach for various
reasons, including the size and scope of the JEDI program, which made it fundamentally
incompatible with OTA requirements. DoD leadership subsequently published a memo describing
its intent to award the JEDI contract via a “tailored acquisition.”* Since “tailored acquisition” is
not a term defined in the Federal Acquisition Regulations (FAR), many interpreted this as an
alternative means of “tailoring” the process to award the $10 billion JEDI program to Amazon.’

DoD personnel with ties to Amazon were allegedly responsible for crafting key
confidential aspects of the JEDI program and its contract.® These conflicts of interest prompted
multiple joint and independent legal challenges.” They also led to multiple congressional inquiries
and an OIG review.®

2 Ben Tarnoff, Weaponized Al is Coming. Are Algorithmic Forever Wars Our Future?, THE GUARDIAN (Oct. 11,

2018), https://www.theguardian.com/commentisfree/2018/oct/1 1/war-jedi-algorithmic-warfare-us-military; see also
Memorandum from Patrick Shanahan, U.S. Deputy Sec’y of Def., on DoD Cloud Strategy to Dep’t of Def. (Dec. 2018),
https://media.defense.gov/2019/Feb/04/2002085866/-1/-1/1/DOD-CLOUD-STRATEGY.PDF (providing an infographic
outlining DoD plans for cloud consolidation under the JEDI program).

310 U.S.C. § 2371b (codifying the OTA program); see also Tom Schatz, A4 Closer Look at DOD’s Cloudy JEDI Contract, FCW
(Aug. 10, 2018), https://fcw.com/articles/2018/08/10/comment-schatz-jedi.aspx (calling the JEDI program’s “protracted process
leading up to the RFP . . . a lesson in how [not to do] procurement in the federal government,” while also explaining the DoD’s
history with the OTA authority and its implication in the JEDI contract design process).

4 Memorandum from Patrick Shanahan, Deputy Sec’y of Def. on Accelerating Cloud Adoption to Dep’t of Def. (Sept. 13, 2017),
https://federalnewsnetwork.com/wp-content/uploads/2017/11/091317_Shanahan Cloud Memo.pdf.

5> May Jeong, “Everybody Immediately Knew That It Was For Amazon”: Has Bezos Become More Powerful In D.C. Than
Trump?, VANITY FAIR (Aug. 13, 2018), https://www.vanityfair.com/news/2018/08/has-bezos-become-more-powerful-in-dc-than-
trump.

¢ See Julie Bort, There's a New Snag for Amazon in the Winner-Take-All $10 Billion Pentagon Cloud Contract, and it Could Be
Good News for Microsoft, BUSINESS INSIDER (Feb. 19, 2019), https://www.businessinsider.com/amazon-jedi-cloud-contract-snag-
2019-2; see also Katishi Maake, Reported Revelation Pauses Legal Fight Over JEDI Procurement, WASHINGTON BUSINESS
JOURNAL (Feb. 21, 2019), https://www.bizjournals.com/washington/news/2019/02/21/reported-revelation-pauses-legal-fight-
over-jedi.html; Aaron Gregg, ‘Once an Amazonian, Always an Amazonian’: Former Pentagon Official’s Business Ties Draw
Scrutiny, WASHINGTON PoST (Dec. 18, 2018), https://www.washingtonpost.com/business/2018/12/18/once-an-amazonian-
always-an-amazonian-former-pentagon-officials-business-ties-draw-scrutiny/.

7 Aaron Gregg, GAO Axes IBM’s Bid Protest, Teeing Up a Court Battle Over Pentagon’s $10 Billion Cloud Effort, WASHINGTON
PosT (Dec. 11, 2018), https://www.washingtonpost.com/business/2018/12/12/gao-axes-ibms-bid-protest-teeing-up-court-battle-
over-pentagons-billion-cloud-effort/?utm_term=.781b4670547a; see also IBM Corporation, B-416657.5 et al. (Comp. Gen. Dec.
11, 2018) [hereinafter IBM GAO Protest]; Oracle America, Inc., B-416657 et al. (Comp. Gen. Nov. 18, 2018).

8 INSPECTOR GEN., U.S. DEP’T OF DEF., REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD
PROCUREMENT, REPORT NO. DODIG-2020-079, at 1-3 (Apr. 13, 2020), https://media.defense.gov/2020/Apr/21/2002285087/-1/-
1/1/REPORT%200N%20THE%20JOINT%20ENTERPRISE%20DEFENSE%20INFRASTRUCTURE%20(JEDI)%20CLOUD
%20PROCUREMENT%20DODIG-2020-079.PDF; see also Letter from Rep. Chris Stewart & Rep. Steve Womack to Lloyd
Austin III, Sec’y of Def., Dep’t of Def., & Sean O’Donnell, Acting Inspector Gen., Dep’t of Def. (May 19, 2021),
https://stewart.house.gov/news/documentsingle.aspx?DocumentID=806; Letter from Mike Lee, Ranking Member, Subcomm. on
Competition Policy, Antitrust, and Consumer Rights of the S. Comm. on Judiciary & Ken Buck, Ranking Member, Subcomm. on
Antitrust, Commercial, and Administrative Law of the H. Judiciary Comm. to Sean O’Donnell, Acting Inspector Gen., Dep’t of
Def. Off. of Inspector Gen. (May. 4, 2021), https://www.lee.senate.gov/public/_cache/files/0792¢85a-87d2-4¢24-9076-
bflc132d39af/letter-to-dod-0ig-05.04.21-1-.pdf; Letter from Mike Lee, Ranking Member, Subcomm. on Competition Policy,
Antitrust, and Consumer Rights of the S. Comm. on Judiciary & Ken Buck, Ranking Member, Subcomm. on Antitrust,
Commercial, and Administrative Law of the H. Judiciary Comm., to Merrick Garland, Att’y Gen., Dep’t of Justice (May 4,
2021), https://www.lee.senate.gov/public/_cache/files/4418963a-8c3d-4abb-bb2d-0318e7e22dcb/letter-to-ag-garland-

05.04.21.pdf.
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The OIG’s April 2020 review of the JEDI program focused on issues and conflicts that
arose after the program’s Request for Proposal (RFP) was issued but ultimately did not find the
JEDI program’s contracting process had been corrupted.” Many seized on the OIG’s
administrative review of the JEDI procurement process and findings as proof that the DoD, with
the exception of certain individuals, did not commit any substantive wrongdoing. However, the
OIG did not examine allegations surrounding events preceding the RFP process, including
allegations senior leadership were involved from the very beginning and pressured DoD
employees to assign the contract to Amazon without using a competitive bidding process.!® The
OIG’s review also reportedly failed to fully consider information submitted through the office’s
whistleblower hotline before publication of the JEDI report.!! These reports allege the reviewed
issues stemmed from instances that occurred well before the RFP, implying there was likely reason
to expand the DoD OIG’s scope of review, which the OIG did not do. Specifically, these reports
claim OIG did not consider seven evidentiary submissions made to the whistleblower hotline, and
failed to interview key witnesses including companies that had participated in the JEDI
competition and requested to be interviewed.

In addition, new reports stemming from Freedom of Information Act (FOIA) requests raise
additional concerns. Documents provided to your office support whistleblower allegations that
OIG leaders were more closely involved in drafting and editing the review than usual and that
political concerns heavily influenced their actions. Such behavior conflicts with well-established
OIG standards as well as the independence expected of OIGs.!'? Accordingly, it appears that the
OIG JEDI report is fundamentally flawed.

DoD OIG selectively edited quotes from Sally Donnelly’s emails, diminishing the perceived
role she played as both gatekeeper to Secretary Mattis and advocate for the JEDI program
going to Amazon.

Sally Donnelly served as Senior Advisor to the Secretary of Defense starting in January
2017 and began advocating for DoD to procure a cloud computing system.'* She originally began
working for DoD in 2007 as a Special Assistant to Admiral Mike Mullen, Chairman for the Joint
Chiefs of Staff, before joining James Mattis three years later at the United States Central

® REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT, supra note 8, at 3-5.

10 /d. at 3-4.

11 Letter from Kenneth Glueck, Exec. Vice President, Oracle Corp., to Glenn A. Fine, Acting Inspector Gen., Dep’t of Def. (Mar.
5, 2020) (on file with author); Letter from Kenneth Glueck, Exec. Vice President, Oracle Corp., to Sean O’Donnell, Acting
Inspector Gen., Dep’t of Def. (May 1, 2020) (on file with author); Letter from Kenneth Glueck, Exec. Vice President, Oracle
Corp., to Sean O’Donnell, Acting Inspector Gen., Dep’t of Def. (Oct. 13, 2020) (on file with author); Letter from Kenneth
Glueck, Exec. Vice President, Oracle Corp., to Charles E. Grassley, Chairman, S. Comm. on Fin. (Dec. 7, 2020) (on file with
author).

12U.S. GOV’T ACCOUNTABILITY OFF., GOVERNMENT AUDITING STANDARDS, GAO-21-368G (2021),
https://www.gao.gov/assets/gao-21-368g.pdf; see also COUNCIL OF THE INSPECTORS GEN. ON INTEGRITY AND EFFICIENCY,
QUALITY STANDARDS FOR FEDERAL OFFICES OF INSPECTOR GENERAL (2012),
https://www.ignet.gov/sites/default/files/files/Silver%20Book%20Revision%20-%208-20-12r.pdf.

13 Sally Donnelly, U.S. DEP’T OF DEFENSE, https://www.defense.gov/Our-Story/Biographies/Biography/Article/1420561/sally-
donnelly/ (last visited Aug. 30, 2021).
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Command.'* In 2012, Donnelly shifted to the private sector to found SBD Advisors, a firm which
bore her initials and specialized in “engagements between the technology and defense sectors.”!”
Donnelly’s experience with DoD was her selling point. Top clients, including Amazon, turned to
her firm for advice about securing new DoD cloud contracts.!® In January 2017, Donnelly sold
her majority share in the firm to Andre Pienaar, the CEO of C5 Capital, who also has close ties to
Amazon, for $1.56 million, $1.17 million of which she received while working at DoD.!” On
January 21, 2017, Donnelly was sworn in as Senior Advisor to the Secretary of Defense.!® She
stepped into the role with many years of DoD experience, significant connections to Amazon, and
extensive knowledge regarding the internal workings of DoD, ethical expectations, and politics. '’
Armed with this knowledge, it would appear she, and others, used that knowledge to shape the
development of the JEDI contract from its early stages so Amazon could more easily procure it.

The documents released in response to FOIA requests show Donnelly advocated for
Amazon from the beginning of her return to DoD. The OIG’s JEDI report refers to an April 21,
2017 email sent by a redacted DoD employee to Donnelly and a high-ranking service member to
ask if they wanted the Secretary to accept a request for a call with Jeff Bezos.?’ However, the OIG
report cut the e-mail’s final line in which Donnelly is informed that Secretary Mattis’ Chief of
Staff deferred to her for consideration.?! This directly contradicts another section in the OIG report
where the OIG also cites an interview that was conducted with Donnelly in which she denies that
she was the “decider of who gets in meetings, and who goes to meetings [with the Secretary of
Defense].”??> The email illustrates Donnelly was a gatekeeper, at least for this meeting with Bezos.

By not including this email language in the JEDI report, the DoD OIG failed to provide
full context and seemingly endorsed her claim that she was not responsible for who Secretary
Mattis met with. Additionally, the OIG report omits Donnelly’s response to the Chief of Staff’s
prompt. Her reply enthusiastically stated with regard to Bezos, “I think he is the genius of our age,

14 James Bandler, Anjali Tsui & Doris Burke, How Amazon and Silicon Valley Seduced the Pentagon, PROPUBLICA (Aug. 22,
2019), https://www.propublica.org/article/how-amazon-and-silicon-valley-seduced-the-pentagon: see also Sally B. Donnelly,
HoLLINS UNIVERSITY, https://www.hollins.edu/175th-anniversary/distinguished-graduates/sally-b-donnelly/ (last visited Aug. 25,
2021); Sara Sirota, Pentagon Audit Found Connection Between Mattis-Era Defense Department and Amazon-Linked British
Consultant, THE INTERCEPT (June 14, 2021), https://theintercept.com/2021/06/14/pentagon-defense-department-amazon-mattis/;
Sally Donnelly, POGO, https://www.pogo.org/database/pentagon-revolving-door/people/sally-donnelly/ (last visited Aug. 30,
2021).

15 Andrew Kerr, Government Ethics Watchdogs Fear Amazon’s Web Of Influence May Have Tainted Pentagon’s $10 Billion
JEDI Cloud Deal, DAILY CALLER (Aug. 8, 2018), https://dailycaller.com/2018/08/08/sally-donnelly-defense-department-jedi-
cloud-amazon/.

16 Kerr, supra note 15; see also Bandler, Tsui, & Burke, supra note 14.

17 Kerr, supra note 15; see also Sirota, supra note 14.

18 Sirota, supra note 14; see also Sally Donnelly, U.S. DEP’T OF DEFENSE, https://www.defense.gov/Our-
Story/Biographies/Biography/Article/1420561/sally-donnelly/ (last visited Aug. 25, 2021).

19 Donnelly completed her initial ethics training on Jan. 25, 2017 as well as an annual training on Jan. 19, 2018.

20 REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT, supra note 8, at 195; see also
Email from DoD Employee to Sally Donnelly, Senior Advisor & Adm., and Craig Faller, Senior Military Advisor (Apr. 21,
2017) (on file with author).

2! Email from DoD Employee to Sally Donnelly, Senior Advisor & Adm., and Craig Faller, Senior Military Advisor (Apr. 21,
2017) (on file with author).

22 REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT, supra note 8, at 177.
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so why not.”?* When viewing the email in its entirety, it is clear Donnelly not only approved of
the call but strongly indicated her support for the meeting and for Bezos as an individual.
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*Note: Highlighted sections indicate portions of text that were not included in DoD OIG’s JEDI review quotations.

Instead of fully quoting this correspondence, the OIG report places emphasis on an
unsolicited email Donnelly sent two days later to Admiral Craig Faller providing reasons why
Secretary Mattis should meet with Bezos.?* Unfortunately, the OIG also heavily edited this email
in a way that changes its plain meaning, effectively softening Donnelly’s overt advocacy for
Amazon. At numerous points in the FOIA document, Donnelly praises both Bezos and Amazon
for having “deep knowledge of predictive analytics and technology,” “innovation,” and “influence
beyond the business world.”?* She also cites to the CIA’s decision to use Amazon and its apparent
satisfaction with Amazon’s services (the CIA, as well as most of the information security industry,

has since changed its cloud computing program from the single provider model - solely Amazon -

23 Email from Sally Donnelly, Senior Advisor to DoD Employee & Adm., to Craig Faller, Senior Military Advisor (Apr. 21,
2017) (on file with author).
24 Email from Sally Donnelly, Senior Advisor, to Adm. Craig Faller, Senior Military Advisor (Apr. 23, 2017) (on file with

author).
25 Email from Sally Donnelly, Senior Advisor, to DoD Employee & Adm. Craig Faller, Senior Military Advisor (Apr. 23, 2017)
(on file with author).
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to one with multiple providers to enhance usability, security, and reliability).2?® Evidence of
Donnelly’s advocacy and blatant preferential treatment, as displayed in these emails, are nowhere
to be found in the OIG’s report.
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*Note: Highlighted sections indicate portions of text that were not included in DoD OIG’s JEDI review quotations.

The DoD OIG downplayed Donnelly’s involvement in the Secretary of Defense’s “sales
pitch” meeting with Bezos and the broader implications on the formation of the JEDI
program and contract.

According to emails released in response to a FOIA request, Donnelly edited and approved
documents in preparation for the Secretary’s August 2017 meeting with Bezos. On July 12, 2017,
a redacted DoD employee emailed Donnelly stating an attached draft of the Amazon agenda,
“reflect[ed] the edits that [Donnelly] made earlier [that day].”?” The redacted DoD employee

26 Email from Sally Donnelly, Senior Advisor, to DoD Employee & Adm. Craig Faller, Senior Military Advisor (Apr. 23, 2017)
(on file with author); see also Ron Miller, The CIA Wants to Upgrade its Cloud Tech Without DoD’s JEDI Drama, TECH
CRUNCH (Feb. 7, 2020), https://techcrunch.com/2020/02/07/the-cia-wants-to-upgrade-its-cloud-tech-without-dods-jedi-
drama/?guccounter=1. The article states:

The procurement process would be in two phases. In the first phase, they would pursue multiple vendors to

provide ‘foundational cloud services.” In Phase 2, the department would layer on platform and software

services on top of that Phase 1 foundation . . . Cloud technology has certainly evolved in the seven years

since the CIA last did this exercise, and it makes sense that it would want to update a system this old, which

is really ancient history in technology terms. The CIA likely sees the same cloud value proposition as the

private sector around flexibility, agility and resource elasticity, and wants the intelligence community to reap

the same benefits of that approach. Certainly, it will help store, process and understand an ever-increasing

amount of data, and put machine learning to bear on it as well.
27 Email from Redacted DoD Employee to Sally Donnelly, Senior Advisor (July 12, 2017) (on file with author); see also Miller,
supra note 26.
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further asked Donnelly to approve the draft before transmission. The attached draft outlined what
equates to Amazon cloud sales points for the future JEDI project.?® It included lines explaining
how Amazon could move DoD to a “more modern IT environment,” how the CIA and NSA were
already using Amazon cloud services, and how DoD Al programs would eventually become part
of the JEDI program. Donnelly approved the draft that evening.
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On August 7, 2017, three days before the meeting with Bezos, Donnelly approved the
tentative Amazon meeting minutes. They included an introduction by the Chief of Amazon Web
Services (AWS) Sales and former Donnelly client, Teresa Carlson, as well as a block of time set
aside for an AWS cloud overview by an AWS salesperson.?’

BId.
29 Email from Redacted DoD Employee to Sally Donnelly, Senior Advisor (Aug. 7, 2017) (on file with author).
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Minutes after the August 10 meeting between the Secretary of Defense and Bezos,
Donnelly received an email from a redacted DoD employee who was with the Secretary at the
meeting. The email read:

Just leaving Amazon. The one on one seemed to go very well. The
large group seemed to morph into an AWS sales pitch. Boss was
nice and gracious but / didn’t get a good vibe out of it. Will share
more later.*°

Approximately 30 minutes later Donnelly received another email stating, “Boss did say
that he was ‘99.9% there’ in terms of going to cloud ... Bezos ended up staying for the duration
of the entire visit which was not part of the original plan.”*! Donnelly then replied, “Excellent.”>?

Two days after the meeting, a redacted DoD employee emailed Deputy Secretary of
Defense Patrick Shanahan and Under Secretary of Defense for Acquisition and Sustainment Ellen
Lord to inform them the Secretary of Defense “now believe[d] in Cloud tech and want[ed] to move
the DoD to it.”** The employee then added, “we have the baton on pulling a plan together for
him.”** The employee also explained, “The CIA has already blazed a trail moving to C2S (i.e.,
TS/SCI Amazon Web Services Cloud).”* Donnelly was forwarded this email and informed, “SA.

30 Email from Redacted DoD Employee to Sally Donnelly, Senior Advisor (Aug. 10, 2017) (on file with author) (emphasis
added).

31 Email from Redacted DoD Employee to Sally Donnelly, Senior Advisor (Aug. 10, 2017) (on file with author).

32 Email from Sally Donnelly, Senior Advisor to Redacted DoD Employee (Aug. 10, 2017) (on file with author).

33 Email from Redacted DoD Employee to Patrick Shanahan, Deputy Sec’y of Def., & Ellen Lord, Under Sec’y of Def. for
Acquisition and Sustainment (Aug. 12, 2017) (on file with author); see also Billy Mitchell, Pentagon Sets ‘Aggressive’ Path to
Cloud with New Steering Group, FEDSCOOP (Sept. 22, 2017), https://www.fedscoop.com/pentagon-sets-aggressive-path-cloud-
new-steering-group/. See generally Ellen M. Lord, U.S. DEP’T OF DEF., https://www.defense.gov/Our-
Story/Biographies/Biography/Article/1281505/ellen-m-lord/ (last visited Aug. 30, 2021).

34 Email from Redacted DoD Employee to Patrick Shanahan, Deputy Sec’y of Def., & Ellen Lord, Under Sec’y of Def. for
Acquisition and Sustainment (Aug. 12, 2017) (on file with author).

B Id.
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NODIS please.”*® Translation: “Situational awareness. No distribution please.” On September
13,2017, after just a month of reviewing the strengths and weaknesses of the CIA’s cloud program,
Shanahan published the “tailored acquisition” memo outlining DoD’s plans for cloud adoption. It
is important to note that shortly after these meetings, the CIA left its C2S platform in favor of a
multivendor program known as C2E.%’

Unfortunately, the OIG’s JEDI report fails to include any of these examples as evidence
which, if cited, would have contradicted Donnelly’s claims that she had limited involvement with
the JEDI program. Further, it misleadingly describes the Secretary of Defense’s California trip in
August as “meetings with leaders from Amazon, the Defense Innovation Unit (Experimental),
Google, and Apple Inc., to discuss how the Pentagon can improve in recruiting and retaining
young talent.”*® The emails in question clearly show these topics were not the focus of the meeting
with Bezos and were instead listed under the category “time permitting.”* Further, the Secretary
of Defense told the OIG that Donnelly “knew of his interest and concerns about cloud technology
and suggested that he travel to the west coast to meet with the CEOs of the companies he had been
reading about, and learn more about their available technologies.”*® He also told the OIG that, “at
his request, [Donnelly] and other staff members organized an August 2017 trip to Seattle,
Washington and Silicon Valley in California, to meet with executives from Amazon, Microsoft,
Google, and Apple.”*!

It is unclear whether Microsoft, Google, and Apple were provided a similar opportunity to
give sales pitches to the Secretary of Defense. It is also unclear if any high-ranking DoD officials
helped craft talking points/minutes for the other companies. However, we know from the FOIA
documents that Donnelly did strongly advocate for Amazon to the point that some DoD employees
expressed concerns regarding the Amazon “sales pitch.”*? With the limited information that we
have, we are led to believe the Secretary of Defense’s meeting with Bezos was unique compared
to the others that occurred during the August 2017 trip.

Ultimately, the OIG’s JEDI report asserts that Donnelly “did not give preferential treatment
to Amazon officials.”* This finding draws doubt because the FOIA documents strongly indicate
otherwise. The documents show that Donnelly acted as a gatekeeper for the Secretary of Defense
on this issue; passionately advocated for the Secretary’s meeting with Bezos; was the final check
on meeting documents pertaining to what would be discussed, by who, when; and expressed

36 Email from Tony DeMartino, Deputy Chief of Staff to Sec’y of Def., to Sally Donnelly, Senior Advisor (Aug. 12, 2017) (on
file with author).

3’Memorandum from Patrick Shanahan, Deputy Sec’y of Def. on Accelerating Cloud Adoption to Dep’t of Def. (Sept. 13, 2017)
(on file with author); see also Miller, supra note 26.

38 REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT, supra note 8, at 171 (emphasis
added).

¥d.

40 1d. at 178 (emphasis added).

41 Id. at 178 (emphasis added).

42 Email from Redacted DoD Employee to Sally Donnelly, Senior Advisor (Aug. 10, 2017) (on file with author).

43 REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT, supra note 8, at 201.
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satisfaction after being told that, despite the meeting devolving into an Amazon cloud sales pitch,
the Secretary was on the verge of initiating a DoD wide cloud computing program.

The DoD OIG materially misrepresented an official DoD Standards of Conduct Office
Ethical opinion that raised concerns about favoritism toward Amazon in the design of the
JEDI program.

After the Secretary’s first meeting with Bezos and in preparation for a second, DoD sought
an ethical opinion from its Standards of Conduct Office (SOCO).** The quoted portion of SOCO’s
response included in the OIG report leads the reader to believe it is acceptable, if not customary,
for the Secretary of Defense to meet with CEOs from large tech companies like Amazon as long
as the process is fair and transparent and all competitors are afforded the same opportunity.

However, documents released as a result of a FOIA request show that a large section was
omitted from the middle of the SOCO opinion without any editorial indication. That section says
DoD officials may meet with industry officials “as long as they do not give preferential
treatment.”* The omitted section also states that when determining whether there has been
preferential treatment, there are “[s]everal factors [that] should be taken into account, including
the fopic(s) to be discussed . . . and any other factors that might give rise to the appearance of
impropriety.”*® As previously noted, Donnelly approved the minutes for the meeting with Bezos
which was later called an AWS cloud sales pitch. If Donnelly arranged that meeting so that
Amazon could provide the Secretary of Defense a sales pitch on their cloud computing services,
such a meeting would likely run afoul of the test that DoD’s SOCO describes, especially when
taking into account the resulting RFP that followed which was described by industry insiders as
being designed for Amazon.*” Without access to the additional documents that DoD and DoD
OIG have thus far failed to provide you, we cannot confirm whether or not other companies that
bid on the JEDI program received similar time and access with the Secretary of Defense. Nor can
we determine without this information whether or not DoD employees likewise advocated on
behalf of those companies. None of the issues or concerns in this paragraph were discussed at any
length by the OIG’s report let alone how they would almost certainly lead people to believe the
JEDI program was designed and built for Amazon.*3

4 1d. at 183-84.

4 Email from Ruth Vetter, Dir. of Standards of Conduct Off., to Kevin Sweeney, Chief of Staff to the Sec’y (Oct. 18, 2017) (on
file with author).

46 Id. (emphasis added).

47 May Jeong, “Everybody Immediately Knew That It Was For Amazon”: Has Bezos Become More Powerful In D.C. Than
Trump?, VANITY FAIR (Aug. 13, 2018), https://www.vanityfair.com/news/2018/08/has-bezos-become-more-powerful-in-de-than-
trump; see also Patrick Tucker, Google is Pursuing the Pentagon’s Giant Cloud Contract Quietly, Fearing An Employee Revolt,
DEFENSE ONE (Apr. 12, 2018), https://www.defenseone.com/technology/2018/04/google-pursuing-pentagons-giant-cloud-
contract-quietly-fearing-employee-revolt/147407/; Rosalie Chan, Google Drops Out of Contention for a $10 Billion Defense
Contract Because It Could Conflict With Its Corporate Values, BUSINESS INSIDER (Oct. 8,2018),
https://www.businessinsider.com/google-drops-out-of-10-billion-jedi-contract-bid-2018-10.

48 See generally Frank Konkel, Much of the NSA’s Most Prized Intelligence Data May be Moving to the Cloud., NEXTGOV (Aug.
10, 2021), https://www.nextgov.com/it-modernization/2021/08/nsa-awards-secret-10-billion-contract-amazon/184390/; Microsoft
Says NSA Needs to Undo Its $10B Cloud Computing Contract with Amazon, HOMELAND SECURITY TODAY (Aug. 17, 2021),
https://www.hstoday.us/subject-matter-areas/information-technology/microsoft-says-nsa-needs-to-undo-its-10b-cloud-
computing-contract-with-amazon/.
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*Note: Highlighted sections indicate portions of text that were not included in DoD OIG JEDI review and was not noted as being
removed.

Compliance with Congressional Requests for Information

Critically, despite multiple requests for information you made to DoD and the DoD OIG
over the years about the JEDI program, neither agency ever produced the information discussed in
this memo to you. Instead, your staff compiled this information from documents that were
provided to us from individuals and organization that made outside FOIA requests. This continues
the trend of federal agencies ignoring congressional inquiries. As you know, some agencies have
refused to respond to members unless they are committee chairmen. Agencies instead push
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members to make their congressional inquiries via FOIA.*® This came up most recently during
the Trump administration when DOJ OLC published an opinion that claimed only congressional
committees and committee chairman are “constitutionally authorized” requestors.> You pushed
back at that time and were able to get commitments that the administration would continue to
respond to Congressional inquiries irrespective of Chair status.

Conclusion

The JEDI program may have come to an end, but much is still required to fully understand
and remedy the unethical conduct stemming from the actions of some DoD employees and a faulty
OIG investigation. Evidence compiled from the FOIA request suggests the OIG’s JEDI report was
at best highly mismanaged and at worst purposefully manipulated, or “rounded.”' The report
neglected to include Donnelly’s gatekeeping role, misrepresented her efforts to advocate for
Amazon, downplayed her role in the “sales pitch” meeting with Bezos, and omitted key portions

4 U.S. Consr. art. I (authorizing that all legislative powers shall reside with a bicameral Congress); see also McGrain v.
Daugherty, 273 U.S. 135, 177, 181-82 (1927) (stating “We are of [the] opinion that the power of inquiry—with process to
enforce it—is an essential and appropriate auxiliary to the legislative function.”); Eastland v. United States Servicemen’s Fund,
421 U.S. 491, 509 (1975) (expanding on its holding in McGrain, the Court declared, “To be a valid legislative inquiry there need
be no predictable end result.””); Watkins v. United States, 354 U.S. 178 (1957) (The “power of Congress to conduct investigations
is inherent in the legislative process. That power is broad. It encompasses inquiries concerning the administration of existing
laws as well as proposed or possibly needed laws.”) (emphasis added); 5 U.S.C. § 522 (d) (1966) (showing explicitly that
Congress did not alter its historic authority to conduct oversight: “[The Freedom of Information Act (FOIA)] is not authority to
withhold information from Congress.”); Murphy v. Dep’t of Army, 613 F.2d 1151 (D.C. Cir. 1979). In Murphy, the D.E. Circuit
stated:

Similarly, we find no basis in the statute or in public policy for distinguishing for FOIA purposes between a

congressional committee and a single Member acting in an official capacity. The Senate and the House are

so organized that certain legislative and quasi-legislative activities may be accomplished only through

committee action. In other respects, however, the legislature acts through its individual Members. All

Members have a constitutionally recognized status entitling them to share in general congressional powers

and responsibilities, many of them requiring access to executive information. It would be an inappropriate

intrusion into the legislative sphere for the courts to decide without congressional direction that, for example,

only the chairman of a committee shall be regarded as the official voice of the Congress for purposes of

receiving such information, as distinguished from its ranking minority member, other committee members, or

other members of the Congress. Each of them participates in the law-making process; each has a voice and a

vote in that process; and each is entitled to request such information from the executive agencies as will

enable him to carry out the responsibilities of a legislator.
1d. But see FOIA Update: OPI Guidance: Congressional Access Under FOIA, Vol. V, No. 1 (Jan. 1, 1984) (stating that, despite
Murphy the DOJ, and by extension, the rest of the Federal government, only needs to provide information when it is requested by
committee Chairmen). This opinion appears to stand alone in such a line of reasoning, and in fact seems to contradict federal
statutes, regulations, appellate court opinions, Supreme Court opinions, and the U.S. Constitution. Agencies, however, continue
to rely on this flawed reasoning to neglect and delay Congressional inquiries which are necessary to effectively conduct oversight
of the federal government, find solutions, and ultimately legislate. Further, countless nominees have sat before the various
Senate committees and sworn under oath to quickly provide requested information to all members as well as substantive and
thorough responses. Despite the oaths they take and the overwhelming legal requirements outlined above, appointees and the
agencies they represent consistently utilize tactics of evasion, obfuscation, and ambiguity in an effort to obstruct lawful
congressional oversight.
30 Senator Charles E. Grassley, News Release, Grassley Calls On President To Rescind OLC Opinion Shielding Bureaucrats
From Scrutiny (June 9, 2017) https://www.grassley.senate.gov/news/news-releases/grassley-calls-president-rescind-olc-opinion-
shielding-bureaucrats-scrutiny (calling on President Trump to answer all Congressional inquiries regardless of seniority or party
stating, “I know from experience that a partisan response to oversight only discourages bipartisanship, decreases transparency,
and diminishes the crucial role of the American people’s elected representatives”).
3! Judiciary Oversight and Investigations staff was advised by former DoD OIG employees that from time-to-time sensitive
reports undergo a process known as “rounding.” This process is used by high level staff members in the OIG to smooth out
sensitive reports and avoid controversy. It is unclear if this is a formal or informal process, regardless it is reportedly a well-
known within DoD OIG and possibly other OIGs as well.
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of a SOCO opinion. In direct contradiction to the report, the documents that your staff has
uncovered show that Donnelly utilized her years of DoD experience and a professional history of
lobbying for defense contractors to not only encourage the successful creation of a DoD cloud
computing program, but helped engineer the creation of the JEDI program in such a way that
Amazon was all but sure to be the winner.

These omissions in the OIG report fundamentally reshape the understanding of the
potential ethical violations that may have been committed by Donnelly and the other DoD
employees named in the report. It is also unclear at this time if other omissions were made in the
report or what effect they have on a full understanding of the facts. Whether these omissions by
the OIG were deliberate or the result of simple oversight is unclear but Congress deserves answers
on that point. Regardless of the intentions, they demonstrate the need for additional oversight.
CIGIE must conduct a thorough review to evaluate the flaws in the investigative process and the
inaccuracies in the JEDI report. Further, the OIG should be compelled to explain how these
inaccuracies were included in their report.

In the same memo DoD announced the end of the JEDI program, it announced the
beginning of a new DoD-wide cloud computing initiative known as JWCC which will likely
require similar oversight. All of the information surrounding the improprieties of the JEDI
program must be made public to ensure the mistakes made in JEDI do not follow the new JWCC
program.

Finally, in response to the aforementioned concerns with respect to the JEDI report, your
staff believes that further review is necessary and recommends that you send a letter to DOD OIG
requesting that they answer questions relating to the failings of the JEDI report and provide
outstanding records. We also recommend that you send a letter to CIGIE asking them to appoint
an impartial third-party OIG to review the failings that transpired during the DoD OIG JEDI
review. As you’ve said many times in the past, sunlight is the best disinfectant.
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January 7, 2022

VIA ELECTRONIC TRANSMISSION

The Honorable Sean O’Donnell
Acting Inspector General
Department of Defense

4800 Mark Center Dr.
Alexandria, VA 22305

Dear Inspector General O’Donnell:

I read your September 15, 2021 response to my August 31, 2021 letter regarding my
continued oversight of the Department of Defense (DoD) Office of Inspector General’s (DoD OIG)
Joint Enterprise Defense Infrastructure (JEDI) report.! Unfortunately, I continue to receive
information from whistleblowers that suggests DoD OIG’s investigative process and the resulting
JEDI report is materially deficient. Further, despite repeated calls between DoD OIG and multiple
congressional offices, DoD OIG’s continued failure to adequately respond to inquiries demands
additional scrutiny.

In your September 15 letter, you stated that “the information™ I used to draft my August 31
letter “lack[ed] important context”™—an interesting assertion, given the trove of requested
information and “context” your office and the DoD refuse to provide. Your position is untenable
in light of the overwhelming evidence that clearly shows your office cut corners and
misrepresented the full context of government records in your possession—records that your office
failed to produce to Congress but were ultimately acquired by Freedom of Information Act (FOIA)

! Letter from Charles E. Grassley, Ranking Member, S. Comm. on Judiciary, to Sean O’Donnell, Acting Inspector Gen., Dep’t of
Def. (Aug. 31, 2021), https://www.grassley.senate.gov/imo/media/doc/grassley to_defense dept.officeofinspectorgeneral
jedireportfaults.pdf; Letter from Sean O’Donnell, Acting Inspector Gen., Dep’t of Def. to Charles E. Grassley, Ranking Member,
S. Comm. on Judiciary (Sept. 15, 2021),
https://www.grassley.senate.gov/imo/media/doc/defense_dept.inspectorgeneraltograssleyjedi.pdf; see also INSPECTOR GEN., U.S.
DEP’T OF DEF., DODIG-2020-079, REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT
(2020), https://media.defense.gov/2020/Apr/21/2002285087/-1/-
1/1/REPORT%200N%20THE%20JOINT%20ENTERPRISE%20DEFENSE%20INFRASTRUCTURE%20(JEDI)%20CLOUD
%20PROCUREMENT%20DODIG-2020-079.PDF [hereinafter JEDI Report].
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requesters. For more than two years, I have made repeated requests for information from DoD
and the DoD OIG and both offices failed to provide full and complete responses. The only new
and relevant documents that I received since the publication of the JEDI report were acquired by
third party requesters of FOIA documents.? I have attached copies of the recent FOIA documents
that I have received during this investigation to this letter to show DoD and DoD OIG what
governmental transparency looks like.?

Simply put, it is unacceptable and nonsensical that in response to my August 31 letter, DoD
OIG replied to my requests by highlighting portions of documents to support the JEDI report while
also refusing to provide those very same documents in full.* This pattern of repeated obfuscation
by DoD OIG shows disdain and disregard for congressional oversight. Moreover, DoD OIG’s
dismissive attitude toward well-documented concerns that individuals involved in the drafting and
finalization of the JEDI report were responsible for omissions and material misrepresentations of
key evidence does nothing to resolve the unanswered questions I’ve posed to you. In fact, it creates
more questions.

For example, in anticipation of a September 20, 2021, phone call between your staff and
several congressional offices to discuss your September 15, 2021, letter, two documents were
requested from your Office:

1. An ethics email mentioned on page 173 of the Report where the phrase “no ethics
objection” is quoted; and

2. A sales contract for SBD Advisors, a firm retained by Amazon Web Services
(AWS), and owned by Sally Donnelly, the former Special Assistant to then-
Secretary of Defense, James Mattis to unknown individual(s).’

These documents, though received by my office, were fully redacted and lacked any
notation justifying the redactions. Fortunately, a whistleblower delivered an un-redacted version
of the ethics email to my office, a copy of which is also attached to this letter.® Additionally,

2 Longstanding precedent and Congress’s constitutional powers support Ranking Members’ authority to request and receive
information from Inspectors General. See Letter from Roger Wicker, Ranking Member, S. Comm. on Com., Sci., & Transp.,
Charles E. Grassley, Ranking Member, S. Comm. on Judiciary, Tim Scott, Ranking Member, S. Comm. Aging et al., to Merrick
Garland, Att’y Gen., Dep’t of Just. (Sept. 24, 2021), https://www.commerce.senate.gov/services/files/CB506190-F57A-4026-
A799-616F00475DEQ.

3 Attachment A (All received FOIA Documents not otherwise cited).

4 Letter from Sean O’Donnell, Acting Inspector Gen., Dep’t of Def. to Charles E. Grassley, Ranking Member, S. Comm. on
Judiciary (Sept. 15, 2021), https://www.grassley.senate.gov/imo/media/doc/defense_dept.inspectorgeneraltograssleyjedi.pdf.

5 Attachments B & C (Redacted documents from DoD OIG).

¢ The e-mail to SOCO requesting a “scrub” of attendees included titles and organizations for the New York City meeting but not
for the U.K. meeting. Further, the body of the e-mail stated that “he has personal relationship with most — if not all — of the
attendees of the ... dinner in the UK.” For this reason, SOCO was clearly unable to search for conflicts of interest for that list of
people because they did not know who those individuals worked for. See Attachment D (Unredacted SOCO Opinion).
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during this call, and contrary to standard practice when briefing congressional staff, your staff
refused to identify some key members of the JEDI report team who conducted the briefing. I
request a written explanation for withholding the names of these federal employees who were
integral enough to brief Congress on the quality and veracity of the JEDI report, but somehow
barred from being identified.

Further, the JEDI report characterized the DoD’s Standards of Conduct Office (SOCO)
ethics email as finding neither a conflict of interest nor an objection to the meeting between former
Secretary Mattis and high-level Amazon officials, among others.” However, the email shows that
SOCO never performed a conflict of interest analysis regarding who would be at that meeting, but
instead simply evaluated the meeting on the narrow grounds of whether DoD’s restrictions on meal
gifts were triggered. Accordingly, the JEDI report attributed a much broader conflict of interest
assessment to SOCO than was actually performed.®

Separately, after receiving your September 15, 2021 letter I returned to the second SOCO
ethics opinion, which I discussed in my August letter to you.” In the JEDI report, an entire
paragraph from that opinion, which details the “factors [that] should be taken into account” when
evaluating potential conflicts for a meeting between Secretary Mattis and Jeff Bezos, is omitted
from the JEDI report.!°

TEar by in frw cnpapconsnd wih sdbrdoy o b i, oven, sl rasspoecs
el afficials ean penerally nace? re-on-pne with memben of =ty s
lomag i iy B0 e o peedoratal Evatnaer i wotier el Of
wrlemlyy, Seocial Leckars sbeonb] be tadon o socousl pichading the
iy b e dpaguaad wherther e ofEaal o wallag s ol dach
meetmnis with sl sier Lty sitnsied sntmies, sy pemding naamers
wrvokvag the oonrso | precisemest, Clisrs, sadrm, oig b snd sy
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7 Letter from Sean O’Donnell, Acting Inspector Gen., Dep’t of Def. to Charles E. Grassley, Ranking Member, S. Comm. on
Judiciary (Sept. 15, 2021), https://www.grassley.senate.gov/imo/media/doc/defense_dept.inspectorgeneraltograssleyjedi.pdf.

8 JEDI Report, supra note 1, at 184, https://media.defense.gov/2020/Apr/21/2002285087/-1/-
1/1/REPORT%200N%20THE%20JOINT%20ENTERPRISE%20DEFENSE%20INFRASTRUCTURE%20(JEDI)%20CLOUD
%20PROCUREMENT%20DODIG-2020-079.PDF; see also Letter from Charles E. Grassley, Ranking Member, S. Comm. on
Judiciary, to Sean O’Donnell, Acting Inspector Gen., Dep’t of Def. (Aug. 31, 2021),
https://www.grassley.senate.gov/imo/media/doc/grassley_to_defense_dept.officeofinspectorgeneral jedireportfaults.pdf.

9 Letter from Charles E. Grassley, Ranking Member, S. Comm. on Judiciary, to Sean O’Donnell, Acting Inspector Gen., Dep’t of
Def. (Aug. 31, 2021), https://www.grassley.senate.gov/imo/media/doc/grassley _to_defense dept.officeofinspectorgeneral
jedireportfaults.pdf; Letter from Sean O’Donnell, Acting Inspector Gen., Dep’t of Def. to Charles E. Grassley, Ranking Member,
S. Comm. on Judiciary (Sept. 15, 2021),
https://www.grassley.senate.gov/imo/media/doc/defense_dept.inspectorgeneraltograssleyjedi.pdf.

10 Email from Ruth Vetter, Dir. Of Standards of Conduct Off., to Kevin Sweeny, Chief of Staff to the Sec’y (Oct. 18, 2017)
(emphasis added) (on file with author); see also Letter from Charles E. Grassley, Ranking Member, S. Comm. on Judiciary, to
Sean O’Donnell, Acting Inspector Gen., Dep’t of Def., at 10 (Aug. 31, 2021),
https://www.grassley.senate.gov/imo/media/doc/grassley_to_defense dept.officeofinspectorgeneral jedireportfaults.pdf.
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These factors are important because they highlight what circumstances or activities create a
conflict of interest, or at the very least, conduct that would “rise to an appearance of impropriety.”!!
When applied to Donnelly’s conduct, which DoD OIG had evidence of at the time of the JEDI
report, it is clear that her conduct satisfies several of these factors. Despite this, DoD OIG failed
to note for the reader that any edit had been made to the substance of the opinion. Even with an
entire paragraph missing, you continue to assert that the omission of this information was
inconsequential and would have somehow made the final JEDI report “duplicative, unwieldy™ or
“not a work of independent oversight.”!?

As such, it appears that at least two times in the same report, DoD OIG materially
misrepresented SOCO opinions to support the report’s conclusions. This is unacceptable by any
metric. [ request an explanation of these decisions, who made them, and the rationale for omitting
the content, because any reader of the JEDI report would clearly obtain a false impression of the
full SOCO opinions as written.

Other documents obtained via third-party FOIA requests raise new questions regarding the
integrity of the DoD OIG’s investigative process and resulting JEDI report. Specifically, newly
obtained email communications from Sally Donnelly, a conflicted former AWS lobbyist turned
senior advisor to the former Secretary of Defense, show that while employed at DoD she and a
current AWS sales representative discussed “landmines [to] avoid” during an upcoming “sales
pitch” with the Secretary of Defense, as well as communications between Donnelly and other DoD
employees where employees state how “[Donnelly] is already working” to “crush bureaucratic
impediments” to the JEDI contract.'> The DoD OIG’s report failed to mention these emails, which
illustrate that conflicts infected the JEDI procurement process and Donnelly should have been
recused from all JEDI matters in light of her previous work for AWS.

1.

12 Letter from Sean O’Donnell, Acting Inspector Gen., Dep’t of Def. to Charles E. Grassley, Ranking Member, S. Comm. on
Judiciary (Sept. 15, 2021), https://www.grassley.senate.gov/imo/media/doc/defense_dept.inspectorgeneraltograssleyjedi.pdf.

13 Attachment E; E-mail from Redacted DoD Employee to Sally Donnelly, Senior Advisor, Dep’t of Def. (Aug. 10, 2017) (“Just
leaving Amazon. The one on one seemed to go very well. The large group seemed to morph into an AWS sales pitch. Boss was
nice and gracious but / didn 't get a good vibe out of it. Will share more later.”) (emphasis added) (on file with author).
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Fram: faj Shah [m.li-'ln_]

Lent: Friday, Agust 25, 2007 1:307 PR

To: Mikoday, Justin 5ES 50

€z Bonnelly, Salky SE5 50

Subject; iFwd: Cloud Comguiteng (UMCLASSIFIED]

Justin, Sally.
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soltware efloris. |1 15 crucial that the sd memo crsh the buoreancrahic impechmenis. As mosi
thamgs, this s not a teclmology problem
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Amcn. This is a great note from Envique. Sally is afready working angles with this note providing but

tarpoting data (who to crgsh) and ammunition [reason (o orust

I have also requested copies of underlying documents regarding Donnelly’s sale of SBD
Advisors to still-unknown individual(s) and have only received heavily redacted documents.'* As
you are aware, Donnelly worked at DoD under General Mattis before he became Secretary. She
left DoD, founded SBD Advisors, and took on AWS as a client. Prior to returning to DoD a second
time, Donnelly sold her SBD shares to unknown individuals. Donnelly then received payments
from that sale while she worked at DoD and assisted the AWS procurement process. The un-
redacted versions of these documents are relevant as they may show who bought SBD advisors
from Donnelly and could illustrate additional conflicts of interest concerns.!?

During the call with my staff on September 20, 2021, DoD OIG leadership conveyed that
they were proud of the report and that no one who had participated in it had raised concerns with
the process or final product. They also reiterated that they had never heard of “rounding,” a term
used by whistleblowers to denote the watering down of reports for political convenience or other
purposes. These positions do not match statements made to my office by multiple whistleblowers
or information found in government records provided to my office. For this reason, I am requesting
a list of the individuals (full or part-time) who have, for any reason, departed the DoD OIG during
the period of January 1, 2019, to the date of this letter. When preparing this information, please
provide the following: full name; the person’s respective office (e.g., Audit, DCIS, OCO,
Evaluations, etc.); the person’s last position held and relevant title; and if the individual continues
to be employed by the Executive Branch, please identify that agency.

14 Attachment C (Redacted documents from DoD OIG).
15 SBD Advisors appears to no longer be in business and therefore any release of sale documents could not impact any current
business operations.
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The questions regarding both this report and the JEDI program should be resolved before
DoD’s Joint Warfighter Cloud Capability (JWCC) program is awarded. For this reason, I also
encourage your office and the DoD to meet with me and my staff to address the continuing
concerns with JEDI. Should you have any questions please reach out to Daniel Boatright or
Quinton Brady of my Judiciary staff at (202) 224-5225. Thank you for your time and consideration
regarding this important matter.

Sincerely,

oty

Charles Grassley
Ranking Member
Senate Committee on the Judiciary

cc:
The Honorable Lloyd Austin
Secretary

Department of Defense

Allison C. Lerner
Chairwoman
Council of the Inspectors General on Integrity and Efficiency



Attachment - A



From: Macuss, Joshua J CIV 05D 05D {US)
To: Dosnedy, Sl SES SD

o LIV 50

Subject me for 3T Beos (UNCLASSIFIED)
Dk Friciay, Juky 7, 2007 11:12:00 PM

Sally,

[1 was, as ddways, b preal pleasure spreaking with vou carlies today. 1 bnow the Seceetary’s visil will go along way
toweard advancing Use couse.

With respect W Jeff Beros' appointment 1o 1he Board, my position 18 the SF-83 i NOT required and never was and
ihaf WHS has been misiaken all along. contribuding fo mondhs of delavs. The argument is laid oul below,

[T in fisct mn SF-85 is required, | propose we mvoke the Secretarys mathority bo waive this directive as an exception
o palicy; W's not law, Since Bewos wall ol Bave o clearance, (his will not cndanger elassihcd information,

Eithver way, it would be great to resolve this yearlong smiiguity before the Seeretary mests with Bezos. pnd ideally
before | goi o Ammeon on July 190 17 nol, | proposs we mose swiltly 1o nominate Andy Jassey or someone ehse. He
haz 2 claarince and is ready o go

We will send more info we promised lager today,

ViR,

Sent from my HlsckBerry 10 smoriphone
Original Messape

from: Gatle, Michael L Civ ospopcqo s - |GG

Senk Faday, Tuky 7, 2007 12401 FM
Fo: Marcuse, Joshoa JOLY DSEOSLHLS)
Sulrject: 5F-E5 Suitability Check Fequerernent for Jefl Beros { UNCLASSIFIEL)

CLASSIFICATION: LNCLASSIFIEDR
Josh,

Beosiionm e o fromd: 1 do not believe Jell Bezo shondid be required t submit an SF-83 for 2 suiiability check

Backgroumd:

HRED cites the requirement fir o switabiliyy choeck (pnd SF-H5 submission ) for JelT Beros based on s Dald] 100 235,
Wolume 731, Augusi 24, 1012, Enclosure 3, Suitnbiliny amd Fitness Ad)judication for Civilien Employees. | believe
iy are imeormect in requaring the suitsbility check because the Dol sdentifics that the snimbility chock i required
for "covered positions, & prescribed i parl 721 of 5 C.F.R." Subpan 100 of 5C.F R 731 defines a covered position
mi "0 position in the compelitve service, a pasilion in the l::u:rpln:d service where the mcumbent can be
noncompelitively converted o the competitive service, and & canser appeiniment 1o a position in the Senjor
Excoutive Service.™ Bocause Jeifl Bezos will be appoiniod as a Board inember which is not u competitive
appoiniment @l is not eligible 0 be converied o conpetitive service pasition, his posafion doésn't meed the
definition of o covengd position and therefore he should not be required 1o perfonm a sustability determinabion,

Wie've heen awaiting & fimal determination from HED on this requirenient based on the CFR sinee Jume 9.

L



Ligrgctor of Uperaions & Adiermate Desiprmied Federal Cifice
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CLASSIFICATION: UNCLASSIFLEL




Frioem:
lo:
Suilvpec iz
Dt

FYSA

Barcyse, Joshus | HCE 050 050 (U5
— )

Fwd: Piewes Story DB el Beros. | Lipcaie)
Friday, Pebruary 23, JOL8 54342

Sent from my 1Phone

Begm forwarded message

CDR USN O5D PA (US)"

ate: Febrary 23, al 44 PM EST

To: "Marcuse. Joshua ] HQE OSD OSD (US)" _ :
Ce: "Gable, Michael L. CTV OSD ODCMO (US

CIV OSD ODCMO
SDI.

zos (Update)

Josh,

Ouick updare

Chris Davenport, Washington Post, provided me a status update on WashPo's
report that Jeff Bezos, Washington Post owner and Amazon CEQ, 15 no longer a
member of the Defense Innovation Board. WashPo expects to publish today. As
you recall, we previously provided coordinated responses to the query. Will keep
you posted

VIR,

omumander, LS, Navy
Defense Press Operations
[404) Detense Pentagon, Eoom
Washmgton, DC 20301-1400
L
3]
E:




From: Dornydy, Sty SES SO

To: Mol Jstie SES SD: Marcuse Joshus ) CIV 0S5O 05D WSk Marcyse Xehys ] OV DSD 05D (US)
I Aol 50

Subject: : “Imnovation Roundug® for Deferse ihnovabon Bodsrd Membiens

Dtz Wednewday, Ageil 26, 2007 1:T511 MM

Sally Dhemne]ly

Senww Advisor to the Secnetnry of Defense
Linclass:

Sacure:

——=L ) rEnal Moisage-—

From: Mikolxy, Jusiin SES 51

Senk Wednesdny, Aprl 26, 2007 101 "M
Tof Morewse, Joshuog JOTV OSD OSE (L S)
Marcuse, Joshun J CIV OSDOSDN (LUS) = -
Ci: Doancily, Sally SES 5D - LilCol S0

< -

Sulbvject KE; “lnnovatsn H.“'ul'll.h][‘l" for Delense Innovaten Hoard Memibers
Ihienks Josh h'.l.r-.'.'u‘hlm; :-&.:lll:- Sally, node thas =ecbon:
Hi=A S SHARES THOLUGHTS G KEEFING LARGE ORGANIZATHONS AGILE

Jeff Bezos send his enmual leder to Amaeon sharchalders this month,
explaining low' @ keep the company from slipping inio stasis or imelevance,
Hus tsoughes echo many of the DIES comments on how [nrge organizalions e
Dol shoukd be nen, nouing the imponance of embmeing extemal rends like
artificial intelligence and mnchise lcaming, nof letting the process becomnse

b end rathier than the means, rofast expermentaton, and I‘|I|:!|'|-'|.'|;'|4'll_'ll':|
decEion-making

Of particular node ks his view that mos: decisions should probably be made
wilh about 7T0% of the miormant e available, because w mileng for W e means
yuu'ne 100 dlow — & lesson e nallitary mighn want o consader. (This

mirrors pdvice Dien Codin Powell Gamnously gave that all lcaders should make
decisions with 40T of 1nfo needed )

Rieod here:
Bt Pwevsey pepiahe pist 0| A | 2] ST 2 0 el hepas - gmaaron -shareholders- 4t

lep=-ilay-2-dizaprec-amd-commit

——Ulrpminal Message--—-
From: Marcuse, Joshua ) CIV OSDOSL0 [US)

acnl Wednesday, Apnl 2o, 007 109 PM
To: Marcuse, Joshua I CTY OS50 OS50 LS) <
Subect: FW: T limovatson Hﬂ]lldup" lor Delfense Innoviison Hoard Members

Ineces ndmon Adlics,



the Defersse Inaovation Bord. 1 thought yeu might be curious to see whal
wit'ne reading boo, As always, please reach oan with suggestions, gucstions,

WIER R April pasdse mesting o Behme s and e May 19 inp ko L st
nenrly @ manth away, we hape the thind "lenovarion Roimdup” of amicle and
updates will slake your thirst for Dol information. Here ane the highlighted

iterms:

A new DIUx report about China's imvestments in US tech startups has the
Pentagon leadership concemed

- The Air Foree orders Northrop to stop working on its AQC solution [no
mentioned m the article is DIUXs role in this]

- Howr Sec. Mattis can improve civil-militry relations

= Am interesting look at how China 15 making its military keaner, more
agile, and better armed with cutling-edge lech

- Former top Peniagon oflicials in ihe previous adminisiration iestify on
Capital Hill wbout magor Dol workforce reform

= Jeff Bezos' snnual letier o shancholders details his thoughts on keeping
large organizations agile

— Six New high-level Pentagon nominees may be well-positioned 1o affect
much-needed culture change in the Department

== Palantir wins 2nd mapor fight against Dol¥s procurement system

== What major tech companies ane doing to [ill the talent gap in deep
learning

We hawve also incleded & “quick hits®™ scction with anicles on why we ane bad
al predicting the future of warfire, the Manng Corps’ multi=million

purchase of a new wechimdlogy invented by is grunts in the barracks, Sec,
Mattis' favoriie books and how they've belped him lead, a secrer Adr Foree
progrm that decides who gets promoted vears before officers are eligible,

T T P T TS T T T TP T TN T T I T T 1]

DU CHINA INYESTING [N US TECH STARTUPS, PARTICULARLY 1IN ARTIFICIAL
INTELLIGENCE

The Mew York Times has a recent iwo-par series on the extenl to which China
iz investing in or acquiring US tech starvups: that could have military
applications. An intemal Pentagon report friom DU that was led by former



Read here:

And heng:

it F

“echiogy html

Cuestum for the Board: Top what exient da you agree thal this presents a
threat o LS nteresiE? How ywould VB cpynser in’y

arpaddisisanpasnmdenddrisdnnipidnbanmeig

AR FORCE DEDERS 5TOP-WORK ORIER FOR AGC AFTER CONGRESS DECLINES TO UONTINUE
FUNDIMNG

Thie Senmte Armed Services Cormpmittes refiosed o oreguest from the Ar Foroe o
add moacy 16 the ADC 102 network, whach is aow estimated 1o cost 57435

ruk o, fislbowing the original cstimate of 3374 million, and = well behinmd
schedule. Pan of this network includes the wnker refucling process (vin
whitzboard ) that the Board ohserved on its Middbe Easi tmip last full - o
problem that D Ux essentially sabved. Adter DILx presented its solution lo
Congress (the same presentation Raj nmade (o the Board on Apail 4), & series

of evenis umfolded that witimately led 1w Congress' decision to so longer

fund the Air Force's project, contracted 1o Northrop Grumman. This amicle
makes nomention of DILK, however,

Kenad bere:

fl s ¥ i Lok} T Fri

~nistwork-hahed-boe-u-s-over-lock-of- Tunds
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HOW SEC. MATTIS CAN IMPROVE CIVIL-MILITARY RELATIONS

Lioren Schilman amd Mara Karlin — two former defense sivlians — argue thal
although curvent civil-military relations are seen as hiving ibeir lowest

pol in years, pasticolarly during and immediaely after the imast recent
presidentual election, Sac. Matis is well-positioned 1o strengthen this
dhynanike, Hut doing s requires an understanding of just how Muid and
nsanced this dyTeunc s

ApgrappdingbpeidgicidddiosaniiinaiiaeeRd

CHINA MAKING MILITARY LEANER, IMPROVING JOINT OFS CAPABILITY, FOUUSING ON
DIGITAL TECH WARFARE

China's militnry s undergoing a restructuning of its military to greate
more decentralized, sgile, and well-eguipped unils less behwlden o the
cirrent centralized decision-making and logsties structure. This
constiutes the socomd phase of President Xi Jinping's long-terem miliary
reforms, focused on the middle ranks of ihe anmed services.

Henal berg:




Question for the Board: How does 1his compane 0 our own reorganization?

L R T T
JOHN HAMEE AND MICHELE FLOURNOY™S HILL TESTIMONY ON DOD WORKFORCE REFORM

Former Leputy Secretary of Defense Johin Hamee jcument President of the
Cenier for Strategic and Intemational Shucies) and fommer Depuiy Under
Secretary of Delense Tor Policy Michele Floarmey [curreat President af the
Center for s New Amenican Security) testifiod m fhont ol Ue Flotise Armed
Services Commines abow porsonne] issues.

They focused therr remarks arourd Rgarng oul iy masy empboyvees Dol needs
mnid havw much it should spend on personnel — on evahiathon effon Dol does
mal currently di,

Read lere;

~is-workforoe | 37074

LR R L R e e e R e L

HEAOS SHARES THOUGHTS ON KEEFING LARGE ORGANEZEATIONS AGILE

Jeft Beros sent s annual lener to Amueon shargholders this moanth,

explaining how o keep the company from sBipping into stasis or imelevance.
His thisuglns echo many of the D1E's comments on how [arge organkrations like
Dol shoulkd be num, noding the imponance of embmeing extamal mands like
artificial mtelligence and machise leaming. nod letting the process become

i el rathier than the means, robuwsl experimentaiion, asd high-velciny
decishon-making

OF particular note &5 his view that mos decisions siould probably be mde
with aboul TP of the information aveilable, bocause winting for W% means
you'ne oo dow - & lesson e militery might want bo consader. (This

mmbrrors mdvice Cen Colin Powell fimously gove that all leaders should make
decisbons with 40- T of info needed )

Read here:
ter-day-2-disagree-and-comimi
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SOX NEW DOD NOMINEES IN PLACE TO BEFORM BROKEN PROCUREMENT PRACTICES AND
CIUTRATERCULTURE

Elana Broitrman, fommer Deputy Asiistant Secretary of Defionse fue
manuiaciuring and mdustreal base policy (now at Mew America ) argues iha
Presudent Trump's latest high-level Pentagon nomineds ane @ good sign for
Fixing marmy of the deep-rogted challenges the DIE hos identified. This op-ed
also mentions the DIE's overall approach and specifics our recommenditions
om embeacing cxperimentation, artificial micllipence and machine leaming,
mnid furiher investient in sew approaches (o mmovation — with observations
o each that are based on Brodtmans tiose ot the Peakagon,
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Chaestren for (he Baarc: How might you wanl fo engage with these individuals?

wEsEERESdASEdassERraRddEeRA R iR R T ER EEEE

PALANTIE WINS ZND BATTLE AGAINST DOD FROCUREMENT SYSTEM

Oin the heels of Palantic's recent court victory ovier the Army's bicdding
procsss for contracts — which Malantir claimed was usfir o companics
offering commercinlly available technology — the company hos won another
fight, this iime agnnst the Mavy. Simlarly, Palanter claimed the Mavy's
requcsl Tor bids 1o design sofbware anlndely barred companbes with
commercially available technology, Rather than go bo coan. as the Anay did,
the Mavy canceled the bid request and annowmced i@ would recanmine its
mppwroach io aoquisations,

Reod lere:

il:d.—nuwrchmiﬂrﬂtl-hﬂrrtqnusl
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WHAT TECH COMPANIES ARE DHMNG TO FILL THE ARTIFICIAL INTELLIGESNCE TALENT
WACLILM

As deep learning becomes more ublguitous ecross indusiry, ihere s o mee
for talent mmong the world's largest and mast innovatve companies, Bul this
rece is different from the one over compater science talent, for which there
15 o bigper pool, s this one has more fur-reaching oplicaiions for

socicta] change than ever before. Amnd while universities will evemually
caleh up with the docp leaming revolution, the mast proamimant Intermet
companbcs aren't wiitmg sround. Iestead, they arc tiking matiers mbo thew
ovn hands,

Read ere;
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QUICK HITS

s il lusdons about our prcparalion for future warfare:

=i L '

ni=gonilicia’

The Marine Corps buvs o sctical decision-reaking kit that integrnies new
technalogios -- and was mwveed by Marines in the borracks;

=1

oo g-wis-lool-ivented -n-the-bormacks

The posasbility that the Aomy will butld 8 new scheol on urban warfare ko
trnim aobdiers in the future of ground conabat;
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Froem: [lesnmety, Sy SES S0

Tox ! ] - [
Sailvpsii: RE: FYSA: How et Beros was selected, bul never josnsid, U Deferme Bnnowatn Boand (% ashy Poe )
[hates Fricay, February 23, 7018 GIOIZFH P

AP PR
alty [omresly

Conlor Aovisor to the Seorn tary af | e

From: Marcuse, Joshua 1 HOE 05D 05D (us)] [mailto |GG |

Sent: Friday, Februany 23, 2018 5:59 PM

To: Donnelly, Sally SES 5D

Sublect: Fwd: FYSA: How leff Beros was selectad, but never joined, the Defense Innovation Board
{WWash Post)

Sally,

This seems farly mnnocuous to me. What do yvou think?
Best

Josh
Sent from my 1Phone

Begin forwarded message:

From:' CDR USN O350 PA (US)"

ate: February 23, 2018 at 5:34:34 PM EST
To: "Marcuse, Joshua J HQE OSD OSD (LIS)" =<
"Ciable, Michael L CTV OSD ODCMO (1JS)" - 3
] . = "Mooney. Thomas F SES OSD

ODRCMO (LIS
CIV (Us)"
Subject: Fwd: FYSA: How Jefl Bezos was selected, but never joined, the
Defense Innovation Board (Wash Post)

Fysa. VR, [

How Jeil Bezos was selected, but never jomned, the Defense
Innovation Board

Washmgton Post | Christian Davenport and Dan Lamothe

[he list of lnmuinanes selected for the Defense Innovation Board, an
advisory council designed to help the Defense Department become
maore technologically adept and etficient, included some of the
cotmiry's most distingnished entrepreneurs, thinkers and innovators

There was Enc E. Schmudr, the executive chammman of Alphabet, Neil
deGrasse Tyson, the celebrated astropbiysicist and Mame Levine, the
chuef operating officer of Instagram. There was also Jeffrey P. Bezos,
the billionaire founder of Amazon com and owner of The



But Bezos never offically joined the board, the Pentagon
acknowledged for the first time in response to questions from The
Post. An occasional target of President Trump's tweets, the Amazon
chief exceutive faced questions about his company's busingss ties to
the government and his need to apply for a security clearance,

"Due to the Board's travel schedule and unique approach to its work,
and the variety of security, legal, and ethical obligations of serving on
a federal advisory committee, both parties mutually agreed to have
Mr. Bezos provide individual advice 1o the Secretary of Defense,

rather than continue to pursue his formal nomination to the board,”
Pentagon spokesman Navy Cmdr. Patrick Evans said in a statement.

Bezos, though a spokesman, declined 1o comment.

Bezos was invited to join the board during the latter stages of the
Obhama administration by then-defense secretary Ashton B, Carter,
who expressed little concem about whether Bezos received a security
clearance, according to a Pentagon official, who spoke on the
condition of anonymity to discuss internal deliberations. Dezos's
participation without 2 clearance would have limited what he could
see, but Carter at the time saw the innovation board as focusing in
part on 15sues that would not necessanly require one, such as
improving the Pentagon's business processes. Carter declined
comment through a former Pentagon associate.

But when Jim Mattis became defense secretary in the Trump
administration, those selected for the board were asked (o submit
paperwork to gain a security clearance. Given Bezos' wealth,
business interests and holdings, getting a clearance would likely have
been an arduous process. Also complicating the matier were concerns
over the appearance of a conflict of interest.

Amazon Web Services (AWS) has a 5600 million cloud computing
contract for the Central Intelligence Agency.

The Pentzgon also is petting close to awarding a clowd computing
contract of its own, one that could be worth billions of dollars over
many years. Many rivals in the industry have already complained that
AWS has the inside track for that contract, though the Pentagon has
vowed to hold "a full and open competition.”

In addstion, Blue Ongn, Bezos' rocket company, has plans to
compete for national szcunty launch contracts, company officials
have said.

" Al some point, the new team asked, Do we want 1o litigate this any
longer?™ the Peniagon ofMicial seid of Bezos's stalus. "We have a
high regard for him, obviously, but they could never reach an
agreement.”

Mattis met behind closed doors in Seattle with Bezos on Aug. 10 for
two hours on a trip with madia that also included stops in Silicon
Valley at Geogle headquarters and the Pentagon's Defense
Innovation Unit Expenmental { DIUx), an efTont established under the



Obama administration 10 increase collaboration between technology
firms and the miliary.

Numerous media outlets reportad at the time thal Bezos was a
member of the innovation board, though Bezos' name is not listed on
the board's website. Meither the Pentagon nor Bezos appeared to seek
a correction; Bezos shared a photograph on Twitter of him and Mattis
together at Amazon headguarters,

"A pleasure to host #5ecDef Jim Mattus at Amazon HO in Seattle
today," Bezos twested,

The visil was notable given Trump's history with Bezos. The
president has repeatedly accused Bezos of skinting tax rules with
Amazon, and of buyving The Washington Post to provide political
cover for the online retatler. Trump has regularly referred o the
newspaper as the "#AmazonWashingtonPost." though Bezos owns
the medin company personally and Amazon has no control.

Back in 201 5. after one such attack, Bezos noted on Twitter how he
was "trashed” by Trump, and made a tongue-in-cheek offer to the
then president-elect involving his space company, Rlue Origin.
“Will still reserve him a seat on the Blue Ongin rocket

fisend Donaldiospace.” he tweeted.

Despite the back-and-forth, Trump nvited Bezos along with other

tech leaders to Trump Tower in New York 10 discuss the industry in
lite December 2016,

But six days after Mattis's August visit to Amazon. Trump took aim
al the company onee agam, accusing the Internet giant of hurting
conventional retailers,

"Amaron 15 doing greal damage to lax payving retailers,” he tweeted.
"Towns, cihies and states throughout the ULS, are being hurt - many
jobs being lost!™

Though it once did not collect sales taxes, Amazon says it now docs
for items it sells that are purchased by customers in the 45 states and
the District of Columbia that have a sales tax. ( Third-party sellers on
the site may handle collection differently). The retailer has backed
legislation that would require other retailers to do so as well.

The White House said it played no role in sclecting members for the
innovation board, and referred comments to the Pentagon.

There are currently 13 members on the board. Evans, the Pentagon
spokesman, siid all members werne asked to submit pzperwork fora
security clearance, but he declined to disclose whether other members
have clearances, citing securily reasons.

Office of the Assistant to the Secretary of Defense for Public Affairs
Media Analysis (OMNITEC Solutions, Inc.)

prion:






From: Doenaly, Saly SES SO

To: Marcuse Jeshys ] HOE OSD DSD (LS}
Subyect: e Meda Query | NE Questians | Washingbon Post {Chrs Davenpoe )
Date: Thuisday, Pebrusey 15, 2018 74058 Av

Thanks Recommend you o t'EJR- put Dana White and Charli¢ Summers on he emails
When does COR [ cxpect story to run?

=ant from my BhckBerry [ smariphane
Origiimal Message
From: Marcuse, Joshuz J HOE OSD OSD (US)
Sent Wednesday, Febmsany 14, 200H 7:29 P
To: Doanelly, Sally SES 5D
Ruhj;.':l' FW; Mechin Cuery | DIB Quicstwns "n‘r:n.hiulr_hrn Pixst { Ching Davenpart )
Sally,

Chre Davenpan fram the WaPo came back with 10 sdeditional gquestion m_..- Bgzos and the Board
My proposed drafl responses b -::-.- below. Just provacling for vour 5A 0 gaidence

| have not yet mn these by lramoas | suspect they will change

Hest

—e={hrigingl Message-——
From: Macuse, loshua J HOE O5D GOS0 (US)
Sant: Wednsesday. Febriaany 14, 2008 T:27 M

'h.-_mfmt LISN OSD PA (LIS) -
Ce: Gable, Muchael L CIY OSDODOSO (US) = s
Subject RE: Media Query | TR Cracstions | Waskimgion Post (Chins Denesport)

Here 15 what we recommend we say,

Best
Josh

1. Do all members on the Defense Innovation Beard have s seemity cloarnce? Al what level? Are any on the
baanl with some level of provisional cleamnes”

Al Each sominee wis asked to subamil p.-llhn".-.-nrlu: st m wl:.lril:.r clearsmse. Secun Iy clErances are granicd on a
neeid-to-know Basia, For seoumity neasions, we do mol disciose the stntus o level of any isdividsal's clearance

(2. Dnd board members go on o trp e Asia vel? 1] so, who went?! What recommiendations did they make!!
A2 A sl growp of Bowtd membery traveled o Asia in September 2017, Panicipants included D, Ene Schinidt,

Dir. Michnel MeOuade. Mr. Mile Modmn, and Dr. Meil delirasse Tyson. This was a research inp focuscd on how bo
enhance warlighier lethality in o forward-deployed ewvironment and oo how Lo butld innovation capacity among



mllics pmel parmers. The insighis the Boprd gleanied from this inp contribated generally 1o tbe recommendations they
have already written ondl the Board's ongoing reseorch mnd analysis,

3. The board has made @ least 16 recommendations, Whal are the stomes of them now?

AJ. The Board has develaped and valed on |4 recommendatiions so far. Two recommendations introduced |ad
Oetober continue to be refined; we anticipaie they will be considered ngain ot our upeoming meeting in April 20018,

4. Hos apyonc beon idenbficd (o ke Bemoa's slol on the booand?

Ad. The Departmeni of Defiense actuvely works o dontify sutaanding leaders who have a track recard of leading
lurge, inpovalive ofgrnacations, have led maasformative change in govermmeni, or are experts on the ypes of
challenges Dol face b help alentify ond achicve long-necdad refanm wathin Dol

OF. Was Bezos cver ollicially oa the Board?

AZS, leif Beros wos ivited 1o jom the Defense Innovation Bond, but hos met Brmally done 5o, He continues o be s
trasted sdvisor 1o ihe Socretey of elense ns & beader sn imnovation and Lc‘;hlhulnu.' ncross maulktple indasines.

6. Wi umberstand (hal Biezos declined o go throwgh the clearince proceds? Can yioa confirm thai? Did he gvea
renson as 1o why be declined (o go through the prosess?

Al Mr, Bezos' chobots portaining 1o 8 security clearance is 8 personal matier and oul of respect for bis privacy, the
Department cannol coanmenl on thal, and sould defier 1a Mr. Beras.

Q7. Was there an aticmpt bo grant him o sorver and Keep him on the boand?

AT, At the poant that Mr. Bepos wos mvited (o joim the Board, o varety of options were consadered aboul how 1o
rsnxumides the value af his participation, should be decede 1o sceopt the Tnyvitatien, Due to ibe Boatd's travel schiedule
and unique approach to it work, and the vanety of secunty, legal, ond cthical obligations of serving on a federal
sdvasery commitice, both pamcs muhsslly agresd o have Mr, Beros provide indivadisal sdvics to the Scoretary of
Defense, rather than contimec (o pursue his fanmal pomination b the Bosrd

Q. Does this site have ithe most up-io-daie Charter on i Qapcionovation defense pov'Abogi 1/

AB. Y.

09 How muonry sctive members does the boord currently have?

AD, There arg 13 DIB members, They can be found on our website: hupcianevaticn defepse govMombes

10 Old membership plons capped the number of members of 15, bet baier opes expanded it o 20, What promgpscd
e change?

ALD, Soon afker it was kbnumched, the Sevretary of Defense’s office decided o incnzase the maximum siee of the
Definse lanovahion Board by five memibers rom 15 e 20 for o reasons: liest, o give the next Secretary ample
appernnity (o appoint new members ot any tme, should he choose 1o do 5o and second, e give the Board room o
L:J:p-r.l, il it 100k on mare prn_ja:n:l:.,-l:r necabed upn:w.ll it ¢:'¢p¢|-|iqu in p.aﬂu:uL.q' sl kanal areas.

—={¥rrzinal Messoge—-
From: CDR USN OS50 PA {US)
Seni: We ¥. February 14, 2008 3:25 M

To: Marcuie, Joshua 1 HOQE DS0D OS50 I'L|5.i =
Cie: Gahle, Michael L CIV OSD ODCMOD (LS} v
!'iqll'.ljuﬂ: Muizihn Query | DI Crsestions | Washinpton Post (Chns Dasenpaort )

Josl,
WashPo roporter Chnis Dovenpaort has come back with nwsre questions about JefT Bezos and DIB nunke up Cace we



(DB and PA) deaft responses, 1 con lot CMEO know before we provide the snswors 1o WashPo.

= Begin Query =
A few ollow-ups for vou, if | may, Some wre gevernl questions about the compozsitien mnd work af the Deferse
Innoewntian Bowrd; others are more specific to Beeos, Feel free fo reach oan if we can pmndc aglelitionul cherity, T'm
copying my colledgee Dan Lamathe as well. We'd like 1o have anawers by Fraday il ihst's dooble.

Q1. Do all members on th Defense Inpovabon Board heve o security eleanemes’™ A avhat level! Are any on thw
huaard with some level of provissonal clearance”
Al

Q2. Did beard memibieas gn om @ trip w0 Asia yet? 17 so, wha went? What recommenditicns did they mmake?
Al

(3. The board has mode o least 16 recommendations. What anz the status of them now?
A3

. Hins aryvone boon adent [licd 1o takoe Pewos's slot on the board?

Ad. The Deportment of Defense actively works 1o idontily oulstanding leaders who have a track necord of leading
lorge. innovative organizaiions, have lod wassformative change m povemment, of wrd caperts on the types of
challenges Dol fsce o hebp idemtify und schicve long-neoded seform within DaD,

5. Was Beros ever officially oa ihe Board?
AS_ Jeff Bezos was ivaied 1o jom the Defense Innovation Board, but has not farmally done so, He continues o be s
trusted advisor 1o the Secrewry of Dofense oy & besder i innovation and technalogy across multiple industrica,

6. We understand that Beres doclined to ge throwegh the cleamnee process? Con you conferm that™ Dhad he grvea
roasen a8 (o why e declined to 2o threugh the process?

Ab lefl Bosts wos invited 1o jom the Defense Innovation Boosd, but hos noi fermally done se. He contines to be a
trusted advisor 1o the Secretpry of Defnse o 8 lemler in inpnovalion and Iq.'u.*lllmln;ly_:, across mulople indusines

Q7. W there an aticmpt to grant him a waiver and keep him on the boend?
A7

O, Dioes this site have the most up-to-date Charter on ? g Sinsosabion defense povt Aboul |
AB

Q9. How muny sctive members does the boord curremly have?

A9, There are 13 active DIB members. They con bz found on our websites hitpsMmpevation defonse gov Blembers
Q10 Qld membership plans cupped the number of members 01 15, but bater ones expandead i 10 200 What prompied
ibe chonge?
Al

= End Query =——
YR,

Comimunder, Ll..!'. Novy

Defense Press (iporations
1400 Delensc Flf'l.'ll.l.lﬂul. Hooim
D 2000 | =04}







Froem: Plargyse, Jostuig | HOE Dol O (15 ]

T Damochy, Safh SES 5D
Sailijpein: R Meha Duery | D18 Reester [l Beros | Freslanoe Weilss Ten Solnaat
Dt Thursdey, Februany 22, M08 32590 PM

Ok. Very good. Thanks for the steer

Sent from my 1Phone
On Feb 22, 2018, at 3:54 PM. Domnelly, Sally SES SD |GG - ot

Is Sarva Nadella? Is Jamie Dimnon? Who is amd who o7 1 would stay away lrom any
O thian

Sally Donnelly

Senior Advisor to the Secretary of Defense

Unclass
Secure;
From:

Marcuse, Joshaa J HOE OSD OSD (115)

Sent: Thursday, Febmuary 22 2008 3551 PM

To: Donnelly, Sally SES SD ”
Subject: Be: Media Query | I oster  Jell Beros | Freelance Wniter Tum Schwab

Ok 1 think Dan lamothe and 1 setiled on “informal advisor” — ok Or no?
1"l correct quote

Sent from my 1Phone

On Feb 22, 2018, at 3:49 PM. Donnelly, Sally SES SD <| G -

WO

Except “‘trusted advisor to the SI) 15 not accurate

He is the CEO of a large Amencan firm. He has no special access,
Sally Donnelly

Semor Advisor to the Secretary of Defense

Unclass.
DeCure

I-rnm"ur'm:u*e Joshua J HOE Q5D O5D (LIS)

Senl: Thursday ME A-d3 Phi

To: Domnelly, "mlh SES SD- M
Subject: Fued: Media Query | DIE ter / Jell Bexos | Freelance Wner

Tium Schiwnl
Interesthing.....

[ told his was a fine approach

Sent from my iPhone

Begin forwarded meszsape



Date: I'ebruary 22, 2018 at 3:24:44 PM E5T
I'u, "Caahle, "'vlu.iaaa:l L CIV OS5D ODCMO (LIS
= "Marcuse, Joshoa )

oy

uery oster [ Jeff Beros |
Freelance Writer Tim Schwah

Josh,
Tim Schwab, a freelancer who is working on a story to
pitch 1o a media outlet, asked the following about Jeff
Bezos. | recommend we provide one statement in
response. My recommended statzment is below the
questions. After we take a look, 1'll give a heads up 1o
Iram Ali. Then I'll loop in the Tom Mooney nnd*

in CMO¥s office. Also I'll reach out 1o Chris
avenport o let him know someone is sniffing around
He asked me 1o let him know.,

== Begm Qucstions ———

I'm a journalist with a couple questions about the
Defense Innovation Board's member roster.

- Iz JeiT Bezos stll o member of the board?
= If niot, when did he leave the board?

= What were his dates of service?

- Why did he leave the board?

Tim Schwah
== End Questions =
= Begin Draft Response = -

leff Bezos was invited (o join the Defense Innoviation

Board, but has not formally done so0. He continues to be
a trusted advisor to the Secretary of Defense as a leader
in innovation and technology across multiple industries

A varety of options were considered about how to
maximize the value of his participation, should he decide
o accept the inviation. Due to the Board's travel
schedule and unique approach to its work, and the
variety of security, legal, and ethical obligations of
serving on a federal advisory commitice, both parties
mutually agreed 1o have Mr. Bezos provide mdividual
advice to the Secretary of Defense, rather than continue
to puraue hiz formal nomination to the Board,



===== End Draft Response = =

VIR,

ONMNander, LU.: Ay

Defense Press Operations
1400 Defense Pentagon, Room
Washington, DC 20301-1400

-Original Message--
From; Gable, Michael L CTV O5D ODCMO (US)
Sent: Thursday, February 22, 2018 9:18 AM
CDE USN OS50 PA (Us)

X ] westion about DIB
miember roster

Looks like he's a freelancer. I found this on hun
http: "amothywschwab comy’ and

; T e TR
M s 1) othvws 7

Mike

From: Gable, Michael L CIV OSD ODCMO (US)
Sent: Wednesday, February 21, 2018 5:45 PM
Ta: CDE USN O5D PA (US)

Source] Question about DIB

imemiber raster

Please see below. Do vou want 1o handle the response?
Mike

——-(nginal Message——-
From: Tum Selwab
[mailto |

Sent: Wednesday, February 2 307 PM
To: Gable, Michael L CTV OSD ODCMO (U'S)




Subject: [Non-Dold Source| Cruestion about DIB
member rosier

I'm a journalist with a couple questions about the
Defense Innovation Board's member roster.

[s Jeft Beros still 8 member of the board 7
[T nod, when did be Icave the board?
What were his dates of service?

Whv did lie leave the board?

Tim Schwah




From: Maciuse, ool RS S0 DG 1M

Toe Donnefy, Saily SES S0
Sbfext: B Mieda Cuery | Jaf Damca and 540 | Wenbington Past (Cheis Dwverpoit]
ke Thorsday, Linuary 25, 7018 ROE:05 PM

I sex that perspechive, What angle do you récommend?

Feel free o eall me if that's mm-.:r._

Sent from my iPhone

O Jan 25, 2018, at 4:28 PM, Donnelly, Sally SES SD || G- -

d gel Q50PAs wiew...thal may raise more guestions than i1 anawers

»ent tram my BlackBery 10 smarnphong

From: Marcuse, Joshuo J HQE OS50 OS50 (US)

Sankt: Thursday, January 25, Z01E 7:23 PM

Ta: Dannally, Sally SES 50D

Subject: Re: Media Query | Jeff Bezos and DIB | Washington Post (Chris Davenport)

Ok

| spoke to Iram All, amazon PR, whose been my counterpart on this from thie stari.
We came up with this, would welcome your feedback:

“Jeff Bezos was nominated for the Board, and his nomination is still pending.”™

Thix 18 factually eorrect, but obviously we're not getiing into the business re his sequnity
clearance, eic

sem [rom my iIPhong

On Jan 25, 2018, a1 4:03 PM, Donnelly, Sally SES SD || NG -
.-'-L;:--_II--'_-I_'T.F‘- will o

Sent from my BlickBermy 10 smartohone

From: Marcuse, Joshua J HOE 05D D50 (US)

Bent: Thursday, lanuary 25, 2018 7:02 PM

Toe Donnelly, Sally SES 50

Subject: Re: Media Quéry | Jeff Besos and DIB | Washington Past (Chnis Davenpart)

The request came through OSDPA. would you like Dana to handle 17

Sent from my iPhone



Om Jan 25. 2018, at 3:54 PM. Donnelly. Sally SES SD

WITIC
| weiniahd hawve OSDPA '||'..|i|-_ N course B coldaimdlion with
amaran p
Sent fram my BlackBerry 10 smartphone

From: Marcuse, Joshua ] HOQE 05D 050 [(US)

Sent: Thursday, Jaruany 15, 2018 5:49 PM

To: Donnally, Salky SES 50

Subject: Fuwd: Media Query | Jeff Bazos and OB | Washington Post
(Chris Davenpaort)

Sally
Any gmdance on how you want us to handle this?
Recogmze their are sensitivities re the cloud contract

With your penmssion., I'll ask Iram Al, from amazon GR

Baat
Josh

Sent from oy iPhoie

Bezm [orwaurded messase

me "Galile, Michael L CTV l}bDﬂD{ MO (U5

4.57 PM PST
LR L'ﬁl O51 PA (LS
. “Marcuse, Joshia J

x C| el Bezos and DIE |
‘h'lrmulugtul Pml (Chris Dav enport)

| thought that we had crafted langnage for thus
previously. Please let me know' 1f vou necd me 10 go
Iunbing for the language we had discussed belore
when we were prepping for the last public meeting
when we first removed lom from our membership
slide,

Mike

——-—-Oigmal Message----—




From F CDR USN OS5D PA (LIS)
Sent: Thursday, Janmary 25, 2018 353 PM

To: Gable, Michael L CTV OS50 ODCKMO (US)
- Marcuse, Joshua J

uigect: Mediz Cueery | Jell Hezos and DIB |
Washingion Post (Chins DRvenpon )

Josh/Michael,
This day has come. WashPo submitted the following
media query re: Jeff Bezos and DIB

Begm Cuery

I noticed that Jeff Bexos is no longer listed as a
member of the Defense Innovation Board on your
website, Can you confirm that he’s no longer a
member? And if o, when he left the board and why?
We had reported that he was a member a wiale back
and want to close the loop: Cavtion-

https: www washingtonpost. com ' news'checkpoint ‘'wp/ 201 607/ 26/ increasmgly-
eclectic-pentagon-mmovanon-board-adds-neil-
deprasse-tyson-jeff-beros Tumm  fenm= 408 Th5c2 Ydi

= End Query =

[ knovw thas 15 “delicate ™ Let's discuss please. Thanks

ViR,

l ﬁllullml-!'l. !! -!T‘l-"!l'

Defense Press Operations
1400 Die fense Pentagon, Rm'-m-
Waslhungion, DC 20301- 1400

Senl o mry 1Phone
Begin forwarded niessage
From: "Davenpon, Climstan®
g K]

Drate; Janiary 2
To:



Subject. [Non- : ense [nnovatron Bd
from wash posi

All active links contained i tlus email were disabled
Please venify the wentity of the sender. and confinm
the authenticity of all links contamed within the
message prior (o copying and pasting the address to a
Web browser.

Hi Cdr. -.

Chns Davenpaort from The Washingion Post here. |
notice that Jeil Bezos 15 no longer histed as a member
of the Defense Innovation Board on your website.
Can vou confinm that be's no longer a member? And
if s0. when he left the board and why? We had
reported that he was a member a while back and want
ta close the loop: Caution-

htps:fwww washingtonpost com/news/checkpont wp/ 201 607 26/mereasmgly-
eclectic-pentagon-imovation-board-adds-neil -
degrasse-tyson-jeff-bezosMumm_term=_ 408 Th5c2{9d6

Many thanks i advance for vour help.

Cluis Davenport

The Washington Post



From: MLL ol LISAF (150 PA (LIS}
hi{-H

PA U5
il i LPDATE | Jel¥ Bazos and the Defence Innteation Boand | Wachington Pest [Chels Davanpert)
Date: Frichwy, Februany 16, J018 3:08-13 PM
Attachments: LB o Beros DB Media Cuery from i Washingbon Post docs

%o,

Ms, W hate asked that | gend you an update on the Wash Post geery on Jefl Bezos and the Defenss [nnovaon

Hoard. See afiached from t'ﬁl._ femm

Thanks

VIR,

Lt Cal
Seneor Military Azsicimnt
CiTice of the Assecland 1o the Secrctmry of Delense for Public Affars
Pontagon
Offiee



Media Query from the Washington Post

Vol Thamasm = Al ik s Thafiman Tamasumiblna e

Background

Chris Davenport, Washington Post, reguested confirmation that Jeff Bezos, Washington Post ownier amd
Amazon CECY, 15 no longer a member of the Defense Innovation Board. Coordinating with DIB and CMOD
for response. Below are responses that were coordinated with Josh Marcuse, DIB Executive Director. Mr.
Marcuse contacted Mr, Bezos” office to ensure they were aware that we were contacted by the reporter.

Additionally, Mr. Davenport asked, “Can you confirm that the reason why Jeff Bezos has not formally
joined the board is because he declined to submit the paperwork necessary for his security clearance, and
that even though the Pentagon wanted to grant him a waiver, the waiver was denied™”

Initial Cluery { Response has been provided to the reporter)

QL. 1 noticed that Jeff Beeos is no lonper listed as 3 member of the Defense Innovation Board on
yvour website. Can vou confirm that be's no longer a member? And if 0, when he lefi the board and
why? We had reported that he was a member a while back and want to close the leop.

A1, Jeff Bezos was invited to join the Defense Innovation Board, but has not formally done so. He
continues o be a trusied advisor to the Secretary of Defense as a leader in innovation and technology
across multiple industries.

Follow Up Questions { Responses have nof been senf (o the reporter vet, We plan to send today. )

Q1. Do all members on the Defense Innovation Board have a security clearance? At what level? Are
any on the board with seme level of provisional clearance?

A 1. Each nominge was asked to submit paperwark for a secuniy clearance. Secunty clearnces are
granted on a need-to-know basis. For security reasons, we do not dischose the status or level of anv
individual's clearance.

D2 Did board members go on a ivip to Asia vet? If so, who went? What recommendations did they
make?

A2 A small group of Board members taveled o0 Asia in September 2017, Participants included Dr. Eric
Schmuide, Dy, Michael MeQuade, Mr. Milo Medin, and D, Meil deGrasse Tyson, This was a research trip
foscused on bow o enhance wurl'i;ghltr kethality m a forward-deployved environment and on how o build
innevation capacity among allics and partners. The insights the Boand gleaned from this wrip contribated
generally 1w the recommendations they have already written and the Board's ongoing research and
analysis,

(23, The board has made at least 16 recommendations. What are the status of them now?
A3, The Board has developed and voled on 14 recommendations so far. Two recommendations
introduced last October continue 10 be refined; we anticipate they will be considered again at our
upcoming meeting in April 2018.

)4, Has anvone been identified fo take Bezos's slot on the board?

A4, The Department of Defense actively works to identify outstanding leaders who have a track record of
leading large, innovative organizalions, have led transformative change in government, or are experts on
the types of challenges Dold face to help identify and achieve long-needed reform within DoD.



(5. Was Bezos ever officially on the Board?

AS. Jeff Bezos was invited to join the Defense Innovation Board, but has not formally dome so. He
continues to be a trusted advisor to the Secretary of Defense as a leader in innovation and technology
across multiple industries,

6. We understand that Bezos declined to go through the clearanee process? Can you confirm
that? Did he give a reason as (o why he declined to go through the process?

Ab, Mr. Besos' choices pertaining 10 a security clearance 15 a personal matter and out of respect for his
privacy, the Department cannot comment on that, and would defer 10 Mr. Bezos,

()7. Was there an attempt to grant him a waiver and keep him an the board?

AT, At the point that Mr. Bezos was invited 1o join the Board, a vaniety of options were considered about
how 1o maximize the valve of his participation, should he decide 1o accept the invitation. Due to the
Roard's travel schedinle and unicgue approach o itg work, and the vamety of security, lepal, and ethieal
obligations of serving on o federal advizory committes, both parties mutually agreed to have Mr. Besos
provide mdividual advice 1o the Secretary of Defense, rather than continue fo pursue his formal
nomination o the Board.

8. Does this site have the most up-te-date Charter on it? http:/innovation.defense.gov/Abhout 1/
AR Yes

9% How many active members does the board currently have?
AD There are 13 DIB members. They can be found on our website:
http:nnovationdefense gov/Members'

Q10, Odd membership plans capped the number of members at 15, but later ones expanded it to 20,
What prompted the change?

ALD, Soon after it was launched, the Secretary of Defense’s office decided to increase the maximum size
of the Defense Innovation Board by five members from 15 1o 20 for two reasons: first, 1o give the next
Secretary ample opportunity W appoint new members at any time, should he choose (o do 500 and second,
1o give the Board room 1o expand, if it ook on more projects, or needed specialized expenise in particular
additional areas.



From; Whie, Dara W SES 050 (US]

o Dosoely, Sally SES S0

Ce: weeeney, Kevin SES SO Faller, Oraig RADM 50- Hnﬁ;!!!!!!!flﬂLwEUHﬂiﬁlﬁﬁ
rlﬂl!l:m mm E n FIEEEI'EFE I!Eh m

Sulbjoct: R Cosring elory on Wako sioey on Jof Benos-

Date: Suncly, February 11, 2018 41:55 P

Thanks Sally, I'm tracking. {:clr- noted he didn't seem to have his angle, I'll have the team
re engage. | appreciate the heads up.

Best

Cana

Ms. Dana W. White

ATSD/PA

On Feb 11, 2018, at 2:15 FM, Donnelly, Sally SES SD _: wrote

Josh Marcuse called to make sure | was aware of a story that the WaPo is
working ona story about Jeff Bezos/the DIB and possibly other aspects of
BerosfAmazan. The reporter 5 named Chris Davenpart{who-according to the Post
website-covers defense and space industries and wrote a book on Elon Musk and
Bezos)

Josh has worked wﬂh_Fra}m OSDPA on Davenport's initial gueries,
but Josh does not have a pood sense of what the story is actually about.

Given the prominence of Mr Bezos, the importance of the DiB{the S0 mentioned
it repeatedly on the Hill last week); the background of Bezos' invite to the DIB, the
50's visit to Amazon, etc, wanted to make sure all are aware,

Recommend it worth figuring out what Mr Davenpart's approach is

Lent from my BlackBerry 10 smartphone.




From: { Hegn

To: Hils Th {LEC)
e Dettortino, Toy SES SD; Doncelly, Solly SES S0
Subject: EE: Mesting recpiest lor Safra Caty, (D0, Orach
[kates Toenckey, Melwnasry 20 2008 945655 AN
Argachaeenisg et gl

i, gl
Elaren.

Safrn has been asked to speak af an event of that tme, b Ken Glueck. (Senior Vice President.
Office of the CEQ) who 15 travelling with Safi 15 available

With your permission, and if Ms. Lord is still available, we'd like to make that tinye work. I don™t
believe they have met

Happy 10 give voul mone background and greatly appreciate your understanding

Sincersly.

-Joel Hinrman

Joel Hinsinan | Senbos Director - Govanment Allurs

oo - - o

Chacle Conpaxaie A {Enars
1S | 5th Streed, W Suste 250 | Waslongion, D 20005

B Oade s commsed io develapng prcties mad prodecs ot belp progert the ssaromment

From: Saunders. Karen D CTV 0SD 0USD ATL (US) [mailio | G |

Sent: Friday, Febiary 16, 2018 6:34 AM

To: Joel Hinzman

Cc: DeMarting, Anthony G SES (US) : Domnelly. Sally B SES (US)

Subject: RE: Meeting request for Safm Catz, CEO, Oracle

Inal -

Cm behalf of the DoD), Hon Lord will be available to meet with Ms, Catzon 22 Fab, 1 100-1130
Please let me know if this nme is available and 1f Ms. Catz will accept thes imvatation.

Thank vou

Foaren

Karen D. H. Saunders

Cloel of Stall

OUSD (ATEL)

140 Defense Pentagon, Kooim

Washingion, DI 20301-3140 -

(N}
(BB}

From: Joel Hinzman [WI
Senl: Wednesday, Febmmary 14, 2 4 s

To: CIV 5D =
Lo Sweeney, hevin SES 5D -

Subject: Meeting request for Safra Carz. CEQ,

e

onnelly, Sally SES SD




Next week, Safra Catz, CEO of Oracle, will be in D.C. and would like to opportunity 1o meet
with Secretary Matis o discuss his modermzation agenda. share some insight from her
experience at Omcle, and explore having him out to visit the Omcle team and meet some of
the veterans, reservisis and guardsman working at Oracle, We recognize that he has had the
chance to meet with fellow tech CEOs from Amazon and Google, but given Safra’s unique
experience, we think it would be a good use of his time.

She will be intown 21,22, and 23 FEB and can make herself availuble when his acheduls
permits (except for 1300 to 1400 on 22 Feb). And if Secretary Mattis is unavailable, Safm
would be honored 1o meet with Deputy Secretary Shanahan.

Sincerely,

Joel Hingman

Joe] Hinegman

Senior Director - Government Affairs

Ohracle




From: Mamuss, Joshug 1 HOE OSD OS5 (LS

Ta: Doy, S0 SES SO

St RE: sencl mae masber list

Date: Tuestay, Febaruary 27, 2018 }24:%7 PM
L =}

~weUrmminal Message-—--
From: Donnglly, Sally SES SD imau:_l
Sent: Tueshay, Febauary 27, 2018 217 P

To: Marcuse, Joshua ) HOE OSD 05D (US) —

th_k:u'l. RE: send me meber st

Lets call me femer senior advisor 1o S0 since | have no coapection with aay
pervale [irmi. 5}

Sally Donnelly
Senew Advisor to the Secnetary of Delense

Lnclass
Socure

——{hrzinal Message-—

From: Marcuse, loshua J HOE OS50 OSD (US)
|
Sant: Toesday, Febauary 27, 201
To: Dosnelly, Sally SES 5D+
Submect: BE: send e meber list

Thot makes more sensc.,
Baoard Member Proposed Namaes

Rejuesi assistance wath approval of Defense Innovaton Boand
{ general ) members bo il T vacancies on DB

o Andy Jsssy, Amaron Web Services®

0 aphne Koller O Damela Bas (dota SV E=)
0 Helen Gremer, UyPhy Works

i Cieni Joha Allen iretl, Brookings®

0 Mlarc Andreessen, Androessen Horowioe®

o Raj Shah., former DLIx®

o Sally Donnelly, SBI Associntes®

* Confirmad ivterest

SUBCOMMITTEES

Reguest assistance with approvil of subcommitice members, Workforee,
Behavior & Culture subsomanibice (potential nominess)
o Chris Fussell, Partner, MeChvsil Group and author of =Team off
Teams™
¢ Dan Heath, suthor of "Switch® and “Made 0 Sock’



o Emily Ma, Hend of Special Projects, X, Alphabet & Stanford School of
Bisiness

o FEric Ries, entreprencur known for beginning lean stanup moverment®

o Erin Henkel, Portfolia Dinector, 1O

o Linda Rettenberg, CED and co-founder, Endesvor

o Liz Wiseman, author of "Multipliers” and "Rookie Smans" and former
Oracle University and Cracle HR executive

o Swsan Charmaws, Maraging Director of HR. Accenture

. Roquest assistunce with approval of subcommiiice members, Softwane
Acipusinon and Practices (SWAF) Working Group {potentin] nominees)
Ciibman Lowie, Panner, Alsop-Louie Parsers®

Haley Van Dvek, Co-founder, US Digital Service

Mina Haaang, Former Executive Director, HHS Digital Service

Man Matiai, SVP of Engineering & IT, Bockwell Colline

Pierre Chao, Founder & Managing Panser, Renaissance Strabegic

Trae Stephens, Parner, Founders Fund®

1]
1]
L]
o
4]
Addvisors
o
o Will Grannis, Chief Technology Offizer, Google Cloud Services®



From: Mangan, MNalg

Ta: Ficarra. Diane: Lagne. Mchsla: Lndeson. Amsily: Wiskler, Crgiiotte

Lo Doenely, Sty SES 50 Chionis. Jenniter; Bylanid, Mk Cagey. Jim: Mardin Lz
Subject: RE: {FTl) Temlative dabes and agerdas lor LES0OCUR SEoon vialey g

Dmte: Mondyy, December 4, 2017 3:35:05 P

| mian fared un ! 1 | erembs ) ot i viat th She
it f . I L } 1k nl3 F ey ' |
i i I (1] L ALY, R L] '\.
(]| ] 1 '
|:| T 1 L () II [} T L (] T [ II i Y L i f
NPy ol ENCUgn LIme
hedulefhold meeting } i5 a povernment Lo govemmeant Tib E LA
1 (i ot N ¥ I | B i |1-|"" -|-'I':” i1 -
E 1t L | h i Fi 5l 1 1
5 Iy el I ori i I et
MAT v ] 1 wl n ] [ 1
hAr B 4 i | Fu iesay
3. Lr. A 1 ]

From: [ - vssocon socon oxg [maio [

Sent: Monday, December 04, 2017 11:56 AM

To: Mangan, Mate ; Ficarra, Diane

Cc: Doanelly, Sally SES 5D _ COL USSOCOM SOCOM X0 _— CDR
LSSOCOM 5DC0OM SOCC ;: Chronis, Jennifer ._{_'I'_fl-‘. LSSOCOM S0OCOM SOCC-CAG
Subject: RE: (FY1] Tentative dates and apenda for USSCCOM Siican Valley trip

Mate,

Are vou fully recovered from last week?

Viery Respectully

L.5. Special Operations Command Headquarters
cou N < A
o) 6




5cnr~f.m-

me:_ COR USSOCOM SOCOM DXO

sent: .IUE‘-.E‘.-]',' -".'.1'-.r{=r:'1h|-" J8, 2017 1:440 PM

Cc: Doanelly, Sally JLJSU- *_ COL USSOCOM SOCOM X0
“ COR USSOCOM SOCOM SOCC

> Chronis Jenrife: | -- NN <!
LSSOCOM SOCOM SOCC-CAG -._a

Subject: RE: {FY1) Tentative dates and agenda for WSS0CO0M Sikcon Valley trp
Hi Nate,

| dig, trust vou did as well, No worries an the delay, | hope you and the rest of the crew {and

40,000 more of your closest AWS friends) have a good time in Vegas. Unfortunately, | could

not peel away to attend

Slight change to our schedule: We are shifting our departure a day to the right. We will depart

hMonday (18 Dec) morning, vice Sunday afternoon, and arrive at Moffett Field around 11am

PDT. We are working four ather wisits simultaneaushy 5o we have a degree of flexibility with

when we start

Canwe pencil in a 12pm start on Monday, 18 Dec with 2 9am Tuesday start as an alternate /

backup? Give us a week to daconflict these timas with our otner visits. We will circle back with

you on the Monday or Tuesday dinner sometime early next week when General Thomas

returns from his vacation.

Again, enjoy your time in YVegas. | will try to watch tonight's live stream and some the other

talks once the videos are uploaded. Happy to se€ AWS Rekognition is now able to detect 100

faces in an image vice the previnis 15—a welcome surprise | discovered this weekend

Very Respectfully

cor

R ————— |

L5 Special Operations Command Headguarters

[

O —

scan [

o
Original Message

St Tuesoay, Movember 28, 1017 1.2:49 P
]:-._L'I'_II-! Jssocom socom Dxo < ¢ (icarra. Diane

- Donnelly, Sally SES r:,r:._ _rru USSOC0OM SOCOM X0
e i




Crvonis seneie: S - N '

ussocom socos socccas |GGG -

Subipct: [Non-00l Source] BE: (FY1) Tentative dates and agenda for USSOC0M Sillcan Valley trp
Good ARternoon Comm :mder-.

| hope you are doing well and enjoyed your Thanksgiving Holiday, Most of us at AWS are attending
our annual "AW re:invent” conference this week 5o | apologize {or the delay on the agenda
Following up on your previous emall, you mentioned 3-4 hours on Monday December 18th. What
time would you like to start? Alsa, are we planning on dinner Sunday night or Monday night? Either
wiorks far us,

Helow Agenda (o date, see attached SECDEF Apenda. I'm warking an conlirming everyone, aur AWs
re.invent conference has grabbed the attention of a large section of our Executive Speakerssol'ma
bit delayed on confirming all speakers

Agenda: 1 houwr each.

Artiticial Intelligence and Maching Learning for the Department of Uetense Or. Matt Wood (Bio
attached|

Edga Compute and Storage Solutions far the Department of Defense Bill Vass (Bio Attachad)

TBD Speaker

[,

I'm still lining up one other speaksr but wanted to touch base and make sure we are on the same
page

Please call if you have a guestions.

VH,

hNate

Mate Mangan

AWS Defente Programs

"I will seek to establish a culture of innovation across the Department.”

SEC DEF lames Mattis

Please register for AWS re:invent 2017

[CAUTION| hitgs:/ fywe potal reinventawievenis.com/sortal newreg ww [CAUTION
---=_iriginal Message-

o N 0 Us50C0M Socom 040 1 NN

Sant! Thursday, Movember 16, 2017 6:31 AM

o Mangan, Nate > Ficarra, iang >
Cc: Donnelly, Sally SE550 > COL USSOCOM S0COM X0

N - I >+ 5500 <0CON SOcC

USSDCOM SOCOM SOCC-CAG =

Subject: RE: (FY1) Tentative dates and agenda for USSOCOM Silicon Valley trip

MNate,

Thank you. Look forward to the wsit and iterating on the agenda and topics with you. | will have GEN
Thomas reach out to GEN McDew prior to the visit. Great phone call yesterday: | hope | provided
some definitive leit and nght limits tor the visit and what we want GEN Thomas to walk away with to

enable him to drive (soma much needad ) change across our S0COM enterprise.
Very Respectiully



LS. Special Uperabons Lommand

covn N

Headouarters MIFK

—-Original Messaga-——

From: Mangan, Nate |z |

S=n‘-'- Wednesday, r--:}'-.rer* ber 15, ECI" 4:04 i"'-.fl
s _ COL USSOCOM SOCOM X0

Ce: Donnally, Sally SE5 50
COR USS000M SOL0M 5000

Subpect: [Mon-DoD Source] RE: (FY1) Tl:r-ut!lu: dates and agenda for USS0C00M Silicon Valley trip

&r, thank you for your time today discussing the upcoming meeting in Cupertino, CAL See attached

Cloud Jlourney Simulation and Executive Advisany Overslew
Based on owr call we will be discussing.

1. Machine Learning

2. &rtificial Intelligence

3. Culture shift in organizations moving to cloud

4, 5ee GE Case study. [CAUTION] [CAUTION] b ] L0

TS0 T
B o R ERISL VS P P, S

lgs/penaral-plartried |CAUTION| [CALTICMN]
LS TRANSCOM Article
[CAUTION] [CAUTION] httpsditedemlngwsrad omddefense-main201 7411 with-hedg-frg 'l
transcom-on-track-tg-conduct-dods-first-large-scale-cloud-migration/ [CAUTION] [CAUTION]

Cince | get the agenda/speakers lined up, | will forward to you and the team
VR,

Nate

—=-0riginal Message-—-

o R €0 USSOCOM SOCOM D0 s

Senl Tdrur:la'». November 14, 2017 3:13 AM

Ci: Dannsily, Salky SE5 50

_ COL USSOCOM S0C0M X0

n;_ COR USSDCOM SOCOM 500K

»: Chranis, Jennifer -._:-_ Mangan, Mate

Subject, (FY1) Tentative dates and agenda fior US3000M Silicon Valley trip
L0000 MOrmIng Liands,
Returning to the office atter a rour-day weekend: | am available anytime this afternoon (11:00a-

2:30p EST) or tomorrow (11:00a-3:00p). Right now, we are looking to fiyv out on Sunday, 17 Dec
{opportunity for a dnner engagement that evening), conduct meetings and tours on Monday and
Tuesday, and then fiy back Tuesday afternoon. Timewise, let's plan oma -3 howr Amazon visit. That
should give us a2 good line in the sand to deviate rom. We can discuss the intent of the wvisit and
desired content in our phone call. Please let me know if any of the above time windows work for vou
and your team



lec'd Hate Mangan [AWS Defense Programa). lenniter asked him 1o help coordinate our 4-6 Nov Lrip
WhEn wewerne anginally contempiating swinging through seattle

Look forward O working with you.

Wery Respectiully

U.5. Special Operations Command

oo ore 0 [ ¢ - ' S



From: Gibeon, Joka H 11 HON {LIS)

To: Dextevdy, S SES SO
e Detaring, Tooy 565 50 [ e
Subject: RE: (U] Boaras

Daite: Tiesday, Jewmry 16, 2018 1253106 PN

CLASSIFICATION: UNCLASSIFIED
Sally,

-"'||.'|:‘CI.:I|'|]'IL"|} on all fmonts. Sce Wi Infer this wock
Sale and ol iraecls

lay

CLASSIFICATION: LNCLASSIFIED
——Uriginal Messuge----

Froum: Donnelly, Sally SES 50 [mailt I
Sent Tuesday, Jameary 16, 2008 102086 AM

Fu: Caabsden, Jolan H D HUIN (L13) < o
Lo Pehartino, Awthony L SES [L5) - ke LY 312

Subiject Hoarlds

Ha Jay,

Hope you hisd a good weekend

Could we get together on bodrds this week or next,just o heads up but when Microseft CEC Satyn Nadella was in
lest woek be recommienided 10 1he boss that e appaoint Microsofl's kun DelBene 1o the DNB. 1 have a o wiich | can
semd you, In ibe rans-L-0ues cologory, | nssume tomoanow curng 3 meehing Amaron will recommeend AWS LU EG
Angly Jassy be appoimed. (iwiously any appomiment is the choice of vou, the S0 and the S0, but wanted 1o give
you i hénids up. | can talk G when | ani back tomormin




From: Donnely, Saify 5E5 Si
Ta: Kaeute, Rigbert S HOM OSD QUSD POLICY (JS)
o=

r l.' Ta
E=&EEW Privete Do

Fridary, DecemBer 0, 3017 9:15:506 A

H

Full faith and confrdence in you! Press part of the ‘geography

Sent from my BlackBerry 10 smari phone

From: Karem, Robert S HON OSD OUSD POLICY (US)
Sent: Friday, December 8, 2017 9:16 AM

To: Don Sally SES 5D
Cc: COL USARMY CENTCOM CCCG (US)
H i & Priviate Dinner

Sally:

I will also attend, as will the rest of the US delegation. We'll make sure to mind our behavior
around the press!

o

Sent from my IPhone

On Dee & 2017, a1 3:17 PM, Donnelly, Sally SES 5D |GG - o=

Great. Tnx. Hope vou are well.
Sent from my BleckBerry 10 smartphone,

Onginal Message
me-m COL USARMY CENTCOM CCCG (US)
Sent: Fnday, Decem L2007 7:10 AM

To: Donnelly, Sally SES SI; Karem, Robert S HON OSD OUSD POLICY (US)
Subject: RE: Manama Dialogee Private Dinner
Sally,

GEN Votel will attend the Ambassador's dinner tomorrow mght. Should he a
good event, Please see below for a list of distinguished invitees.

['s all locked in. Best,

Ben Hubbard



Middle East Correspondent, The New York Times

Bernard Dunn

President, RBoeing Middle East; Viee President, Boeing International
David Petragus (General (Betd))

Chairman, Kohlberg Kravis Roberns and Co

Enc Schmit

National Secunity Correspondent, New York Times

Jumes F Jefirey

Distinguished Fellow, Washington Institute for Near East Policy
Jazon lsascson

Associate Executive Director, Policy; Managing Director, Government ancd
Imemanonal Affairs, Amencan Jewish Committee

_ { Colonel)
_ Iran, Iraq. Syna. and Lebanon, NSC

John Aquilino (Vice Admiral)

Commander, US Maval Forces Centeral Command, US 5th Fleet, CMF
Joha Miller ( Viee Adimaral )

President and Chiet Executive Officer, The Fozzie Miller Group
Joseph Votel (General)

Commander, US Central Command

Justin Siberell { Ambassadior)

Ambassador of the US to Bahram

Karen Young (Dr.)

Senior Resident Scholar. Arab Gulf States Institute

Katada £aman



Keith Alexander (General (Retd))

Chief Executive Officer. lronNet Cybersecurity

Mark Fitz

[155 - USA

Matthew Mcinnes

Policy Planning, Dept of State

Miles Hansen

Divector, Gulf Affairs, NSC

MNancy Ziuzin Schlegel

Vice Presudent, International Government Allanrs, Lockheed Martin Corporation
Rick Groesch

Regional Vice Mresident, Middle East, Lockheed Martin Corporation

Robert Karem

Asst, Secretary for Intermabonal Security AfTairs, Dept. of Defense

Teresa Carlson

Exccutive Vice President, Public Services Worldwide, Amazon Web Services
I'mothy Lenderking

Deputy Assistanmt Secretary for Arabian Peninsula Affairs, Dept of Defense
Vance Serchuk

Principal, Kohlberg Kravis Roberts Global Institute

-—-(riginal Message-----
From: Donnelly, Sally SES SD |m.u'uuF|
Sent: Thursday, December 07, 2017 6: 1

To: Karem, Robert $ HON 08D 0UsD poLicy (US): | NG

COL USARMY CENTCOM COCG (LIS)
Subject: FW: Manama Dialogue Private Dinner



Robert, ¥

Sheikh Abdullah is the younger son of HRH who [ bave known for many vears, |
know yon bath are busy

Call if any questions.

Sally
Sally Domnnelly
Semor Advisor to the Secretary of Defense

Unclass:
Secure:

From: Amb. Abdulla R. AlKhalifa _j
Sent: Thursday, December 7, 2017 4:32 PN

te-Dounel. Saly S5 51 -

Subject: Manama Dialogue Prnvate Dinner

Dear Sally,

Greetings from 35k feet en route to Bahram where 1 shall be attending the
Manama Dialogue.

My Defense Attache 1s trymg to reach out 1o both General Joseph Volel and
Robert Karem i an effort to extend an mvitation for dimner catered to some US
delegates to have them meet thewr counterpans i Bahrain along the sidelines the
Manama Dialogue. It would be my pleasure if they could attend. The dimner wall
be at our residence m West nfla on Saturday December 9 a1 7:30pm. | hope you
can ||-.:I|.1- facilitate smee their hard to gel.

Thank vou and wishing yvou a blessed holiday season in advance.
Best,

Ahdulla B




From: Macuse, Joghug 1 CIV O DS (U5

To: Deseudy, Saly SES 50

Subject: Rp: The Software Rounciabie Sagac Latest Irsdailment
Date: Thursday, December 7, 2007 30507 P9

Sally.

OF course | have time for a call. Somy for the delay, was in meetings. Number i< |GGz
Wir,
Josh

Sl T my ™o

<O Dee 7, 2007, 001257 PML Donnelly, Sally SES SO -GGG - -«

= Excellent. Also, tene for a quick call? Number?

= Sally Demmnelly
o Sembe Advisos o the Secretary of Defense
= Uinelass

- BT

» ——Onginal Message---—
> From: Marcuse, Joshaa | CTV OS0 OS50 (LS)

I_ 1y

> Bent: Tharsday, Dec ; 3
To: Donnelly, Sally SES 5D m .

= Bubject: RE! The Software Roundiable Saga: Latest Installment
aally.

.

= She could, bt my ability to predict o influence what Ellen docs has proven
= guiie himited; we will do our best bo get her (o

== DL, which mchedes o showease of DU porifolio companics
+ - Crvozle, Microsoll, and'or Aonncon
= Tech roundinble with VU forms, mdusiry lesders, and academacs, cic
-
= Wi wall slse affer up:
== Toesks factory towr (which we pol for Lt Gen Shanahan and wes foascimstmg)
+ miecting (hardware + sofbware / sdditive manufacanng)
HVIDIA (Al ML, micropricessans)
= - Cralvaniee San Francisso campus (iech secelemtor & dats seienee | ooding
= peademy )
= = Btanfond d.school or [DEC

= CH vourse wie will Keep vou posted throughout; my next mesting with yioa i
= slated (af least fentainvedy) for Tues 12012 at 150k,

= We will definbely say to Teress end Doug the meehing is postponed, not
= cancelidl, g you migees,

-

* Very Respectifully,



= sesesIrigannl Messnge—---
From: Donnelly, Sally 565 S0 (mai [ T
= Sent: Thursday, December 7, 2007 12:35 MM
= T Marcuss, Jashua J CIY OS50 OS50 (US) -
= Subject: RE: The Software Rowsdisble Sagal Latest Installment

Thanks
> Please koep mic wp Lo date on the scope of the trip.
= | wondlel sy those engngements are simply postponed,. ] sssume she could go
= see their outposis in CA? Also, Microsofi?

= Sally I'.h'-nn-.'l'l:.

= Senior Advisor o the Seorclary of Delense
= Linclazs:
- Socuns:

—e=-Uiriznnnl hMeamnpe-——-
= Fromc Marcuse, Joshoo | CTV O&D OS50 (LIS)
- |l |
- 5eni: Tharsday, December 7, 2007 [2:28H PM
> Tor Donmelly, Sally SES 80 -
Bubgect: The Saftware Roundimlibe Saga: Latest Instn|lmei

Sally,
= Here is an update onothe Do 14 softwane mundiahie:

= First, thank you for yourr helpiul mireductions o your comocts i the

coeTmumniLy,

= Beeond, after siime back-aed-forth, Ellen's front office desaded o postpone

= Deg 1 roundiable, decline o bnefing from DU x end D05, and accepicd an
invitation bo go bo Califorma on o DMB-planned vasi i late Janoary, date

= thd. This is groal news!

> Third, while this progcss unfolded, we did invite Teresa Corlson, Doug
Mhalippoai, Hemid Bilgarn, and Joscph Bradloy to pstond,. Teresa and Doug
accepied, Hamid declined, and Joseph hasa't replicd. Char imdentsom is s lel
- thiem kiw thermn all know this is canceled ns poliely a5 possible nnd mviie
* them bo proveds impul o oo sofbeone sequisition refom study, Mease do
= let me know 1F you wint (o handlz it defferently

ViR,

= jll1.:'|'|ll.' !".1|II|,'|.|M,
= Exocutive Dinector. Defense Innovatson Board
= & Inmovateon Advaisor, UMD



Pemtagon
CHlice
13 lasckbenmy
Mobile
MR
= Bl




From; Dornedy, Saity SES 50

Te: Margyse drghua ) CIV OSD 05D iU5)

Subjeci: Fie: Heactions o D50 Cloud Oped {UNCLASSIFIED)
Date: Wednesclay, Movenber 15, 2007 720230 PH
Thank you so much

Beni from my BlackBerry 10 smartphone
Origrnal Message
From: Marcuse, Joshua J CTV 05D OSD(LIS)
Sent: Wednesday, November 15, 2017 6:56 PM
To: Doanelly, Sally SES SD
Subject: Reactions 10 DSD Clowd Oped (UNCLASSIFIED)

CLASSIFICATION: UNCLASSIFIED
Sally.
Hesre is @ smnmering oF the most inberesting responges (o the DEDYs oped on cloud in Deferse One.

The=e are lop people | trust. The last bwo | included af length becawse they come from Anny officers who now work
al Giorglle and Amazon respectively on ckuid services sothey bave kaowledge of both worlds

Best,
Josh

Feedhack from Top YViOs and Tech Lavesors and a CEC):

Ui the oae hand, ves, it sounds great and 15 mghi m base wath the tronds oul bere. On the other hand, 25 we
desenssid, there are other wssuies thal ane deiving/deepeneng massive trust and commumicalion wedges berween the
ilefense intelligence El.l'l'ﬂ'l!ll.ll!lﬂ!.' H.I'Id Iht '|-"|:IL|-|!'_||I' This 15 ]u.ﬂ thiz lanesi:

L_lt.lh[ll'l TR - 1 i

Hﬂﬂ;ﬂ:ﬂhﬂiﬂ“ l?aunm ' ' -
delivers-remarks-encrvplion-united-states-naval > [ really wish there wmnmmﬁclcly dnﬂmnt dyummm between
DC and the Valley these davs, Both sides could really benefit, and the country as p whole. The status gueo @ Ezrrible
In any evenl. | remain a big fan of what you and the Secretary aré doing. and we will continue 1o halp bowever we
can’®

Adtichs i too dhon o be meaninglul Good news is thal its ey W Gl in by actuilly explaining to te reader
WHY machine learming. elastic computing [not inclusive biw ) actnally matter_.and candidly what tbey actually ane.
Mo=t people dont kaow. The recommendations are pablum starting with makmg an announcement on FBO. Need o
conabder non-traditional outlets for getting this out there, The only folks who monitor FBO are the herifage defense
supplicrs who are parl of the problem. Chverall the article reads more like g press relesse with far ioo many assertions
thay wrea't backed up.

. Congrutulations. Greot picce!  And [ love the decision to engage Chns Lynch and the DDS team (ec'd} [am
a big fan of theirs. Indeed, | just saw Chris give a grest talk at a JSOC Apollo Data Surmat event yesterday. . Lt
e know how | can help.  And congrats again on a great article and (Chris) on a great ik

. Pretty pood - thowgh ithis primanily focuses on: | Opening up pathwarys for large tech companses (Amazon,
Coogle, Microsofl) o compete with more iraditional defense plavers (the Primes, Dell, IBM, ete). 2. The DOD
catching wp with existing lech being wed across industry rather than any real “imsovation”, Good disectionally, but
siill & lod to be done to reroute funding peang inio the bad actors into comipanics thal have the capacity 1o deliver new
capabilitics. Obviously, this i3 what vou goyvs me working on (THANK YOU|, ) Asalways, ket me know if



s ool Reacd it when it came oul You must foece yowrse lvies wo carve oan space for non-tsditsonal players or
vour ealendar will be filled up by large, cash-rich Beltwny handits who will slowly eat your intemal ongans. =)

Feedhack from Congressional StafT: "Extremely positive, 1§ bounced around relevant SASC staff”

Solid work. I'd make sure fo always inclode the following 3 iogether: data science, maching leaming, Al

I am mirigued and excited abou the potential here. 1 stnkes me as a very different paradigm from the Joim
Information Environment (JIE). which seems much more oriented on developing a more static model for Dol
omganic [T infrastrecture, but | may be misreading the istent here or haw it relates 1o the JIE. | have o very positive
reaction to DS leading the effort. | can gavision this as a warfighter S1G wpe effort where the DDS folks help the
Deepruty task apd monivor the services implementation altheugh P'm sure the burcaueratic hardies will be even more
siaggering ihan they were for mpid scquisiion,

Love it. Wonder how you can better work with FedRamp 1o aceelerats the same goals. F'm a big belisve in
FedRamp program in theory to push cloud adoption across gov't (it vels cloud providers, encourages security
standarnds, do 1 AT once for all federal agencies) bat they are limiied in staffbudget so can be slow for 3 vender o
get approved, plus they lack enforcement suthonty (which makes it tough for some vendors 1o spend 5 to get
Fedramp approved if can o arousd it), For small companies, the cost of going through FedBamp cin be cosl
profubitive - perhaps Dol & Fed®amp coeld provide grants or loans or investment (ke [n-0)-Tel) for companics
smaller 1o po through process,

BAR EACW LML RENTCW T T WSOt R

Establish a CTO for cach service, have them sit on the exee commitice with USDE. That will give the
recommendations tecth and case change minngement friction. USDS poed allics in the sves dhat speak their
language and ere in the larger ongs. Hoaving separste group thot are alresdy outsiders that don sweal/blecd train with
uniformed services will keep them on the fringe un.fnlmnn:l.d:a.

Something has (o be done wirt security and certaceredit. Pace of change and nowel approaches far outpace buving
process, IF virmal privaie network in clowd can be pulled wp and dovwn at wall, who cares i it 't hardened i the
clssic sense” Rim a baich compuie job to get an ansower 1o an important gquestion, snd blow sway the
recourcesWhs. That's o cupabality vou dor't pet by buyving o private clond  Big difference between private and
public cloud. All vendors have key managemend service thit makes breaking the encryption of ephemeral resources
highly unlikely. Fasy a padh bution in meau.

Insist that tech vendors provide poganic prefessional services For first projects. Yoo want them responsible for
project success, not just fech performance. And it will teach them about what is neally painfil so they can leamn io be
better and improve their products quickly,

Dio one vear comamits in contracting, bat have all vears bevond that aptional.
I like the tone of the msg, but need to keep USDS from becoming hollow committee.



[ swe thi ang immeedistely wanted to reach ot | read the BFT on FedBieOna, oo, 11 seems odd that they're asking
for information instead of proposals. but that's just my ke, Mosi of those questions in o can be answered by alking
iu thear Friends ot the ClA who hovie o $600 contract with AWS for cloud. They have learmed o 10 over the bast 3
YOG,

Cverall, when | rend the op-ed, my gut said: "The DaDVIC is jts own worst enemy ™ The Bmiimng fsciors preventing
il CLA fram having panty with cormmereinl ¢lowd offerings stem fom 2 approval mechasisms: 3rd party vomndons
e oar marketplace snd seounity cloamnaes.

3rd Party Yendors: The RF] speeifically delineates betwoen [naS, PaaS, and SaaS and that mokes sense, But, one of
i factars hindenng migration/adoption is a lack of approved Yrd party Paa®S vendoes who can offer server instance
images [specific server configurstions with eperating sysiem and secursty services baked in) thod the CLA aani

Clearanecs: We simply don't have coough clearsd engincers 1o push mone services indo that region any Faaler, The
backlog of --450 days is insane ancd the fsct thai even my ovwn Dol TS dearmnce was nel approved for eross-ower is
& sympiom of how bad this particular process is

Maore brioodly, one of the biggest lessons fron the CLAS expericnca i3 the way that the contract was constrscied o
ilat subordinete tehelona could migrie workloads o our cloud witheui baving be go through the conraciing
process - i wes jest viewed o part of the origmal contraet. This has given so much more isdependence for cach
agency bo pick ond choosc what they wang nnad when they want, It basn't been perfiect, but that's & big advontnge,

Lasily, ane af the dumbest things that | have seen so fier 15 that consulting firms who rely on AWE are simply
resclling AWS 1o the Rederal government. This happens m owr TTARHIPPA complizm GovChouwd and it boggles my
rminal. My scnsc is thai this siams from how ithe FedRAMP website is scup to nod give preferonce (o any vendors,
bul mnsizad customans get bids From fimns that cloasly don’t minke any sense and ssmply ncver sec that they're cither
being overchorged or petting decrvased suppon al te sime price.

Joshiua ), Marcuse

Exeautive Dinector, Défense Inmovation Boand
& [nmovation Adyisor, DCMO

Pentagin
(Mhae
Blackberry
Aubale
MIPR:
SIFR:

CLASSIFICATION: UNCLASSIFIED




From: Dooruly, Sty SES S5

o DeManing, Tony 85 5D
Subprct: RE: 58 Adtion Report

Date: Montay, Augest 14, 2017 7:25:99 &M
excellent

Sally Donmelly

Senior Advisor to the Sceretary of Defenss
Lnelass:
Secure

—ae=riginal Messapo-——

From: DeMarine, Tooy 3ES S0

Sk Monday, Augost 14, 2007 720 Ad

To: Dosnelly, Sally SES 8D _-
Subjeci: FW: S0 Action Repori

Berweeen us — To the Micrmofi ve Amazon discussion.

Tony DeMarting
Chiel of Safi, DS

e Jriginil Message-——

From: Roper, Willizm |MF|
Sent: Sunday. Awmest 13,2017 3 A

To: Stanakan, Parick HON SO - |

Subject Re: 50D Action Repaort

Microsofl & rrying 0 enter (he game, especially on ML, bt is still o gen
behind Amaron and Google in my estimation. Comespondingly. theyine liss
likely towin on the first round of leasing bul probably more likely (o
undertke Gov't-funded RED iF v eventually omprovesd thewr commercial
competitiveness. There are séveral preas ke tns where we oughi o hive
petive myvestmenis fike Al auditbility, nearal net confidence. and counier
Al Welre pong to need these before the commercial workd waill

Unie area [ ihink Micnmod! 15 abead is IIJle:‘:lIll:I.I reakity (AR} and vartiasl
reality ('R ), thouph Sony and Fecebook are close behind. The Dol doesn'
have active engagement with the video game inchestry (dumb) even thoueh they
e trailblising how (o take complicaied info from on eovinonment snd

desplay It =0 intuitively that pesple sitting around the world can act o
integraied teams, How glsz da we think our operators are gousg [0 coatrol
nryrEsd aulonamans thngs and work togethemess thoagh physically separsfed”

BL-IF we have the discopline 1o avoid modifving commercial vech too much,
and lease when even p-l.'lnlbl-u;'. wie 2hotld be abla 1o wse our -i[.;ﬂil'n:atl &
badget fo encourage increased competifiveness while still having sccess to
best-oF-murket prodects, The hard part will be changing the peguisition



~Will

= O A 13, 200 7. an 2222 P&, Shonahan, Paunck HOMN SD
o

= How do the Microsofis of the world it tono the |.1.'||.|al'||x|..'

e Jriginnl Message.--
From: Roper, Willinm | o | |
= Senit: Soturday, Auogest |2, 2007 5220 P
= Tz Shanahan, Patrick HOX SD =2 Lond, Ellen M 1IN
= (LIS} .
- Subjeci: S0 Action Roeparn

» II-:.p-.,: wima're bath Iim.i.u.u_u -|::_lll|'.l-|.1 Saterclay. Below s my action repaort from
the

= Seerclary’s wip 10 a bl lemgthy, 3o here's the boitom line:

= S0} now beheves m Clowd tech amd wamits to move the Depertment (o it we
= hove the bulon on pulling together a plan for him.

* Cheers,

=~ Wll

- The SECDEF had a good inp o Seattle and Silicon Yalley, Although musy
= iechnalogies were discussol, Choud wis the cenlerpiocs: why ihe toch
seCiar
= moyed oot challonges m domg o, and the secunity and
analytics'moching
= learning (ML) benefis of doing so. The lant area is where the 50 did mos
= af his mast probing

All compamics did o good job Fiekling guestions and exploining then
> pechmolomics, and we had smple oppomoumty (o pat (hengs inoa strutege
= goritend for the Boss, | beliove the following foar paints sammanze his
= tnkcawnys:
= 1. Ohwar trad iedonal metworks trust all e softwarne oo overy authorized
* poenpurier: meoadern Clowds irusi no seftwan: on any compueier. Implicaiion for
= Dal}: I.ﬂgu-.r |1||:|. sizn] seeuniy cosl, much more in Fn;n..p;u:ul softwane updies

= 2 D irsditional petworks unguestionsmely sl all users on thein;
msodem

= L louds contius| ly guestion all users lnlp!in:.ulin.u for LoD smuch greeter
= prsader Bhrcad sulmerability

=3, Ohar iesdizional metworks contain mosly disparate, uaigque sofiwang:

= prasbern Climids have mostly common seftware sincks at all echelons,
Imaplication for Dol no ability o sim the network. nao ability 1o upgrade

= mofiware continually, no platfirm foe ML

= Ohir iewlizeonal networks F'I-"l:r":.i-;..lll:" BEparmie clains haised on mission sl

= elassitrcation: modem Closds -_I|.|:;;il.|-|l|3. sepuralc dota [usrng encrypton )
= hamed on user credemtiols, Implication for Dol); oo contral dota kake for



= pulytves oned ML no conitral longe-scale compute, much lerger rersork
vverhead, larger phydical secunity, lerger mader theeat votnerabiliry

By the vume the wrap hod compleiad, SO shifled rom skeptical o convneed
= tlagk wi maest meosve 1o the Closd G remain ..'|'|I|I1'h:1il.'l.'\-.,' in .'||."||.'||.'FIHI-|.'I'|'
elficicnl it administraton, nd lethal mooperstions. | gol the sction
fl
beast six temes) to meeet with you Bosl and pull fogether o plan. | had o
= chance to discuss what ihat plan might loek like with 513 before hic
I,I»,'I'ln.'ﬂ'll‘ll
He bked the sdeos, so 11l semmanze them below

=1L We should pick pilot organizabion s os prolutypes belore ptiempbing o
bragder imiplemonistvon. Thes would kel us incomporse kessons leamed from
our o sicecises asd lilerss. | recommcnd BNOA and Transcom becasse bath
= have (a) worked with me on tkis concepl prioe Lo this tp, (b)
forward-leaning leaders ( Robert Candille and GEN MclDew, respectivelyy; (e)
Lurge caches of mission-relevant unclassificd dais (brosdens our industry
base): and §d) missions thal stronely overlap with commensial ML (e.g.,
*~ gl vision, logisties optimization ). The Boss liked both potential
- hellwethors

L W should bease—vice buy—the comnpule, provessime, sl platfonn for
the Clowd beesuse the lease price per rack is low, This koeps us
Kifi=Ris -|,.|.ll|.'
wilh the lnfest tech and obviales the need for Cho't mantainers. 11
alyoulal
also simplify contrecling

I, Whale doing thve palots, we should concurrentlly buld the Departmeni

plan
with penodic updates as we keam

inally, none of these specifics are set i atons s his mi sey mngle
Finalh fth i t his mind. They made
the

poleniinl way ehead moce angible, but the pon i i our lansds on bow to
da

Cheerall, greal trip with an impoertant decisson! thes s bong overdae! |

don't w0 @ wary o owin il wie don't treal dats & amima: compute, as its
an

conncobolness, as ita logistcs:; i leamiing svsiems, ns its ingger

puller. Irs cerlanly somethang we sbinsld discass ot the stmicgy scasion
- pexl werk, Should be fun. 1)

WH







From: Donnedy, Saity SES SO

Tat DeManing. Tony SE5 50

Subject: Ee: S0 Action Repon

Date: Safurday, August L2, 2017 4:-27:13 M
Hegut 1ax

Szpi from my BlsckBerry [ smartphone.
Dirigrmsl Message

From: [keMaring, Tony SES 5D

Sent: Saturday, August 12, 2007 3256 M

To: Donanetly, Sally SES 5[

Subject FW: 5D Action Report

SA. NODIS Flease

= Chriginal Message-—
Fromm: Roper, William ]MW]
Sent: Saturday, August |2, 2007 3

To: Shanaban, Patrick HON S0 -GG o (0en 100N (US)

a -

Sutnect ction Report

Hope wou'ne both having u good Swcurday, Bebow s my action report from the Secretars's trip I a bit lengthy, &
here's the boltosm line:

S0 novw believes in Cloed tech and wanis 1o move the Departreent (o 6t we have the bason on pulling together o plan
for him

e,
will

The SECDEF had o good mrip 1o Seattle and Silicoa Valley, Although many wehnologies were discussed, Cloud waes
the centerpicoe: why the tech sector mved to it challenges in domg so, und the security and analyveics'machine
learning (ML benefits of doing so. The last area is where the 51 did maost of his most probing.

Al goamponies dud o pood job fickiing questions and exploaning their technologies, amd we had ample oppafemity o
pll things i o steiegic context for the Boss. | belicve the Fllowing four poinls summarize s akeawdys

1. Char traditienn! netvworks trust all the s=ofiwire on every authornieed computer. modem Clowds st no $0fiwiere on
any compuier, Implication for Dol larger phyviical security cost, moch more infrequent software upshales

2 Orer iradilicnal petworks unguestionimngly must all wsers on tbem: modem Clouds continual ly guestion all users
Implicaton for Dalk much greater insider threat vulnerability

3 Dur iraditenal nevworks contan mestly desparaie, unigue softaan:; modem Cloads have mosily commopn
foftwan: stacks at all echelons. Implication for Dal; no sbility tosim ihe network, mo ability o upgrade saftwane
coniumuslly. no platfonm for ML

4, Ohar traditional nebworks physically separste data hased on mission and classificanon; modem Clowd: digieally
separale data (ussng enervplion) based on user credentials, lmplication fr Dold: no centrl dala lake for asalviic
and ML, no central larpe-seale compuie, much larger network overhead, larger physical sceunty, larger msader
threst vulnerability




By that teme the toop hisd completed, S0 shafted mom sbephical o convinced Ehat we must move 1 the Clowd 1o
romain compehing m development, élfficient 10 admimsatrabon, amd lethal i operalions. | ot the acteon (o least six
femies ) o mect will vou bath und pull ogeiher 4 plan. | lad a chanee (o diseuss whak that plon might ook like with
S0 before he deparied, He liked the ideas. sa 'l summariee them below:

L ‘Wie showabd prck pilot organeaton(sh us protatypes belore siemptng o broader mmplementation. Thes woadd let us
ipcorponile kessons leamed from osr ovwn suscesses and (milures. | recommend MOA and  Trirscom because both
have (a0 worked with me an i conceg prior & this teip, (b)) forward-beaning beaders ( Rober Cardillo and GEN
MeDew, respectnvely ); (2] large caches of mission-relevan anclastaficd dags | brosdens our industry hase), and (d)
mmissws that strongly averlap with commercial ML {e.g- computer vision, logistses opiimezaton). The Hess liked
bath |'|-|_1‘.|.1||I:.1| bl lwether=

[l We slwuld lease--vice buy--the compaie. processang, aind plarform for the Clowd because the lease price por fack
is low, This kecps ws ap-to-date wiih the latest iech and obyistes the nead for Gov' mamtamers. |t should also
sunplify contmcting.

1V, While doing the pilots, we should concarrenily build the Depariment plan with perindic apdaies g5 we leam

Finally, none of these spedifics ane sef in stone m his mimd. They made the potential way ahead more tangible, but
ihe pen s i our hands on how fo do it

Cverall, greal trip with an imporant decisson: this is long overduc! | don't seé a way 1o win iPwe don'y trest doin as
WIS, COmpuic, 4s its gun, conscciedness, 35 ils logistics: imd learning systems, as iis mpger puller. 105 certainly
":|'||1h:'||I.II'IF wg shimild dhiscuss af (he sirategy sesswn next wiéek, Shouled be fun., 5




From: Chionis, Mrnigr

Ta: Doenedy, Saity SES SO
o Carson, Teresyc Soa. Natian
Subject: RE: SOCOM Comenander - & Rk mone info
Data: Friciay, November 10, 2007 10249 PM
Attachmarte: im0l g

ﬁmgnjﬂ-&mg

Jnfold J0I0H0T7 Jod!

Hi Sally,

Just Following up with a bit more information for you. | have attached the specific agenda that wie
used to brief Secretary Mattls in August, We proposed the same agenda (o GEM Thomas's team

when we connecea wih ther lest mort, |

Hera is a bit mare information on our Silicon Valley location | have also attached a document with
mare details, The AWS Cloud Inngvation Center (CIC) in Silicon Valley ks one of several AWS CICs, |t
directs activities which activate, accelerate, and facilitate public sector digital transformation efforts
This CIC is used by U5 Federal customers, including the Intelligence Community

CIC Silicon Valley exists to pravide the national security community with acooss to industry leading
innovations on AWS. Governmeni customers maet with, learn frem, and influence commercial
investments in innovation and technologies that benefit the community angd accelerate access via
AWS commercial cloud services available at the uncrassified, secret and top secret level. CIC Silicon
Valley is an essential hub supporting the IC's digital transiormation effort

We would be happy 1o work with General Thomas's staff in advance of his visit to not only brief
agenda topics of Interest to him, but also to follow up with proofs of concept on specific projects
related to Al, Machine Learning. or Computing at the Tactical Edge.

Hope this helps. We will standby for further guidance,

Jennifer

From: Chronis, lennifer
Sent: Friday, Movember 10, 2007 10:47 AM
To: ‘Donnelly, sally SES 50
Cc: Carlson, Teresa
Subject: SOCOM Commander
Hi Sally,
We are interested In hosting the SOC0M Commander for a orisfing, and can do mF
in Seattle, whatever he prefers. o e
His office {LiCol JEDR _ Con _:I reachad out to me about a
maonth ago and we had tentatively agreed that we would host him in S2attle and present the same
st of topics that we did to Secretary Mattis (Security, Al/ML, Computing at the Tactical Edgs). We
were given a target window of December 12-18. | put Nate Mangan on point to work with EDH-

and just this week he informed us that they were working with someone else on the visit so we've

been a bit unclear,

It Ganeral Thomas is inferested n visiting us in Siecon ".":'|-||l|'."'|.'. wie would propose 3 similar Jﬂﬂﬁd& ta
what we had planned for Seattle, with added emphasis on the innovation work we are doing in
Silicon Valley for the Intelligence Community

If you could provide us with a POC to coordinate either or both visits, we will gat it underway
Thank you



lennifer Chironis
General Manager, Dal
Amazon Web Services



From: Roper, Wilkam

o Mareyse behua ) CIY 050 OSD (US)H
=< bnriel'y, Sty S5 S0 Moy, histin 555 S0
Subject Rie: Sunwnary of pesterdey™s meeting

Date: Wednescay, Asgust 86, 20017 43710 P

Thamks. Josh. For group SA. here's my inip write up for DSD and Ms. Lond Cheers, Will

The SECDEF had & good irip (0 Seatle and Silicoa Valley. Aldhough many technalogies were discussed, Cloud wa
the cenerpacoe: why the tech sector moved o 1L challenges in doing o, and the securiny and analyticsmachine
learning (ML benefits of domg so. The Lust srea is where the S0 did most of kis most probing

Al companies did a good job fglding questions and explaming their technologies, and we had anple oppartenity o
paat things in 2 strateégic conbext for the Boss. | beheve the followmg four poims summarize his mkeavways

1. Char tradinacaal networks tnast oll the soffware on every authorized compater; modem Clowds st no oltwisre on
any campuier. lmplication for DalY: larger |'r||r:,-'.~||:.j| security cost, much mone nlneguent sollware u[ln;]:.alu;:;

2 Chur wraditicanl nerworks unguestioningly et &l uwsers on (bemg modermn Clouds continually question all users.
lmplicabion for Dolk much prester inader threat vulnerabality

3. Chor Iraditional networks contoim mostly disparsie, uniguce softeane, modam Cloads have mosily common
sofiwane stacks st all echelons. Imphestion for Daly oo ability o sim the nevwark, mo ability to upgrade softwane
contumuslly, no platform for ML

4, (ur traditional networks physically separsie data based oa misson and classification; modemn Clouds digieally
separaic daa (using encrypiion ) based on user credentaly. Implicstion for Dold: no central data lake for asalyhics
and ML, no central lorge-scale compute, much larger netwiork overhead, larger physical secunity, larger insider
ihreat vulnerability

By tha inme the mp had compleied, 5D shifted fnom skeptical o convimced that we must move © e Clood 1o
remain competitngg i development, efficient 1o sdmansiranon, amd lethal in operstions. | pod Ihe action jof loast soy
s § b et with voa bath andd poll wogether & plan. | lad & chance o discuss whind that plim maght look like with
S0 before he departed, He liked the jdeax, so 'l summarize them below

IL We shoald peck pilod prganizationish is protolypes belore afempring 3 brosder implemaniation, This would 16 s
incorporale bessons leamed from our own succotses and failurcs. | recommend NGA and Transcom beease both
have (ah worked with me an this concept prioe & this trp. (b) foreond- beanimg leasders { Robert Cardillo and GIEN
MeDew, respectivelyl: (o) large caches of misshon-relevant unclassificd dats (brosdens our industry base); and (d)
rnisspoine Lhat strongly overlap with commercial ML {e.g. computer vision, I|.1;|;iﬂ:1.':i optimzzation). The Hoess hiked
baih polential bellwethers,

[ We should lemg--vice buy--the compate. processang, and plattorm for te Cloud bocause the léase price per rck
1% low, Thi= kzops ux ip=ta=clate witl the latest iech and obviates the need for Goa't maintamers. I shoeld also
simplify contracng,

IV. While doing the pilots, we should concurrently butld the Deparimen: plan with persatic updaies s we lesm

Finally, nime of these specifics are sef in stone i his mind, They madé the potcntial wiay ahead mose tmngible,
il pen s m our hands on o to do it



Cverall, great mip with an important decisson: this s long overdue! | don’t see o woy o win fwe don't rrest dato as
WAy, compaio, s iis gun, conscoicdness, o3 Ns logishcs; ond leamng systems, as s mgzer puller. 108 cerainly
someihing we shivuld discuns ot the strategy sessbon next wosk, Should be fun. £)

-WE

Cm Aug 16,2007, a1 2:12 PM, Marcuse, Joshua ) CTV OSD OSD (US) _'unn"

= Bally, Will, Justin,

| did my bost b capture the mam pomits from yesterdoy's lusch and took o omck o1 highhghbong implicd iasks
PMlease let me know what | russed or pot wrong

Desl,

Juish

Jovaham J, Muarcuse

Exccutive Dinector, Dietense lonevaison Board
& Innowvaiiron Adyvisor, DO

l'-_'ll.l-||_.'_1'-||
Criiee
Blackbeny
Mbike
MIPR:
SR

Summeny of Cloud Meoctmg 15 Aug 200 Tv.docx
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AMAZON WEE SERVICES
PRESENTATION TO THE SECRETARY OF DEFENSE
Thursday, August 10, 2017

Secattle, WA, USA
Welcome & Eickoft Teresa Carison
AWS in the Department of Defense lennifier Chronis,
lim Caggy
Security CJ Mases,

Alexander Watsan

Artificial Intelligence and Maching Learning
for the Department of Defense Matt Wood, Ranju Das

Edge Compute and Storage Solutions
for the Department of Defense Bill Wass, Colin Lazier
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From: Whis, Dana W SES O30 (LS)
Ta: Doy, Sy SES SO

Subject: . Liowr wilr al frmanon, s Fll Ll i IED
(&2

Dake: Toesday', Augest B, 2017 4:47:04

CLASSIFICATION: UNCLASSIFIED
':'u“:..

Traveling press 15 ool going with S0Vdelegation 1o Amniean, L1 0 nl- has coordiniied with trvvel apemtions
iCal - tor have the delegation move separately that moming and go straight to the nirport

LTl gl wioa @bl Tl WH
Lkuna

—-={¥riginal Message-——

From: Donnelly, Sally SES 5D [mat [ GGG |

Senl: Tuesday, Augast 8, 20017 310 PM

To: White, Dana W SES 05D (U5)
ol S0 - IV 50

LAl S0

Subject: Low vie ml Amadon, right’

[,
Couple questions if | may: Wihat will press do whale boss @i Amazon? Does WH know our sked oad West? Whao

cRactly™

Sally Donnelly
Senior Addvisor to the Secretary of Defense

LUnelass:
sOERINE

CLASSIFICATICN: UMULASSIFLEL



Ta: ™ Fi CIV¥ S0 O, Jerilat

¥ = ; Mikplay, Justin SES ST Foaer N onned b S i
Subject: RES Sexie! Wil heal Ve
Diste: Sunday, Augiet G, 00T (3550 PM

1wkl set up 2 conlerence call [or 3pan lomaeTow.

----- Original Message--—-—

From L] R ]

Senl Sanday, Augst b, 2007 6202 PM

Ia: Ulvmomis, Jenmiler -

L Lol 500 = Mikaolay, Justin SES S0 «= Al Lram

#= | pcirma. Duine Dannelly, Sallv SES S0

Subqect Be: Secllef Visit Next Wieek

Jenn fen Lsine:

Assurming il soll works, lebs goowiin Spm fomaeros
[rarm, that fime ok fier you?

What phone mumber should we usg

Senl npm my iFhone

O Aug 4, 2007, an e PML Choonis, Jennifer < | T - -

* Thanks | con do 1- 1300 or amytime between 2-4 if that works. | bave odded my assistant, Diane, who can
help shaflle some things sround if secessary, Let's plemse also inclede lram as <he has becn on podnt & yod ko

I'hanks again
Jenmaficr

= Uil Message—--—
Foom 1 o s
> henil: Friday, Augest i, 2007 6243

lo: Cheonds, Jenniles
Lib ol 500 =
= AN, Iram
i Domnelly, Sally S5E5 513

= Mikolay, Justim SES 50
- FICAITE,

Dhane -
= Subect Kis: SecDerl Visit Mext Week
- Jemnialer,

* Happy 1o st ap a call amoag e three of s, Unfomunntely, pro-8:30 on Monday woa't work for us. What's the
carlizst lime vou can @k m the aftemoon’



In any evenl, leok forwaerd o inlking

= [hest,

——LIrignnl Missnge—-—
From: Chronis, Jennifer [ 1}
Senli Frdoy, Augest 4, 2007 =57 "M
Ta: Dennelly, Sally 5E5 50
Ci ClI'V S0 =
50 - *; Mikolay, Justin 5E5 50
Ali, Irnm = Ficarra. Dinnc
Bstect: He: Heclkal Yisn Mext Week

LiCa

I'banks so much Sally. | koow Lram | who works for Steve Block novw ) hos been well commocted with it wee'd

be happy e talk wath wall, Justie wnd as well, My Monday mameng e Hght but | eould do aoyibing poor bo 830

o laler in ihe divy, Let me know who to coosdinaie with

- Senl from my iIPhane

O Aug 4, 2017, at 4:40 PM, Donnelly, Solly SES SD _ wroli;

= Hey Jennifer,

- Lot J_l'\.l_. Justin Mikolay and th'-.ll- on the phone carty Monday om. | am flyving back
froim Europe ancd may sol be availalle, |'ul- hiws been runmimg poml. Using one example ol DD obstacles o
claud{if thai what ks bebow ) would be helpful. Also security secunty securily of choud

Oh veah, and if we see power poant, thed will nol be helpful. o)

Send froem iy BlackBerry 1 smariphonc.
Froen: Cheonis, Jemnd for
= Sent: Fodey, Avgust 4, 2017 1E19 PM
= Taw: Donmaelly, Sally SES S0
subpoct; Secllbel Vs Mext Weck
Hi Sally,

= Maxpee you are dotng well. 1 miss working with yoa!

- Two guestions: 1) Do WS have some nme 0 @ik bnefly in advance of the SecDefs visit next week? ' jus
like i hear what lapdmines we should avornd, if any, and get your geperal puidnnge

23 Soe bolow on challenges we are siill seeing with Dol CIC wrt eloud and major policy blockers. lnieresied il
this 15 something vou might be able o pot o bug in some cars ahoal

- Call me asytime. | om working 247 as usal. ;) ennifor

Licgmn lorwarded msssape:

= Froam: Lit 14 LIsAF HAF AFSECSEALT

[hatc -'|.|.|;_.:|:.».| 1, 2007wt B: 2030 AM PDT

« Subiget: PR CADP Waiver




W are ot mpping pein, where DISADoD OO0 is inang 1o kil the Cloasd and Ab just eried uncle. We are
CIESLINE W ik oar mew Cleneral :lu,_l,l_\ ang |,h.uu.|h‘.':. o with Mr. Kom.....or ithe Fipleest Pank on thie cham. K =
time for the g puns,. s Jossy ready o weigh inowith the Serace Scorglores?

- T,

GS-14, DAF
HLY AFSELYEEN
Acting C10 & Chiel, Information Technology & Cyberspoce Oparitions

00 Aveoue G SE Kidland AFR, MM =TT
[ s armm _
Cell

-Uirperial Mosamine ——
IFroami: GS-13 USAF AFSEC AFSEC/SEAL
Sent: Dwursdsy, Aonoest (08, SO0F 915 A0
Tax: Gl 14 USAF HAF AFSECSEAL

= Subjcet: FW: CAP Waiver

Eicsi,
L1513, DAl
- HAF AFSELYSEAC
IT Specinlisi | INFOSEC), 155M

T Avenue G SE Eintland AFB, NM BT

Cell:

M L= 13 LSAF AFSEL AFSECTSEAL

C1 O DO C710 (LIS

CTV OS0D DODCHO (LS

CIV LS Aor Force HAF US ALK FUSUWC R EROAWUICY Al

Lif- 14 USAF HAF AFSECSEAC

Li5-14 LISAF AFSEC AFSEC/SEAL




Copt USAF HAF L' S AR FORCE HOQESAFACIO Ady

- Bubeet: HE: CAP Waiver

= Lircat rl-.~|r-|-.-

Yery samilor can be saud ohowt USTRANSUOM/ARMU massiens thot rely hesvily on conumercial pariners
SOCUMAFSO missons that deploy operstors nround the world, pay and finonee functions, oic. An assanipiion
that niost mission acthity i conducted cxelusively inside the DODIN docsa’t saceount for these,_In the AT we have
over |2 whitelisted B, BT COLIVTInAE aAiiblic nffhirs. While s |||.;|__'|‘|I B sibile 10 decoiiimissaom saiee ol dyose
appes, and @ fow are L2, that stall leaves approximately 1000 public facimg apps to support AF missions

- Wi,

s LI Col, LIBAF
- AARCIO Anst
Lnlerpnse | T Intogemivon Divisiom, |{|||-
L o
DEM

e piginnl Mossape-

= Frosm
Cent: Tuesday, Jul 4% AN
Lo 1% Ul DRCVEN 10 (L%

Gih=13 LSAF AFSEC AFSECSEMAL

woh 2017

CUV O50 DR OO (LYS
CIV LISAF SAF-CH Al (LSS
Li Ul UsAlF 5AF-CIO Ab (LiS)
1Y USAF AFSEL (Lis)

CIV USAF AFSEC (LIS

- Subjeenr CAP Waiver

far Foace Salcty LUenler's mmsseon @ o Salcguand Aarmien, Prodedd Besouroes, and Preseme Lombal Headingss
We are pamiully sware thst the most ool operational space for our mmmen 13 ofb-daty, pamicularly in personally
ownd vehicles, Fatalibes from off=-dety mishnps are more than double &l sther mcsdents combaned, We are
trnstlioning W prosctive safety o sdidress this phenomenal risk to our gineen, pnd prosciive safeiy reguanes thal
every airman be o senaor--al all tmes

- I 'H.||,'|"|."-|'| il this -,'r|:|-|1_ Wi hiaveE e T |'-,'|1-|'-I1|:I!: -:'\-!-||||.|'.|'|,|-| s i..|-. THIA, :|.|1|| ||1|.'.'|.|_I-| iG] Yy ||.-|,|'.Ii-\.'||| 1[4
profect our ammen ol home, 0 thenter, or in any other arca where they may be exposed o msk,. Additionally, we
have no control over when apd where those hasirds arc realieed as mashaps; so0 our salety myv'estigatson personncl
are oflen called can lo remiste localms wilh lime-senative reparang rolpiremendd and noed 1o have acoess o
svsicins withoul secess bo DODIMN conmeciion poknds

Lhur system docs maminan low-level PLL occupatsonally-relevant FEHL and Safety-Prvileged Informatson, but our



msspon and 1is impleation for Life-sp ety provides o rewand for the risk of thet mmemal doat on the miternce, To that
end, we necd o purse o AP wanver—| om more than happy 1o moke our systemd availnble o penotration i@sting,
auchiting. review, or ony other procéss or wodk fow 1o prove our postere. | believe we ane secured 1o ai leost
indhesiry«best-praciioe hevels, amd am always willing to loam, adapt, ond increase thnt pestuee. Wi wre nol purswng o
wiiver b avodd or circumyvent policy, but to perform a massuon thet i by neture agile ond flexible, 'Withost that
Nexibility, mmmen lnoes ang lost and our mission 15 degraded

Hl.'ﬂ.
- - G5-13, DAF
= JLAF AFSECSEAC
IT Speeinlt (INFOSEC), 1S5M

WM Avenue G SE Kitland AFB, SN ST117

> DS :'l'.'il|11r||'_
= el




Fram: efy, Saity SES 5O
Tt WW
Subjoct:

Drate: Moniday, July 31, 3017 L1236 P

'I'h.'t-ukw.

Sally Donnelly
Senior Advisor to the Secretary of Defenie

Unclass
:“.;\_'L'llrE'
..... Original Message-—-

o Y 1 50 00C (1) . S
Sent Monday, July 3
To: Doanclly, Sally SES SD _

Subject: Amaron Mocting

Hii Sally,

You asked whether you could join the Secrctary in meeting with Amason given your previows proyvision of
consuliing services o Amason Web Services. As you keow, 5 C.F R §2635, 4012 provedes that sa emplovee should
nil pariscipate ina particular matter where the employee has a coverod relationship with & pasy 1o that matier and 2
reasonable persea with knowledze of the relevani facs would quesivon the employvec’s mpartiality o the mafter

An -|;'|:||J'II|1:|.:'|.1 his & covered I:t;l:iim'\hlp wlh amy cntly for whom the emplovee served o5 2 consyland dl:ring the
lase yuar,

Based on the miermation you provided. the purpose of (he visa is mercly (o lesm absot how Amazon has been able
to successfully structure their logistics, perform data analytics, and incentiviee their workForee. Yo will be in
"receive mode™ end there % oo inbent loe this meeimg fo nesill i any decason or recommendetion thal woold nmpact
Ameon or its fipancisl sinmnon. There is also no current or pending contreet, project, or oiher action o which
Admazon i of nagy be o pany

J‘I.L'-;,:url:|.|1].:i:|.'_ M kWS fol appei that there 18 any partscular matier m which o wonld be partscipaling v | UIN Ty
mtend 1he meeting withow smplicating e provisions of Section 502, Please ket me know il you have sny alditional
fuacstions,

Wir

SRS .-"|.I!I||-|11|::|.'
Stmdands of Cosduct OiTice
Dol Office of Genersl Counsel




- e
T %

Subprct. RE: Reminders for Remaineng 478 Quesions - Per our Comaarsations This Moeming
Date: Monday, May 1, 2317 124208 PM

They are all o be listed as Assets, When you open FDM ([itps:Vwww i spmy ml (FDRM ') - under the ASSETS
fub - glick on the ADD ASSET bution - and thien add sach entry idivedualby.  Just o5 we went through this

msoradng, vou will choose the mdio budton 1o mdseate 7 s or s o amployment-related. Choose the appropriste
oamer button (sell, spousc, dependent chilldh  Then complete the remminder just o5 was dose on yoIx preor cniries,

Agiin, I'm gvailable 1o meview i;'rﬂ.'ﬂ'lhil'ql before yir g0 fimal

Wir,

----~ka51:L|| .'pln:'.:q.ugl:-- -
Fiorm: Ehbl:hl..‘il:i-. Hil|l'r|.' SES S0 !
Sent: Monday, May 01, 2007 1 1:58 AM

lio: CIV QRO (LIS)

Ci: ool 5Lk Hach Diross'

Sulreset minders for Remaining 278 Questions - Per our Conversations This Moming

Thank you very much
Also, one more question; my hsband and & dependet child bave stock i three
compuinies: Armron, Sanmina and GE, Do | need o list those inoa senaraie
locmipon !

Sally Domnelly
Senior Advisor Lo the Secretary of Defense

L' milnss:
Socure

---—1'|-ri.__l'ir|.;|l LE [S151E Jo—

CIV O5D G (US)

Sent Monday, May 1, 2007 T1:
Ta: Doanclly, Sally SES 50 <

Cc * LiCal 5D
Subject: Rimmdees Tor Remamang 2

Hnr.:m::

iestions - Per our Conversations This

Mls, Doanelly,
I wes very nice meehng with you ths moming
Froun my nides, there are two items that stll nesd fonher impad

| Limler COMPENSATION ¢« SR Advisors Y ou must check your
reconds o ensre that none of the eatites cunently histed on vour report
implemented copldentiality agreements that preclude the inclusion of their
information being cited on your report. Keep in mind these must be
bopafide signed sop-disclosure agreemernts



d Linder ASSETS / IRA Holdings TWC and AOL: You have confirmed
that the ADL and Time Wamer Cable are investments in COmpany sbck -
separale from your defined contribution plan (400 L) with yvour formor
employer.  Yow siaied that these assets are held within your persons| THA
secount  You must venfy their "ourrent” values - AND - you niast confinm
thie amwounts of incoene caumeil for the reported period (all of CY M6 !Il.rl.mgh
the date of filing) - anad the tvpes (Evadieids or capiial gains) of amy ssch
camed momme

Fael free to contact me if vou have additbonal questions. Due 19 the slowed
pace of fry vedce, [ may Bave o answer by emoil - or | can come hack (o your
office. 11's Inerally only a few steps away

ViT.

Liovernmmeil EX :E'il"illil.h.'!:.lt
|]|.",|!l.:|'[r“.||:|'| ol Disfemse
Ramvlants of Condoezl (fTice
1600 Defense Pentagon, Koom
Washington, DC 20500- 1600

Phome:
Fax:

CAUTION: This message may contain information protected by the
atbomey-chent, attormey work product, dehberabive process, or other
ey |I|:|::|: iy yioul have quesisons CoRCEMINE aul |1|:rr|['_|.' b dessemaiate
information feriher, please neply (o the sender of this e-mail for gadance.




Froem: Pornedy, Sally SES Sh

Tox Detloring, Tore SES S0

Sulrjects Fr: Ol Lipaiarie

Dt Saturday, August 19, JO1T BCL207 PH

Awesome, thanks. | will connect direct with Ellan. One note: The entire idea of "'milcloud” i
Lionat

Senl from my BlackHerny 10 smartphoans

From: DeMarting, Tony SES SO

Sent: Saturday, August 19, 2017 9:37 FM

To: Bi Kari A HON (US); Daigle, Robert B HON (US); Lord, Ellen M HOHN (US

Er;- MAJ 5D, CIV SD; Donnelly, Sally SES SD; v S0;
050 1

Suh]ad:F'l'u' Cloud Update

Kar/Bob. both of you have talked to me about Cloud and the desire 1o see progress on you
independent initiatives. As a result, [ am looping you into this discussion with Ellen and foln 7.
I've asked and team 1o capture all the on-goimg efforts and provide a consolidated list of these
activities for the Depury.

He will be happy to hear that CI10 is looking for ways to move forward.

Thanks,

Tony

From: Lord, Ellen M HON (US) [:uai]lu—]

Senl: Hnnm:l.n.}'- August 19, 2017 5213 Ph

To: Zangardi, John A SES 05D DOD CIO (US)

C: Shapahan, Pamck HON SD . DeMamno, Tony SES SD | Michelli, Thomas Patrick SES OSD
poD c10 (US) . [ ¢V sD - McFulme, Maubew BG SD . Roper. William B HQE
(US)

Subject: Re: Cloud Update

Excellent!

Ellen M. Lord
USD(AT&L)

19, 2017, at 12:30 PM, Zangardy, John A SES OSD DOD CIO (US)

= wrole:

Standing by to meet. [ will give my staff a heads up to work some time.
OBTW, [ have been |]1I5|lll12 on 1o move forward on clond for scme tune. Glad o
see the push

ViR, Z

John A. Zangardi

A::Tini DeD CIO




On Aug 19. 2017, at 12:06 PM, Lord. Ellen M HON (US)
= > wiote:

John-

Let's get together on Monday. Will and I spoke late last week about a
plan to quckly move forward.

Ellen

Ellen M. Lord
USINATEL

1 John A SES OSD DOD CIO
= wrote:

Secretary Shanahan,
I wanted 1o follow-up on Will Roper’s email regarding
SD's tnp to the West Coast. | apologize about the length
of this emanl
I amn encouraged about the Secretary’s mterest and want
to report that we have been working io deliver Clond
services to the Department. DoD CIO 15 in full support
of the move to the Cload
We are nuplementing our second generation of Cloud
service capabilities leveragmg both Commercial and
Private Cloud offerings and are picking up velocity m
moving data and applications to those services,
We currently have hundreds of production and proof of
concept/mlot programs 1r|rbn'|.|.11.-' m Commercial or
Private Cloud settings with many more in the pipeline.
Owr pilots and programs encompass Cloud Service
offenngs for wfrastructure, platform and software
services and
- Amazon Web Services (AWS) 1s currently the
leading cloud service provider for DolYs
unclassified workload with over 115 projecis.
- We recently awarded MilCloud 2.0, taking
lessons we leamed with MilCoud 1.0. Thas is our
second generation Private Cloud managed by
DISA,
- A major conamercial Sofrware as a Service Cloud
mmhiative 1s the Defense Enterpnse Office Suite
(DEOS) whach will provide office productivity and
collaboration tools for ~ 4 nullion from a
Commercial Clond provider

Currenily, there 15 no enterpnse imntiative directing all
data storage and compute capabilitics to transition to



business case, and n-:-c would anticipate that this upp;'nach

would continue as we learn from ongoing efforts, Cost is

a major driver, but security of our information is just as

important. Lessons learned thus far have identified the

following challenges:

Acquisition and Contracting Approaches.
- Acquisition Strategy: The Department has no
single approach to accessing cloud services.
Lessons learned from the Imelligence commumnity’s
move o a central cloud service for its 17 agencies,
AWS C28, provides us evidence that in certain
functional arcas we will want to pursue a similar
strategy to improve data sharing and security. Due
10 & requirements scope limitation in the current
contract arrangement, the non-intelligence portions
of the Department will not be able to leverage the
AWS C25 vehicle. We are explonng alternative
approaches.
- We nead 1o ensure our requirements are not over
preseniplive and enable collaboration with or cloud
serviee providers to ensure the most innovative,
cost elTective and secure implementation
approaches.
- The requirements artifacts associated with
contracts, must clearly define our expectations with
regard to Do) unique equities, such as data rights,
data security and data transition, and the evaluation
critena and source selection process must weigh
the cost and risks to the government and providers.
We've had two sigmificant technical level
engagements in the last two months with the “g
five” of Amazon, Micresoft, Google, Oracle and
IBM to collaboratively help us work through our
challenges in contracting.
- Ensuring competitive pricing throughout the
lifecycle of the relationship with the Cloud service
provider will also be a challenge that will have to
be addressad in our contracting approach and our
management of these services on the government
side.
- Cloud Services program management will not
lock like typical weapon system program
management. The entities responsibility for
managing these efforts will have to have strong
contracting expertise, but will also need technical
and cyber axpertise for interface management and
data protection.

Legacy applications.,
- DolY has many legacy applications that were niot



designed to run in Commercial Cloud architecture,
We are aking imermediate steps such as
virtualization. This will most likely be the long
pole in the tent.

Cybersecunty
- Many Cloud providers do not meet mimimum
Dol Cybersecurity requirements.
- Two current examples of Commercial Cloud
implementations we worked with mdustry in
cybersecurity risk trade-ofTs include the new DoD
clectronic health record system MHS Genesis
{commercially hosted'provided by Cerner) and the
proof of concept/pilot for a next generation
Defense Travel System (commercially
hosted provided by Cemer). In both cases the
commercial provider was not meeting appropriote
cybersccunty standards, We then collaboratively
assisted them to come ap to standard while making
conscious cost and risk tradeoffs in the process.
Mission environments.
- A Marine Expeditionary Force in Afghanistan for
example is in a Disconnected, Intermitiently or
Low-bandwidth connected (DIL ) environment that
will often if not always keep them out of the Cloud.
We ane working solutions with industry.
- The use mix of private and commercial cloud
capabilities could be mission dependenl. The cosi
differential between private and commercially
hosted cloud services is also significant. Clear
policy standards and risk management criteria will
be critical in determining what and where data
assets, applications and services will be hosted.
Because of these vanables, | see the DoD) approach 1o
the cloud as a mixture of public, private and hybrid.

As vour PSA in this area | am taking lead and am in tight
collaboration and with Congress, White House/OMR,
LSD(T), USD (AT&EL), DCMO, Joint Staff J6, the
Military Departments, and Cyber Command and
industry. With your support we bring ever more speed 1o
capability in the cloud.

VR, Z

John A. Zangardi

:"ir.linl Dald CIOY



From: Bakodyn, Justn SES 30

To "Rt Shah”
Ccs Dunoeby, oty SES S0

Saliea RE: Cloud Compising (UMCLASSIFIED)
[haites Fridary, Mawgust 25, HOLT 4:23: 19 PM

Amen. This 5 a3 great note from Enrigque. 5ally is already working angles with this note providing but
tarpeting data (whio to crush) and ammunition [reason (o crush)

From: Raj Shah |rr|=|-ltr.~_]

Sent: Friday, August 25, 2017 1:07 PM

To: Mikolay. Justin SES 5D

Ce: Donnally, Sally SES SD

Subject: Fwd: Cloud Comguting (UNCLASSIFIED)

Justin, Sally:

We'll have a revised doc to you soon. but want to share the feedback from the guy leading our
software efforts. It 15 cacial that the sd memo ersh the bureaneratic impedments. As most
things. this 1s not a technology problem.

Hayj

Begin forwarded message:

=

From: Enngue Ot -
Date: August 25, 2017 at 10:59: I"? MDT
To: Greg Oslan <
Cc: Raj Shah - >, he:m Hentage <
Subject: Re: Cloud Computing (UNCLASSIFIED)

Ray,
[ just got off the phone with the AWS team putung together the Secret-level AWS
cloud. It should go live i November. I'm very excited about that.

They said that they had a great meeting with SECDEF. but their talks last
with DoD'CIO and DISA were "mteresting."

week

Thus s obviously a showstopper for the entire DolD.

e second 1ssue will be contracting. AWS does not know exactly who wall take
lead in DoD 1o establish a contract (I think it should be us), but they are trying o
prove to DoD/CIO that this is enough demand m the DoD to warmrant a contract
Ihe AWS team thinks that 25th AF may be tasked to do this, but not until next
Spring/Sunimer,

[ thank thas 15 absolute BS .. the demand 15 massive. SIPRNET 15 the DaD
warfighting network. everythmg we do for AOC and the rest of the ops
commumity should be riding AWS SIPR. Tlus is probably why there is pushback.
I will make some edits to the document. My biggest concern nght now is
mnplementing an agile secunty model. 1 am being beaten dowa daily by vanous
LA organizations who demand lost of paperwork but add no real securiry

I'has should be fun.

Ennque




From: Bingen, Kad A HOW [LI5]

Tai CeMarting, Toow SES SD: Daychs Robssit B HOMN (UG Loed, Eler M HOM (US)

o S S v 50; ponnety, S SES S0 IS5 dancrs, Jonn A
Saiby it RE: Chousd Lipdiate

Date: Susnclary, August 38, 7 62028 PM

Thanks, Tony, for looping uain. | would absalutcly Lke to cngage with the group 1o contnbuse on this

Todd Lawery also supporied the 5D¢s Weat Coast irip and was ahle to discuss the [C's cloud efforts. The
has bees work ng withi tlsg ClOy smfl o |.__".'Ili|'|5 thhes awerenicss of aad docess o, e 10 cloed activilies

also @ secEiiy theend FHCCE W lesink i, s woell, whisch Jobin 1||.!.‘;|| |:|;'|!|I % gl

LT Tyl 1
Knn

- 1]||._'|||.|] "-[l;n:l!:..' e
From: DeMartins, Tony SES 5D | i
Sont: Seturday, Augusi 19, 2007 537 MM
l'o: Bimgen, ko A U (LIS}

» Dhngle, Hobart B O (LIS)

=2 Lard, Ellen b EIOM (LIS)
- CIV 50 -
Cly 50

MAJ 5D -
Donnclly, sally @ 5ES (L1%)
a"'.lil!_'ul.rlil. ohn A SES QS5 ROD CIO (US)
Subject FW': Cloud Lfpdaie

S stall

|-||.;|.' (%]

KufyBob, bath of you have talked o me aboul Cloud and the desing 1o see progress on poor ndependent initintves

Aa a resull, | am loopisg vou inio this discussion with Ellen and Jobin .

| "ve -J-"\-l\-l.:i]- and tean o CrpHure all thie o= i efforts and oYy iWle a consolplatad list of these acimvities Tor the

| I EULE

| B weil] B ||.|.||;H. 1 hzar that OO is BRI Tobd Ways A0 iRgve P sad

T

From: Loed, Ellen 5 HON (US) | ol
Sonl "'\:JI'.|r|.|.|._._ -'|.|.|¥u~.l 19, 20017 5:13 MM
Tio: Znngardi, John A SES Q50 DOD CLO {LIS) -
e Shanaban. Peirck HIO™N S50 - - DheMlsireem. |||:|:.. SES 5D
: Machelll, Thomas Parick SES OSD DO CT0 (LIS

L v Hioper, Wilkhanm B FRQE (L%}
Subject He: Cloud Update

Ll 5D : Wlckarkame. Makthew L



LSIHAT&L)
ant r;r?l-
v - S

O Aug 19, 2007, at 12:30 PM, Zangardi, John A SES 05D DOD CK) (US) _

Standing by bomcet. | well mive my stall & heads up 1o work somc time,

ORTW, | have been pushing on fo move forwand on elowd for some time.  Ulad o see the push

John A Langards

Aot Dholl C0)

O Aug 19,2017, ot 12:06 M, Lord. Ellen M 10N (US) -

TR WL

lihin

Led's 2l |:.:|.I:|'||.r' oy Monday, Will wngd 1 i ke late last week absoul o frian ko .|I.|1..Lh ey Jarwmngd

USINATEL)

|';n!.:.:.'.:-:|.-



O Mg TR, 2007, ot 5:52 M, Zangordi, John A SES 05D DODCIO (US)

- == Wil

Sevretary Shanahan,

I waided 1o Follow-up on Will Roper”s email regarding 5T tnip to the Wea Comst, | apologie
ahoat ke L:""J::'h of this ermahl.

[ sy encournged about the Scerctary's inlerest ond want 0 repson thail we have been -m:ukmt: [TH}
delrver Cloed services i the Department. Dol CHOOs in Full support of the smeove to the ©lowd,

Wie wre pmplemcating our second weneration of Clowd service capaba lsbies evemgmg boch
Commercial ond Privase Cloud offerings and arc packing up velocity in moving data and applicaions ko those

BEFVRCH.

Wi currently hind hundreds of produchion ard proofl of comceppilot progoams ansberway in
Commerzial or Private Cloud scitings wilh manmy more in the pipeline. Ot pilofs and programs éncompass Cloud
Serviee ol i.nll_- for infrastruciure, placform and soffwone services amd

Amazon Web Services (AWSD i curmently the lesding <lowsl serviee provider for DalYs anclass: fed
workloed wath over | 15 projects.

- We reeemiy awarded MIWCTowd 2.0, mbkang lessons we learmed with MalCod 1.0, This 15 our
megiadil g,-,'l-q,'r;.,ﬁm: Priveate € Bodisd 1||..in5¢..| by LMSA,

A mapor commmeroind Sofbware as 8 Service Cloud inftintive is the Defense Enterprise Office Suitc

{ DEOKS | which will provide office productivity and ccllabosation toals for = 4 million from 8 Commencial Cloud

provider

Curronily, there s ne entetprise mitiative directingg all dma storage sind compuie capabilities o
renmentian o Cleud services, | :""'J.["' o Cloud services s driven h:.- the busiscss cose, and we would anficipate that
thiz approech would cemtinue as we learn from ongoing efforis  Cosi s e mogjor dover, but scounmty of vur
information is jus os mapertont. Lessons leamed thus for heve idenidified the following challenges:

e e tn e ——— [ [

- Acguuisriian Srategy: The Depariment has no sangle approsch o scoesung cloud services. Leasons



learned from the Intelligence community’s move to o central clowd semvice for its 17 agencies, AWS C25, provides
us evidence that in certain functional areas we will wont 1o pursue o similar stmtegy 10 improve dats sharing and
security. e vo a requirements scope limzation in the current contmct armngemen, the non-intelligence portions
of the Department will not be able io leverspe the AWS CI5 vehicle. We are exploring aliemnative approaches.

= We need to ensure our régpiremenls ane not over prescriptive and eanble collaboration with or clowd
service providers (o ensure the mosi innovative, cost effective and secure mplemeniation approaches.

- The requirements artifacts associated with contracts, must clearly define cur expectations with
regard to Dold unique squitics, such as dota rights, data securty and data transition, and the evaluation criteria and
source selection process must weigh the cost and risks o the government and providers,  We've had two significant
technical level engagersents in the last twomonths with the “big five™ of Amazon, Microsaft, Google, Oracle and
1BA o eollaboratively help us work through our challenges in contracting

- Ensuring competitive pricmg throughout the lifecydle of the relationzlap with the Clowd serace
provider will also be a challenge that will kave to be addressed in our contracting approach and our management of
these services on the government side,

= Choud Services program reanagement will not look like typical weapon sysiem program
managemeni. The entitics responsibility fer managing these efforts will have o have strosg confracting cxperise,
but will also need technical and cyber expertise for inferfsce management and data profection,

= Dhol) has many legacy applications that were not designed 1o run in Commerceal Cloud
architecture. We ane taking imtermediate geps swch as virmalization, This will most likely be the long pole in the

= Manmy Chowd providers do not meeet mimimum Dol Cybersecurity requircmonls.

= Two current examples of Commercial Cloud implementations we worked with industry in
cyberscourity nisk trade-offs include the new Do} electronic health record system MHS Genesis (commercially
hosted pronided by Cemer) ond the proof of conceptpilot for a next gencration Defense Trovel System
{commercially hosted provided by Cemner) In both coses the commervial provider wos not mecting appropriate
cybersecurity standands.  We then collabomtively assistod them to come up o standard while making conscious eod
wral risk tradeoffs in the process,

= & Marine Expeditionary Force in Afphanistan for example is inoa Diseonmected., Intermitiently or
Low-bandwideh conneciad (1ML ) environmen that will ofien if not aleays keep them out of the Cloud. We are
wiorking sobutions with industry,

= The use mix of private and commercial clowd capabilitics could be mission dependent. The cost
diffierential between private and commercially hosted cloud services is aleo significant. Clear policy standards and
risk management crteria will be critical in determining what and where data assets, applications and services will be
hosted,



Becaunse of these varables, | sec the Dol opproach o the cloud ns a mixture of public, prvate nnd
hyhinad

A youer PSA im this orca | am taking lead amad am in tight collaboration and wih Congress, While
House'OME, L'SINT), USE (AT&L) DM, oint Smaff 1o, ibe Milmary Departments, and Cyhber Command and
inhotry, With yeur sepporl we bring ever mone spead o capability in the cload

Iokin A, Sangeards

Acting Dol CT0




From Carson, Teresy

Tt Cotingdy, Sadlv SES S0 Chipews, erhil g
= feach, Nptian

Subject Rie: SO00M Commandsr - 4 it moee iilo
Date: Pricaty, November 10, 2007 1104:43 PM

Attschmarla: i F R

Dear Sally,
Please let us know your thoughts on this agenda?

Warm Repards,
T-

Teresa Carlson
VP Warldwide Publlic Sectior

On Nov 10, 2017, at 1:02 PM, Chronis, Jr.-nniler-_*- wrote:

Hi Sally,

Just following up with a bit mare information for you. | have attached the specific
agenda that we usad o brief Secretary Mattic in Acguest. We oroposed the tame
agenda to GEN Thomas's team when we connected with them last month. [ I
SR - e L

Here i a bit moce information an our 5con Valley location. | have also attachad a
document with more details. The AWS Cloud Innovation Center (CIC) in Silicon Valley is
ane of several AWS CICs. It directs activities which activate, accelerats, and facilitate
public sector digitsl transformation efforts, This CIC i used by U3 Federal customers,
including the Intelligence Community.

CIC Silicon Valley exists to provide the national security community with access 1o
imdustny leading innovations an AWS. Government customers meaat with, learn Iram,
ared influence commerclal investiments in innovation and tnhnulu&ir'. thal benefit Uhe
community and accelerate access via AWS commercial cloud services avallable af the
unclassified. secret and top secret level, CIC Silicon Valley 5 an essential hub supparting
the IC's digital transformation effort

We would be happy to work with General Thomas's stalf in advance of his visit (o not
only brief agenda toplcs of interest to him, but also to follow up with proofs of concept
on specific projects related to Al, Machine Learning, or Computing at the Tactical Edge
Hope this halps. We will standby for further guidance,

lennifer

From: Chronis, lennifer
Sent: Fnday, November 10, 2087 10:47 AM

To: "'Donnelly, Sally SES 50¢° _:r
Ce: Carkon, Teres: N

Subject: 50C0OM Commander
Hi Sally,



We are interested in hoating the S0C0M Commander for & briefing, and can do .u.:-.

in Seattle, whatever he prefers,
His office (LtCol ,cﬂlt_. CoL m| reached out to

me about a month ago and we had tentatively agreed that we would host him in
Seattle and present the same set of toplcs that we did to Secretary Mattis | Security,
Al/ML, Computing at the Tactical Edge). We were given a target window of December
12-13. | put Nate Mangan on point to work with EDR- and just this week he
informed us that they were working with somecne else on the visit 5o we've been a bit
unclear

it General Thamas 5 mterested in visding usin Shoon Valkey, we would propose 3
similar agenda to what we had planned for Seattie, with added emphasis on the
innovation work we are daoing in Silicon Valley for the Intelligence Community

if you could provide us with a POC to coordinate either or both visits, we will get it
WUNDerwWay

Thank you

lennifer

lennifer Chronis
General Manager, DoD
Amazon Web Services




From: Rornedy, Sy S8 20

T Dby, Safh SES S0
Sailbjecnz Fw (L) JROCH Sagned 1!
DAt Friday, December 29, 2007 34%:27 PM
n m Ly 295 martp
From: Chris Lynch

Sent: Friday, December 22, 2017 1:14 PM
To: Donnally, Sally SES SD

Cc: DeMartino, Tony SE5 sng_ CIv 5D
Subject: Re: (U) JROCM 5i

Also... it normally takes years and we did 1t i months.
Chns

Sent from my 1Phone

O Dec 22 2017, at 1:12 PAL Chins I.}1]\':]L_ wrole:!

This abigns all of the MilDeps to our Clond mtiative. The exciting thing 15 1t gives
us thewr requirements wluch can then be fmnpeled into the RIFP. That 1s a huge win
for us, as those cross functional requirements validate the need of JEDI (The
Cloud) for the nulitary, weapons. and wariightmg svstems.

Chris
Sent trom my 1IPhone

On Dec 22, 2017, at 12:05 PM., Donpelly. Sally SES 5D
wrole:

Excellent. Can vou fake rwvo senfences on the ngh side of necessary and
tell me what it means

Sally Donnelly

Senior Advisor to the Secretary of Defense

Unclass:
Seciure;

From: Chris Lynch m
Senl: Fruday, December 22, 2017 12205 P

To: Debdanmo, Tony SES 8]«
sallv SES 5D

=, Donnelly,

Ly

Subject: Fwid: 4

Joint Enterprise Defense Infrastrocture now has a signed JROCM,
Yes.



Chns

Sent from my iFhone

Begin forwarded message

From: "Sutherdand. Cyvuothia E CIV IS J6 (US)"

ate: December 22, 2
Ta:
{1

a) Lol LisA

Subject: (

CLASSIFICATION: UNCLASSIFIED

Cimys

Wanted to let you know the VCICS signed the JROCM
I sent 1t on the high side to CAPT
Have a happy hohdays.

!u !3'!e|~e-uunl'g. .-Lllﬂl'!rﬂ

Cvberspace Drviision
Joumt Chaels of Staff, 1-6

il

CLASSIFICATION: UNCLASSIFIED




From: Detartin, Tony SE5 50
To: Deemedy, Saily SES SIF "Raper, Wlam'

w R .
RE- S0 PR

Dtz Tuesdasy', December 19, 2007 1:08:-52 P

From: Donnelly, Sally SES 50
Sent: Tuesday, December 19 2017 12:13 PM

> Beermann-Curtin, Sharod

Subject: RE: SCO PM

Sent: Tuesday, December 19, 2017 3:47 AM

To: Donnelly, Sally SES S0 _:-: Defdarting, Tomy SES 50
s
c: - - - N

Subject: Re: SCO PK

Sally, Tony, for clanfication, NSS (mainly Rob) 1s driving this train, so our position 15
whatever and however the bosses want (0 support, But of we think DoD) executing a 50
pathfinder is a good idea (and 1 do) then we'd run it just like any other project. On the
commercial side, 5G 15 where # lot of the machine-to-machine (ransaclions are going 1o
happen, and we're behind the power curve as it s on machine leaming. ['d hope we could use
a pathfinder like this to build greater DOD awareness about ML and make us more of a
thought partner with industry,



I'm on Caster Island today with himited comms, L:ILI'-z:-u syuch with me on the mtiative.
If vou need anything today, he has the baton. Just wanted 1o clarify that we re trying to be
helpiul to the NSS by doing some sous cheffing for them bt are making it clear that we are
not the decision authonty

Cheers,
Will

5ir / Ma'am
In coordimation wath the Rob Spaldmg [ have prepared a pathfmder bnel, that sad
vesterday’s NSS release necessitates a few updates to our proposed project plan

Those updates wall be completed by noon today

Dr. Roper s on annual leave until the new year- [ am available upon request.

!n:uepm ! njm'n|utius. Office

—-Ongnal Message-—-

From: Donnelly, Sally SES SD ||.L|.L|.|LLF]
Sent: Tuesday, December 19, 2017 7:52 Al

Subject

Rpr. | asked Capt

what 15 beng ackec

to speak to Rob Spanldmg{NSC) to determme exactly

Sally Domnelly

Semior Advisor to the Secretary of Defense



From: DeMartino, Tony SES 5D
Sent: Tuesday, December 19, 2017 7:12 AM
l'o: Donnelly, Sally SES SD -

Subject:

Thanks Sally. We are still looking for specifics in writing. Ounly have verbal from
you and a couple of stnngs of emails

)

T'ony DeMartino

Chaef of Statf, DSD

o

From: Donnelly, Sally SES SD
Sent: Tuoesday. December 192017 5:52 AM

-, DeMartino, Tony SES

Subject:

Coed above.
[ have cced Chief of Staff Tonv Demartino for awareness

DSD office also leading on clowd, with Chnis Lynch of DDS i tacon. Do you
know Chns?

Sally Donnelly

Semor Advisor to the Secretary of Defense



|"i|'-|:'|'|:
Sent: Maonc ay, December 18, 2017 10:41 P

To: Donnelly, Sally SES 5D —

Subject: Fwd: SCO PM

In L'u-mm;ungF I recerved an out of ofhce reply. 1s there anvone else in the
DSD Office that | should be coordinating with prior to his retum on the 27h.

Special Adwvisor to the Director

Secretary of Defense

Strategic Capabilities Office

Begin forwarded message:

From: "Donnelly, Sally SES SD" - _



Drate; Decembeer 14, At 1223511 PM EST
['o: "Hoper, William'™ -

Tracking. Looping m. in DSD office

Sally Dounnelly

Semor Advisor to the Secretary of Detense

From: Roper, William |Wi
Sent: Thursday, December 14, 2 2:13 1

Hi, Sally. For clanty. shonld DSD approve the reprogramming, we would lead a
sathfinder as part of the broader WH mutiative that Rob has been pullmg together
{who's also working Cloud) will be our PM, and a good one. T maght say

Cheers, Will



On Dec 14. 2017, at 2:01 PM.

" Wirote:

Ma'am,

Per Rob's note | have been tasked to lead the 5G mtative. Pendmg vour
availability, SCO is prepared to engage on the topic

[hanks for your tune 10 advance.

If,

Special Advisor to the Director,
Cwber [ntiatives

Office of the Secretary of Defense
Strategic Capabilines Office

—=(nginal Message-—-
Frome Spalding, Rob S. EOP/NSC Immir__
Sent: Wednesday, December 13, 20017 2:31

l'o: ‘Donnelly, Sally SES SDY _

1l '|_'|'|.‘!..'I b

Sally,

Will's out of the country, so I wanted to connect you wnh_

who 1s working the 5G project. [ expect to have some conummication soomn
requesiing action on the reprogramming

Best

Rl



Roh Spalding
Sentor Direcior
strategic Planning and Assessment

MNational Security Council




From; b, Jobin M HON (LS

Tz M&LLWA@M_MLLM
Cct Mooy, Thoengs f .-E‘-'I.'I"JLJI:II'.I'-F'I"..-III"J'I Lk Doy,

Ty 5ET o). o 5D
i 5 W7 i
Sailijectz RE" Choisdl Dt o walth D50 - includes ssveral Deioers [UNCLASSIFIED)
Dtz Tuesday, Novemnber 14, 2007 11:52:30 AM

CLASSIFICATION: UNCLASSIFIED

CLASSIFNCATION: I'NCLASSIFTED

oy

Thamks for the: heads v and lean foraarnd. [ aall begin mtepaimg mio this effort o appon and facilitae thas both m
the shoet and bong terms = all wath the commmon gnal of cotnbaifing o the ohpectnoe of cificiencies aoross the
clepuartrmieni

Safe traveks
THG
CLASSIFICATION: UNCLASSIFIED
———rypinal Mewsage——-
Fromm: Dedlarmme, Tony SES S0
Sent: Toesday, Movembser 14, 2017

To: Cabsan, Jabm 5 11 HON (115 -
= Pintgle, Binbert H HOM (155) -

10T AN
Ellen M HOMN OSD OURSEY ATL. (UIS)

= Chns Lynch

Lowed

TV S
= Dieirmedly

Co: Moomey, Thoonas F SES OSDODCRO(TTIS) -

v Karen D CIV OSDOUSD ATL (LIS
CTV ST -

B SES L)«
TV 8D

oasd Discimaion '.uﬂl. DED - inchaides severnl tackers

Subyect: FW: O

Ty, wvanded vous o bnow thint woe are morang ont on the clond mmhatrce. Mow that yon are an the teamn, we sloald

iheemes hovw U wall e prvolved pong forw ardd

DED and | were discussing responsibality for thes over the longer term. Elben has s up and moving (thank yeu) —
for tee S0 thae wx aleo pbo savangs and efficiencies, which e will look 1o youn 1o help dave

We all shauald hueddle prsor to samr next sesston wath the 1SN

Thanks
i)

Froun: DeMartme, Tony SES ST

Sent: Fncay., Movember V0, 2007 124 FM

Trv: Linael, Fllen 3 HOMN QST OUSDY AT {175) <
= Chns Lynch -
Ce: hearcpnst, Dianad L HOM OSD OUIS0C (115) -

= Dmgle. Rohert B HON (LIS}

«: MeFasdane, Mathew BEG ST

CIW ChSE (LIS ) = Lol 513 -




_ LI S0 = = Sharon Wiosods _ =+ lerards, Anthony B LTG

LiSARMY J5 I8 (L) -
Subject Clowd Discission with DS - includes several tiskers

Sy nobes Irom the Uloisd Chscussion - Poday 11AER Intent & o keep everyone aware of state of play and makers
commeanis from DS

Bottmline for DS - Negd o generaie savimgs from DolYs movoment i the ¢lood. Meed some anderstanding of
whnt soale will be for this enitenl (8= yewr™? ) ponod. Hoow large 1= our mmnl meget for signop o the cbooed™ It noods
ie be lurges than 1%, bat remain managcuble. Mem Cloud mocting will be a session with evervone i the room and
tlk down tha list of deliverables - when Team Cloud i ready 10 discuns

DSD commonts mskings:

Mocd & hascline gant Chun (DDS has specifics ) Include the tme windows for any contract deestabona; D50
reiicrated he wonis visibiliny and approvaol For ibese diccisions

What is the Acguisibon HIJ.:.I.-..T:':'. Security ‘.-.il:run:,_,--_.,- - gxplain in @ seccing paper provided as reod sheads fia
next chimd seasson
- How wiall we scabe it - ¢oncern 15 this could gain momcabeni fst and we don't wand o lose conirol of i

Basincss case (CAPE) - How disis on organization sign ups inbent s for thal organaaiaon to sunset/divonce
Trom current cloud-storgee operstions 1o allow DOD o coup savings

Worry the most = MUST MO have any handshake deals +ath o contractor and we have to reonain lexibie o
ahift o o different prosider down the road

Talked three Clowd srews(?) |, Business Clowd 1 Operations Clouwd 3 Weapons Cloed
o Faaly and lechnigues aic similar but hardening and security are differen

i bpu:n b thee e o] coniroci h,:-lr.!: sngle siurce (R E] m|||11'p|-.r soree = lavow all oplions and
recomimendations from Taam Clond

il out wiith discussion of sivings and the sigmificence this could bive Gor the Department (CAPE - check
in witls mme on this poind b

loay Lehorimo
Chicf of Saall
Dioputy Scerctary of Diefonsc

Altemme:

CLASSIFICATION: LINCLASSIFTED




From: Marguse, Joshyg ) CIV 050 DS (L5)

To: Dby, Safby SES S0
Sl Re: Organenng a Soffware Roundtable for Ellen Lond on 12014
Dates Tuesday, Decamber 5, D017 Bo29:37 AN

= — ==

That wounld be exceedingly belpful. We were gomg to try 1o track them down. Thank you.

Sent from my 1IPhone

On Dec 5, 2017, at 8:02 AM, Donnelly, Sally SES SD - EGEGNE - o«

Obviously, Oracle, SAP. IBM would be on the list as well
Sally Donnelly

Senior Advisor to the Secretary of Defense

Linclass:
Secure:
From: Marcuse, Joshua 1 CTV 08D 05D (US) [mailo [ | G
Sent: Tuesday, December 5, 2017 7:49 AM

To: Donnelly, Sally SES SD < o
Subject: Ho: Orgamzing a Software Home ¢ for Ellen Lord on 12714
Thank you. This s perfect. Best, Josh

Sent from my iPhone

On Dec 4, 2017, at 9:41 PM, Donnelly, Sally SES D |

Wrohe:

I know a conple. and assume n have Google lned up
Dong Plulippone, Palantir

Lc:igh Madden, Microsafi

Theresa Carlson, AWS

Hamid Baglan, Pomt T2(NYT)

Joseph Bradley, Uplake Technologies(Chicago)
Sent from my BlackBerry 10 smartphone.

From: Marcise, Jochua J OV OSD OS50 (U5

Sent: Mopday, December 4, 2017 4112 P

To: Dounelly. Sally SES 5D
Subject; R Orpamring 3 Software Rosdable for Ellen Lord on 1214

Ideally we want mndividual executives from finus so we know we're
putting the right people in from of her

Sent from my 1Phone

On Dec 42017 at 3:59 PM, Domnelly, Sally SES SD

Ok. There are organzations{the software alliance, etc
etc)...that what u are thinking? Or want reps from finns?
Sent from my BlackBerry 10 smartphone.

From: Marouse, Josha J CTV OS0 OSD (175)



Sealy Mondoy, Docember 4, 200 7 3:57 PM

Tz Donnelly, Sally SES 50

Subject: Re: Organinng o Software Roundiable for Ellen Lond on
1214

Sally,

I meant outside the building. Ellen 18 requesting the
“outside the beltway™ views.

I"d love to include you, but [ feel it"s Ellen’s show and
her place to decide.

Haow about we do a meeting with the same visitors for
you and those reps before or after?

THe chance to meet with you as well as her would
double the adds anyone would fly 10 de on ne notice.
Best,

Josh

Sent from my 1Phone

On Dec 4, 2017, at 3:21 PM, Donnelly, Sally SES 8D
= wrole:

=

Josh,
I would ke o come, amd 1 think punil

Dan from DSD office would be good(if you
meant inside the building). Or did you mean
outside?

Sent from my BlackBerry 10 smartphone.
Onginal Message

From: Marcuse, Joshua J CIV OSD 05D
(LIS)

Sent: Monday, December 4, 2017 3:18 PM
To: Donnelly, Sally SES 5D

Subject: Organizing a Software Roundtable
for Ellen Lord on 12/14

Below: FYSA re AT&EL-sponsored, DIB
staff-orpamzed software industry discussion
for Ellen. | am coordinating behind the
scenes with Ray and Chris Lynch.

Please let me know if you want to pass me
names of people to mvate. It's short notice,
s0... we're rying (o do our best,

Also, sat down with Chip Colbert today at

O Brafman's recommendation, What an
outstanding guy!



“/R.,
Josh

——={mnal Messape——o-
From: Marcuse, Joshua J CIV OSD OSD

(UIS)
Sent: Monday, December 4, 20017 1:44 PM
To: » MeQuade, J

hMichae [

Jen Pahlka

Maulo Medin

Richard Mwrray

"Kim Cooper”
"Brian Thom

"Ann Hiatt'

MMeDonald,

Janelle Bxe

= 5D
entagon L ense lnnovation

Board -

ubject: 1214 Invitation 1o Meet wath
Under Secretary ol Defense tor Acqusibon
Tech & Logmsties (UNCLASSIFIED)

Collesgues



TEANCED PRALEIEEL L, UL AEEI B, G RO PR ERELL W LN
Under Secretary Lord on Nov 17, she
suggested it would be helpful to her if we
arranged for her a roundtable discussion on
software scquisition reform (separate from
our current study on software) to discuss
"how to gzt Dol on the commercial
software curve? After some consullation
with her team, we have settled on Dec 14;
which is guite spon. I've invited a sub-set of
the Board that 1s working on our study and
15 conviersant on these matters. Please do lat
me know il vou can attend and also who else
vou might suggest from the wider world of
tech, We are also talking to Ray and Chris.

The Linder Secretary of Defense for
Acquisition, Technology & Logistics is
hosting a software development and
acquisition roundiable discussion on
Thursday, December 14, 2017 from 12:30-
2:30pm EST at the Pentagon. I your
schedule permits, we would greatly
appreciate your participation. { This is an in-
person meeting and we're exploring a dial-in

small group of tech industry leaders to
discuss how softwarc<led advances are
transforming the way companies acguire and
ficld the latest software developments to
accelerate innovation and enhance
competitiveness, and furthermore, seck vour
advice on how the Defense Department can
adopt similar practices to increase
warfighter lethality and sustain the 1.8,
military’s technological supenionity.

This industry dialogue is part of a broader
DoD effon 1o expand pannerships with the



EI‘I‘tI‘E‘F'I'I:nL‘UIEhi-P and imm'ati'l-'rc busincss
praclices into the Department's culture and

PP AWWEIE W D WML WL SISO I S

perspective on these topics would add
enormous value to the conversation, so
please let us know if you are able 1o
participate. We will provide additional
details about the agenda and logistical
instructions onee we receive your RSVP,

Event; "Accelerating the DoD Software
Adoption Curve” Koundtable Lhscussion
Date: Thursday, December, 14, 2017 from
12:30-2:30pm EST

Location: Pentagon

We understand this is short notice and
appreciate your consideration. Our goal 15 to
conduct a series of senior leader
engagements in both California and
Washington, DC over the next year, so we
expect many opportunities to work together

FVEAME VST LUTE UL DGR LPLEE W EKLE aliny
questions, and we look forward to hearing
from vou or a member of your team soon.

OALLIYE  AMAIL L pEEy  GILE ALY B3 Y
stakecholders on software-led
transformations within the tech community
and the emerging battleficld implications
(=30 mins)

= Highlight advances in big data analytics,
automation, AUML, etc.

2. Learn about the tech sector's "software
al:_ll?ptim t:wa:" {=—3['l_ m'ﬂ]ﬁ}



represented at the roundtable

= Share industry best practices (e.g. DevOps,
agile, user-focused requirements;
orgamizational processes optinmuzed for
speed: mereasing R&D mvestments
modemmzmg [T mirastrachre and abundant
compute power; recruiting and developing
STEM talent; promoting a culture of
unovation, efc, )

3. Understand the gap and compare how
DoD acquires software (~30 muns)

- Discuss examples of DoD software
adoption for comparison (probably already
wunderstood but could help fully scope the
problem)

= Hear from executives who have direct
expenence working with DoD (1.e. nghlight
the bamers, prolonged procurement
tunelines, and other dismcentives but also
chscuss success cases using alternative
pathwayz)

4. Improve how to do busmess with non
traditionals (~30 mins)

= Understand that non-tradibonal,
comnercial tech i1s dnving software
advances and 1s cntical to the future of DoD
(1.e. not sumply a mche market)

= Leam how DIUx and others are solving
some of these problems and zeek advice
from panclists on how to replicate and scale
successfl practices acioss the DoD (e g.
CAOC, soffware as a service models)

Joshua J. Marcuse

Executive Director. Defense Innovation
Board

& Innovation Advisor, DCMO
Pentagon

Office
Blackberry
Mobile
NIFE




CLASSIFICATION: UNCLASSIFIED
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From Chri Lynch
Sent: Tussdey, Ooiober 31, 2007 11:09 PM
To: Dannely, Saly SE5 50

Oy ol kg oo S0 Who shoabd | send o Sioce ST aleeady met with Google and Asnaean one meeting with Microsod]
wiilid be Fu':' Showibd | semd this o v o o Kevin?

Hepin foraanded message

oo s v
Subjeef: He: LHCHNLC i

Dhats Cadobaes B1, 200 L095% Pl EDT

Te: Chras Lynch

Crva
Sanyd wout e & sand Secrecany Matis an emad dacly moaner] Qg ioooiner, Can pou prossin T s B anoress 7

Thassa #wHi
Legh Mpddan  Gangral Manager | Datense | l."l-l.'ru-l-c-l'l'|_

Froam: Leigh Madden

Sant: Friday, September 29 MT 11055 Py

T Chris Lyrch _

ce Sruron Woods [ Ut srauinaugh. Wes Ardorio

Subject: FE: DODCIoud Memo

Lhris

| am workng weth Satya's shaduler on proposed dates

O 3 spparate toosd, you requethed arginesr 10 enpneer seguons, a4 'well 33 change management felated to doud
mErENon disiussons W N vou DUS tedrn. | Bave indludsd Dok Srsosbdugh, Prom e Azure t=am for engeneenng 1opcs
ard Wes Anderson, who keads our cuslomer sUCoess organiitation, for change menapement topich

We'e wpollc Hie Do get Tl uecily wal il goue vesimi on Dhepe disouisions, Devek il Nase e leso Foa Che POl e ans
W

Ifﬂl-l

Frowmic Ching i [mailto

St Thoe sy, Sepd

To: Legh Madden I
Ee Sharan Woods
Subjmct: Be: DODCloud Memg

L@ - Bobh L0 frand alfices snd DR Traat clBes B0 e brass O BB W oAaad goshi la wifiek Thimeg aimdd Yo pouilile e

(A5 A, T

Send From my iPhone

Cin Spp 27, 2007, at 11:23 P, Chips L'-":-.Il_ Wi E

b Leigh - Fequest 1 w50 afhce. Bopeduly will kbear bock foom and conmect you directly
Bading Daap rom oy (sam 1OF redugal 2
i

Sani] o vy (PO

In Sep 26 3017 at LAk Pa, Legh Madden [ -




Checling bath with you on 2

e etfatya meerling — anyy updates or s here someang | sRould be working aab on fes

2 Nempled you snd Sheon bvstatom be thee Mool Govenrnmmsent Lol Forum on Ol

17, We hive & DaD track planned with 8 peoray Foous on Arure. W you o iy OF you

fogen memoers b awaillable bo partic

LisaEr

From: Leiph Madoen
St Wednasday Seatember 20, 2017

Subjert: RE: OO0 Clond Memo

r
oo
L

v Bty Foer cheil gl

® LEVETapME | d ard the imetipent edge nevational advariiags m

Eyberips

® Wicrosoit s perspeciive on fivorid coud cosmpeting and our use of Adure STack fo #eiend

tloud computing capabilitees to the warfighter in tactical and

Hoamnsc T N EsmTEER Ty DonneCTEd BNroR e

R el

Plpase w01 i cnow iF o nppd @iyt

LEgt

Froen: Ches Ly I NETIT
Sent: Wedinasday, |
Ta: Liesigh bAacder

Sulbjecll Fe. DOOUClowsd Meso

peber 20 S0 S PR

L&l €30 vou Brén @il Dl & 580 G &l | taf Sdss o0 Tk Ias T il B s e
et g
CEirs

e g iy PhasE

hank you 'ov the coportunity (o meet #ith both of youl T TOFTHRE. AL I nei

Tep, | whill 35k e enginieeriea Ieadi from the Afurs beam b mmadately engage

Wl BB o Thid NP oFmsiam Vou Paid 51 v 1 IeDo Tha Q0RCEB e

Pk il Ieaf 1E SRR [0 ERFWRb Y fedi st I6F § ST AE ke Salya in

Sl § slalt. Satya wall b in o on ot A, 50 1d Niee b s iF thisrd i a3

rhabacE For a mepbmg the

g LAadder Tl

Frafm: [l Ly

Subgect Re: DO0 T Eoud Idema

LEIpF LNEOF I LaRaTaN | Rdvi & Ew' S0/MTHEY A TR mModnen g Bha wion § e 40 10
mieel Wil F-30. § apoogize for Ehe labE notoe

Shanom can et o8 B and | can jump do Toe Phe lasd 30 mins. This by ooar sl
miesting w0 | Uhought I'd gree you the-oplion I Seeg 7l 83 3 O we could push io
Friciasg. 1" i firer svth b Dpiios

Lk map erarey whics gefion warks be dor vong anp thanleg Poe past

rrany soheduiles. Loodng fanward toone necling



Yo from my A¥hone

WO

G 10w b e
LT
Leigh taatden | Genorail Manager | Selense | Mioosof

TR

ORI —

Lamis Tusodny, Saptambies 10 MHT 1-1R-7Y &AM

To: Lrapty haddien

Le: Sharmn Woods, Py Lynch

Sulipect: A= DD Cloud Mema

LR

| ApSQRIE Ol gelay i respanses, Urmormunately Chnis s ng anged
Fankibde on Wedreudsy Fom 10-1 1am. Doss your schsdals have
by troem 510 on WedvEsRay monming © 15 mal, | wouls like
ta peopese sornetime on Thussdey between 1-Lpm. Please et me
Erore A% our SoiNEL DonvemEniE

Fespeltiuly

m& Swatf | Deferse Digtal Service

(éSon of the Secretary of Dolense
Pentagon

| WWastghan, L

Wiork Wobs

O Sun Sep 10, 2017 ot 1116 PR, Lesigh Maddsn

o

Iam warabls op YWed ram 10- 1 Eam | can mee 3f the Periascom
Wi
LEgh

Leh VakSen | Genecal Manager 14 Oeterse | vicresot | (D
I

Sant: Surday, September 17, 3007 1001 Pa

Ta: Lisigh Maddén
Gz Shaon Wioods CFres Lynch

Subject: T DO0MCoud Mems

I, B

Chivts arat! Shaius Rawr avadabdily Tuesiley 390, Welliewday 10

1iam dergd Thaurschay between 1-8om. i there & tinae webhan thoie
wndows that work boat for vour wchedidda Y Mease et o kniow ad

WELIT OGNl DO aEne

Respectiully

m:rr Staff | Dofense Dugital Service

DFice of T Socretnry of Defansa
Prantagsn Waehinginn, S
Vil Rl b
tn Sen, tep 172007 a0 ata i Ches Lene [

e G

- Il melm i fied & s Talk soon

LAihd

Y=t Tritemh rrny (RO
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From: Dornedy, Sty SE5 50

Te: "Shisene Woods™: (hes Lirch

(24 EefManing, Tony SE5 50; Rooer, Wik, AL S0 Msay, hestin SE5 50

Subject: RE- Chousd Compuiing [LUNCLASSIFIED)

Dake: Monday, Avgust 2, 2017 18H0E:ST AM

I REnKs Snaron

_.. Inds exactly nght 1o keeg the momantum of winat '_'.--'-u:l:['.ll_l" el an tne West '..-l"\. b ano th
e af the DD mowving fait

ally Donnelly

" : i
S2MIOE AOVIZ0r IO THE Secretany OF Leierns

From: 3haron Woods !'1|ul|t_|_l

Sent: Monday, August 28, 2017 S:40 AM

To: Chris Lymch

Ce: DeMartino, Tony SES 5D ; Roper, William ; Donnelly, Sally S£5 50 ; || Gz 1~ 50
Subject: Re. Clowd Computing {UNCLASSIFIED)

Case mole 1hat VIS, : 2) has hnancial conflicts of mtersst relative to this
effort and cannot be mvolved in any capacity unless otherwise cleared by DoD OGC.

W,

Sharon

Sharon Woods

General Counsel, Defense Digital Service

”n .!ﬂ-ll. !ug 25, Z01 7 at 7203 AM, Chns L}'ﬂ.n:h_-* wrote:

The big thing here is to move very fast (at gov speed sadly sull) on phase 1 and acquire the
services. Will be on email and feel free to call as well

Chns
senl from my iPhone

= On Aug 28, 2017, at 12:57 PM, DeMartino. Teny SES SD |G-
WICHE.

= Will'Chns, roger. Tracking Chns 15 chasing remdeer up in Norway for a week or 50. As
long as we are in synch and confinue to refine a plan going forward, we will be sood.

= | have already backbriefed the DSD that yvou two are moving out.
=
> Will, we are coming to DARPA tomomow, | expect we can caich up then,

.\-'

> Thanks,

= Tonv

= Tony DeMartino

= Chief of Staff, DSD



> weeeOnigmal Message--—-

> From: Chns Lynch [mailto
= Sent: Sunday, Angusi 27, 2
= To: Roper, William
= Ce: Donnelly. Sally

: DeMartino, Tony SES 5D
= Shisron

= Subyect: Ke: omputing (UNCLASSIFIED)

= Will - thanks for sending this.
= As Will mentioned, the approach would be to split up the workload mto two different
phases:

= |- Acquiring cloud services we can use on unclassified, secret, and (likely) TS/SCI across
all DOD on a modern day cloud platform provider. DDS wall be dnving this part as we all
agreed thas will have some substantial hights along the way and thas 15 something we are
willing to take on. These fights are worth it or else we wall spend vears easmng our way mto
things that the rest industry moved onto many years ago

= 2- Modennzing an agency onto that cloud platform (from #1). I was surpnsed NGA 15 not
heavily mvested mn C2S so they would be a good candidate. That bemng said DDS and SCO
both have great relationslups with TRANSCOM so that would be one we could help the
most with.

> The plan this week - | have asked Sharon Woods (ce’d) to start to get things put together
al DDS for this whaile I'm on vacation this week. You may recall Sharon led the DDS effon
with White House and VA on the medical system negotiations we did earlier this vear and 1s
an acquusition lawver (and she did an awesome job on that).

e

= Lei"s do this.

= Cliris

»> On Aug 27, 2017, at 8:50 PM., Roper, William | G- o

== Tony, Sally, unsure if Chns was able to close the loop with you, but I was able 1o speak
with him Friday. BL- think we're all in agreement on what 1o do, just using different
defininons of pathfinder. For me, it's Cloud (easier) + virtualizing legacy software (harder)
s0 that all facets of a mussion are ninmng on Cloud. We don't have enongh tech experts to
move the Do all at once, s0 we'll have 1o go in phases and start somewhere. Chns agrees
that transcon and NGA are good places to start. Chns' position is that on the Cloud prece,
we shoukd pick the DoD-wide commercial clond provider(s) npfront and not punt the
decision to the end of an experinental peniod. Local software and data would then move
over depending on local priorities and fimding. I agree with as view

=

== TL:DR: We all agree we should make a department-wide cloud choiece upfront and mnke



transcony™WGA the first orgs to move all their ops mto it.

== Chris, dad 1 caphure your view comrectly?

o

o Cheers, Will

¥

== On Aug 25, 2017, at 10:32 AM, Chris Lynch - || - ~ore:
~>> Will rin

i on s 1 feel very strongly we need oo pathfimders.

"-l'l!l wn! Ilmlg!ls |nler
thus alternoon.

=== Chns

o

=== Sent from my 1Phone

=== On Aug 25, 2017, at 921 AM, Roper, William <G - o

m e T o

=52 One more fhing: the money, measures of effectiveness, and tuneline
==52 gre me wnting what [ would want, They should be vetted before any
37 memng are signed. =W

......

- On Aug 25, 2017, at 9:14 AM, Roper. William ||| RGN - o

> Hi, Tony. 1 wrote the draft memo for AT&L, so vou have my conumnents
»>>> by default. Certamly welcome Clns' mput. My big point 1s that
===>> lhis should be a service vice acquisinon, meaning I'd ke the

= Clond provider to do most of the heavy hifting. executing what has
e typically been done by ClOs and DISA. But we do have to be an

mformed customer n her Gov't and not paint ourselves m a single
== vendor commer. Cheers, Wall

e

> On Aug 25,2017, ai 9:04 AM, Donnelly, Sally st s [ R
wrode:

e T e

= Cinod eall Needs a good scrub, IMO since many think nulclond has
=5 pot provided the agility, secunty and capability promised...but
------ Chnis and Will know better.

T e e

=== Sally Donnelly

----- = Senior Advisor to the Secretary of Defense
== [Inclass:
27 Spoure:

Tl

oi» emeeeOiginal Message-——
=m2>2 From: DeMartino, Tony SES SD



e Tﬂ Rn:l i “’lllmm f_-'f: ‘Chris Lynch’
(ﬁ:; ', Sally SES SD e

mmmnsee MAT SD < =

==z Suhjeet: FW: Clond Computing (UNCLASSIFIED)

e e l‘.'hriaf"'-"-'itl: can you two read 1hr-:r:q_1h this memo - prmi-:l-:- comments
- A% We nII wark E‘]crud for DOD.

>>>>>> Thanks,

SRl ony
o ——e-(nginal Message-—-

==>>> From: Lord, Ellen M HON (US) [mailto |||

> Sent: Friday, August 25, 2017 6:58 AM

P de.} Shanahan, Patrick HON 5D ﬂm >
e z=z2x Subject: Cloud Computing (UINC 13}
o
= CLASSIFICATION: UNCLASSIFIED
U
== Pal-
e e e e e
mmmmoos A eross-functional team (AT&L, CIO, CAPE, Intel, ete.) has been
ez ez working moving DoD to the clowd. The approach is multiple steps
==z order to stan small, iterate, learn and contmue to migrate.
==z Below 15 Will Roper's summary of the team's techaoucal approach and
> atlached 15 Shay Assad's decumentation of the team's contracting approach.
BT
== We will continne pressing forward and are mterested m your
=== thoughts and feedback

=2= Thank vou,

=== Ellen
e T T T
e e e e e
e i o
S ek S
==t BACKGROUND: Duning his trap to the West Coast, Secretary Mathis
oo liscussed the secunty and performance benehits of Cloud

oz fechnology with mdustry leaders. Heanng the current progress of
oo large-scale data processing. encryption, transport, and machine
=== leaming technologies, the SECDEF concloded MOV the Department
""" > 10 the Cloud a necessary step for keeping our fighting force infonned, equipped,
nnd Ietlml on tomormow's battlefield.
o> He subsequently tasked Department leadership for an maplementation plan
=57 This is a sununary of that plan.
e
szt APPROACH: Acknowledging the many "scattered Clouds™ across DeD, 11
=222 15 the absence of an enterpnse approach that prevenis us from



=mmsnoe achieving the device-to-data-centric paradigm shift that cecurred
==2>22 n many commercial sectors. As the DoD represents a wide cross
=z gection of analogous sectors plus additional military-unigue

==2xE components, an enterprise shift to the Cloud, done all at once,
=225 would doubtlessly be slow, deaf 1o lessons leamed, and suboptimal
=== in applying best industry practices where applicable. As such, the SECDEF will
designate two organizations, namely U.S,

»>>>52 Transportation Command (USTRANSCOM) and the National
=»mmmi Genspatial-Intelligence Agency (NGA), to act as pathfinders based
>==>>> on organizational willingness, avzilability of applicable data,

=nnsih differing degrees of classified data, vanety of legacy software
=»==2> requiring virtualization, and ability to apply commercial deep
== leaming, Cloud migration and operationalizing machine leaming
x>z are mandatory criteria for success: other strongly encouraged ones
==z nclude buying Cloud as a service vice acquisition; lessening

=== physical security through software and data integnity checks vice
=== controlled custody of hardware; employing user pattem of hife
====>> gnalysis to detect insider threats, achieving 10% cost efficiency
= goncurrent with 109 performance increase; employing

=m0 enterprise-wide, commercially-inspired software stacks for

=am%% gontinuous software development (in app layers) while pmlcc:l:ing mminuit_',.r of
operations (in operating system layers); and employing digital vice physical scparation of
classified data.

A

>>>>>> |n achieving these criteria, each pathfinder will coordinate with
>>=>>> their counterpart organization to determine whether their approach
>»>>>> i5 organizationally tailored or generic. Wherever possible,

===2x genenc approaches will be attempted to determine suitability as enterprise
solutions.

et

=anmbi Concurrent with the pathfinder, a cross functional team wall

=z develop an implementation roadmap for the DoD. Lessons learned
====>> from the pathfinder will be incorporated quarterly. This roadmap
===z will recommend phasing, funding, organizational restructuring, and
===z gquthoritics necessary to complete enterprise transition to the Cloud.
e

=>mome= FUNDING: A total of 350M will be reprogrammed in FY'18 for each
=moam pathfinder to develop a contracting strategy while data transition
=z and annotation long leads begin immediately. Future funding will
=>»>>>> be allocated in the PB19 budget.

o

=xmnze TIMELINE: Each pathfinder will complete in no more than four years
===>>> with Depantment-wide completion in no more than ten, (We went to
=i (e Moon i ten years, we can centainly achieve this with the

R ST .

=xxmm CLASSIFICATION: UNCLASSIFIED

=2



Sharon Woods
Greneral Counsel, Defense Digital Service
Pentagon, Room




From: Ches Lench

T ey, Sl & S
Subject: F: Let e fead Cinsd Tiger team
Date: Frursdiay, Auguest 24, 017 1234020 PN

Sent from my iIPhone
O Aug 24, 2007, ai 12:33 PM. Donnelly, Sally SES 5D _ wre
= ka1t guiscik!

- Bally Donmelly
Senior Advisor 1o the Secretary of Defense

- Unelass

SECLITE

S | Ir|Ll|.|'|.'|l "n.!..'n.lg._'-----

From: Chiris Lynch lmﬂ_l

sent: Thurslay, Adgnast 24, 2007 12459 M
~To: Domnelly, Sally SES 50 -
Subject: Lot me lend eloud tiger weam

Mot Ellen. §will swing by and explan

Chris

= Sentl froan my 1honi




Fromm: s Lymch

Ta: Dby, Sl U5 S Dedsitinn, Tonw CTY ST
Sl Fwds GPS OO Program

Dt Tuesday, Apeil 11, 2007 53744 AM

Nice wrnteup on our work on OCX/GPS.
Chns
Sent from myv 1Phone

Begin forwarded message:

Resent-From: -
From: "Wilson,

OUsD POLICY (US)*

ate: Apnl 11, at 8:16:57 AM EDT
Ta: "Lynch, Chnstopher B (Clns) CIY (LIS

Chris.

In case vou hadn't seen.. mice arficle on vour team's effort on the GPS/OCX
testing activities. Kudos!

v

Ed

Ma) Gen Burke "Ed™ Wilson

Deputy Principal Cyber Advisor
OUSIHPYHDEGS
Unclass:
NSTS
NIPR:
SIPR:
JWIC:

Amazon clond, amtomation help resuseitate OCX program
Defense News, Apnl 6. 2017

By Valerie Insinna

COLORADO SPRINGS, Colo. — When Raytheon ran uito trouble developing
the U5, Awr Foree's nexi-generation GPS control stahons, it umed 1o a hny
Pentagon office populated with technology geeks from Sihicon Valley for
software help.

The Operational Control System program — called OCX for short — had been



plagued with cost overruns and scheduling delays for years, culminating in a
breach of the Nunn-McCurdy provision last year, which requires military services
o notify Congress il a weapons program's cosl per unil increases 25 percent or
maore above the current baseline estimate,

But the program 15 back on track, said Bill Sullivan, Raytheon’s program
manager, and suggestions provided by the Defense Digital Service proved
transformational.

"It was taking us over two weeks of time, 80 hours of time, to build a unit of
software, do some unit testing, do some functional testing and then get results out
the back end,” he 1old reporters at Space Symposium, "By introducing these
commercial software best practices, we've shortened that to three hours.®

I'he Detense Digital Service, or DD, formed in 2015 as one of former Detense
Secretary Ash Carter's pet projects meant to take technical innovation from the
commercial sector and brng it to the Pentagon. Until recently, the office was
most famous for spearheading efforts like the department’s bug bounty program,
but the Air Force disclosed earlier this vear DDS emplovees were also at work on
acguizition programs, with OCX as the fagship.

First, Raytheon adopted DevOps, an up-and-coming style of software
development that injected atomation into the process, Sullivan said.

“When a developer writes some new code and checks it into the system, builds
are automatically kicked off, unit tests which have been written are automatically
run, the resulls are automatically processed ... and then all soltware developers
can get access to the results at the same time,” he explained. The software tools
runnming those tests are typically commercial off-the-shelf, but are customized by
Raytheon.

Although DevOps is a commercial best practice, it hadn®t filtered into a major
Defense Department acquisition program until DDS suggested wsing it on OCX.

Another new element for a military weapons program is the use of Amazon Web
Services' cloud computing platform for integration and testing — although not
deployment — of unclassified software elemenis.

“What that does for us it provides an ability to really just be a lot more nimble in
terms of environment,” Sullivan said. “Instead of having to find space and having
to go buy a bunch of servers and rack them up, the virual nature of the cloud
provides you the ability 1 very quickly stand up an environment and then tear it
down when you're done and then start all over again.”

That has enabled Raytheon to write and check code more quickly and freed the
company from hardware constraints, he added.

OCX 15 now progressing according to schedule, The company recently wrapped



up the factory qualification of Bleck 0 — an early iteration runs the system’s
launch and checkout system — and is set to deliver it in September or October.
The system has been deployed ot Schriever Air Force Base, Colorado, and
currently is going through siwe acceptance testing, Sullivan said.

The launch of the first GPS I satellite will occur in March 2018, but OCX won't
become fully operational until 2020 when Block |1 comes online. Block 1 will add
more cybersecurity functionality to the system. and Raytheon has finished coding
six of seven Block 1 software iterations and integrated five of them, Sullivan said.

The company continues to work with the Air Force Digital Service team, the
service's offshoot of DDS that spawned last year, he added.

“It’s been kind of an evolution. It's impossible 1o learn everything in a day, so we
continue to try to do the things necessary that we think will give us the value tor
the amount of investment that we put into it to succeed in the program,” he said.

Air Force acquisition leaders are interested in broadening the Air Foree Digital
Service's work 1o other software-heavy weapons programs. Earlier this vear, L
Gen. Amaold Bunch, the service’s top uniformed acquisition official, said he and
his eivilian counterpart, Darlene Costello, were making a list of potential
programs that could bencfit from the office’s expertise.



From: ReMaryno, Toy OV 50

Tat D, Sallly SES 507 This Linch
Suibrject: RE: Maj Delerse Dagital Service
Date: Monday, X7, F00T 622007 P

Chris is poing to talk to the 1-star about way forward
f

From: Donnelly, Sally SES 50

Sent: Monday, February 27, 2017 1.58 PM

To: Chris Lynch ; DeMarting, Tony OV 50D

Subject: Re: Maj [ 2t Defense Digital Service

Ok my recommendation is to keep in mil chain...reattack with Adm. Faller and | will backstop
ok?
Sally Donmelly

Senior Advisor

to the Secretary of Detenso

Unclass
Secura:

From: Chris Lynch

Sent: Monday, February 27, 2017 1:08 PM

To: Donnelly, Sally SES SD: DeMartino, Tony CIV 5D

Subject: Fwd: Maj at Defense Digital Service

Need some quick . apoke with Faller on Friday and be supports but 1 may need someone
from SDFO to contact them and ask to extend. I'll come down with details.

Chns
Sent from my 1Phone

Begim forwarded message

From: Smith BGen Enc M -
Date: February 27, 2017 at |
To: Chns Lynch
Subject: RE: Ma

W"
- L]

=

at Defense Digital Service

Chns,
Just between us please.

(1e The onginal agreement {(where detalee or LNO) was 6 months. which
has passed. 1 don't thunk there i1s any support at MARFORCYBER or
CYBERCOM for the exiension

I'm iﬂing wind that CNMF is at 71% manmng and 15 scrambling for manpower

I don't think DDS wall get o kﬁ:i-dg-- I know that 1sn't what you wanted to hear,
but that's what I think is m the cards.

Sorry for the bad news brother
Chi a happier note, [ got 1o have a root canal thas AM, but they did the wrong
tooth, so [ get to go m tomorrow to have it done all over agan ...



Gotta love military dentistry

Semper Fi
Enc

Eric M. Smuith
BGen, UUSMC
ADC PP&O

=—==-(iginal Message--=--
From: Chns Lynch | mailio
Sent: Monday, Febmary 27,
To: Reynolds MayGen Loretta
Ce: Snuth BGen Ene M <

E «

= Corey | lnn 15080

Subject: B

Hi all,

I wanted to start a discussion abomt USMC h!ajq. who 15 currenthy
detailed to Defense Digital Service (DDS). DDS was established on November
18, 2015 10 bring i the best private sector talent, technology. and processes 1o the
Department of Defense (Dol)). DDS is part of the US Digital Service (UISDS)
based at the White House. Our team mcludes 20 world-class software developers,
designers, product managers, and bureaucracy hackers from tech leaders
wecluding Google, Amazon. Microsoft and Palantr. DDS fusctions like a SWAT
team of tech experts working on high impact challenges dunng one to two year
tours of duty as federal employees. DDS 1s part of the Front Office for the
Secretary of Defense (our charter -

hittp:/fwaww ditve pul'whs/directives'corres/'pdf/ S 10587 _dodd 2017 pdf).
(USMC) was detailed from US Cvber Command

(US ) to DDS on August 25th, 2016 by the Office of Military

Parsonne] as part of Secretary Carter's Foree of the Future Imtiative. Ma
q applied to jomn the United States Dngtal Service ully prepared to leave
achive duty service to pursue hus passion as a software developer. However, our
team deeply believes 1o the retamment of techmeal talent witlun the military, and
thus worked with the SMA for Secretary Carter to detml Ma to DDS
mn iz achive duty statis. Thas allowed lom to retam his ties 1o the mmlitary
community while providing a platform for hon to exercise the full extent of hus
technical knowledge and development skills

Mayj - 15 working on key warfighung and mission impacting projects al



DDS that include the development of the ANET Afghanistan TAA nussion and
the substantial modemization and security updates going into the Military
Entrance Processing (MEPS) software that DDS 15 bimlding. Maj will
be traveling to Afghamstan in March to deploy the new software mlt at DDS
with other DDS team members. He 15 also a entical contnbutor m improving
Amy Cyber Command's (ARCYBER) talent management program, an effori
which is applicable to every service cyber branch and USCYBERCOM itself.

The detnnl ends on March 1, 2017, and May wounld Like to extend
another 6 - 12 months at a minimam. Ma) 15 aware that this would
potentially adversely impact lus long tenn potential m the USMC smnce no career
path exists long terin, nor does the nulitary take advantage of his skillset. DDS
strongly supports this decision.

Happy to discuss more.

Chris



= EEs
Tox -

Sailije s R Babwraan Amib meetmsg wath Ma. Doy
Eraler: Sunchry, Movembsr 11, JOL7 LIG1E:LI AN

Bgr. Will work it

On Nov 12, 2017, at 10:06 AM. Donnelly. Sally SES sD ||| G o

Rer.. but need a decent place to mest{not my office
Lant from my BlackBerry 10 smariphona

From: LtCol 5D

Sent: . 12, 2017 9:41 AM

To: Donnely, Sally SES 5D
Subject: Fwd: Bahrain Amb meeting with Ms. Donnelly

Bahraim Amb Tuesday.

[ recommend drops by Monday to pre-bnef }'nu.- escorts him nto
banlding on Tuesday, and takes noles
Thoughts?

Begin forwarded message:

CIV OSD OUSD POLICY (LIS)"

L2017 at 8:23:21 AM EST
LiCol SD" - *

To: 'm m
Subject: Fw: Bahrain Amb meeting with Ms. Donnelly

Happy Sunday! Looks like we got the Bahraim Amb locked m bright
and early on Tues. Can vou let me know:

1. Will Sally want any prep m advance?

2. Will she want to meet him at the River Entrance, or should 1 just
escorl (o the oflice™

3. Am 1 OK as notetaker?

We'll plan to shoot up a RAH tomomow, thanks!

Vi

Sent [rom my BlackBenry 10 smartphone.



Oniginal Message
From:

CINV O5D OUSD POLICY (US)

el 17 4:17 PM
To

T <
Subject: He: Bahramm Amb meetmg with Ms, Donnelly

Yes, 9:30 works! They have also requested to bnng thewr Defense
Anaché.

Sent from my BlackBerry 10 smartphone.
Onginal Message

I-'m:n'm TSat SD
Sent: Thursday, November 9, 2017 %:08 AM

o CIV 050 OUSD POLICY (U5)
Subject: Babram Amb meeting with Ms. Donnelly

&ﬂ or 0930 be an option?

Crood mormimng
Would 14 Nov

Very respectinlly,

-nhsted Military Assistant to the Secretary of Defense

Conum:
DEN:
ROOM:
NIPR
SIPR:

NOTICE: This E-mail (including attactunents) 15 covered by the
Electromc

Communications Privacy Act, 18 USC 2510-2521, 1s confidential and
may be

legally privileged. If you are not the mtended recipient, you are
hereby

nofified that any retenhon, dissenunation, disinbaton, or copying of
thas

commumcation 15 stnctly prolubited. Please reply to the sender that
Yyl

have recerved the message m error, then delete 1

eeeesOr1ginal Messapeeee-
From: CIV OSD OUSD POLICY (US)
' ]

Sent: Wednesday, November &, 2017 14:07

Subject: KE: Bahramm Amb meeting with Ms, Donnelly




Ha —.JH‘:‘-I wanted to follow up wath vou on thus meeting as
we gel

closer--the Bahraim Ambassador i1s avalable both the 13th and 14th
if Ms.

Donnelly 1s shll avanlable. If 50, please just let me know if there 1s a
sngeested e, thank you!

Wi

ceeeInpinal Messappe——-

Subject: Bahram Amb meeting with Ms. Donnelly

No problem, | completely umderstand

Ms. Donnelly wall be in the office 13 and 14 Nov. Please let me know
what

availabilities the Baluam ambassador.

Very respectfully.

st titary Assistant to the Secretary of Defense

Comum:
DSM:
ROON
NIPR.:
slPRE:

NOTICE: This E-mail (including attachments) 1s covered by the
Electronic

Commumecations Prnivacy Act, 18 USC 2510-2521. 1s confidential and
may be

legally privileged. If vou are not the intended recipient, you are
hereby

notified that any retenton. dissenunation, distnbution, or copying of
this

commumcation 15 stnetly prolubited. Please reply to the sender that
youl

have received the message 1 emror, then delefe .

——{mginal Message—-
From: CIV OSD OUSD POLICY (US)
[

Sent: Tuesday, il, 548




Subject: KE: Bahraimn Amb meeting with Ms melly

The Ambassador 15 unavailable Friday unfortunately { Somy for all
the

flail! Should we look at the week of the 12th?

Cireclings 4
Unfortunately. Ms. Donnelly 1s expected to be on travel 6-10
November. Would

3 Nov at 0815 be possible?

Very respectfully,

-nhsted Military Assistant to the Secretary of Defense

Comm
DEN:
ROOM:
NIPE:
SIPR

NOTICE: This E-mail (including attactunents) 15 covered by the
Electrome

Communications Privacy Act, 18 USC 2510-2521, 1s confidential and
may be

legally privileged. If you are not the mtended reciprent. you are
hereby

nofified that sny retenhion. dissemunation, disinbation, or copying of
thas

commuumucation 15 stnctly prohabated. Please reply to the sender that
Yol

have recerved the message m emor, then delete

ceneel IT1EINA] MESSADEeeee-s
From- CTV OSD OUSD POLICY (175)
[

Subject: KE: Bahramn Amb meeting 'l.'.':lli !l-.. |!:«:1Lh:”'»




Hi . I just heard from the Bahramms that unfortunately the
Ambassador has a conflict on Thursday and won't be able to meet in
the

moming. Let me know 1f von think Monday or Tuesday aftemoon are
available,

or what you think the next best option would be. Thanks agamn!

Wi

cee(Iripinal Messape-—-
From:

stober A1, 20017 10:33 AM
CTV OS50 OUSD POLICY (LIS)

- Bahram Amb meeting with Ms, Donnelly

rlll-.*: working some things around, Ms. Donnelly has some tmme
available in
the moming of 2 Nov. Would 0930 or 1000 be an option?

Verv respectiully.

-1t titary Assistant to the Secretary of Defense

Comuamn:
DSM:
ROOM
NIPR.:
slPE:

NOTICE: This E-maul (incloding attachments) is covered by the
Flectronic

Commumcations Prnivacy Act, 18 USC 2510-2521. 1s confidential and
may be

legally privileged. If vou are not the intended recipient, you are
hereby

notified that any retennon. dissenunation, disinbution, or copying of
this

commuumcation 15 stnctly prolubited. Please reply to the sender that
ol

have received the message in error, then delete it

———{mginal Message——-
From: CIV OSD OUSD POLICY (US)
[

Sent: Tuesday, . 26




Subject: RE: Bahram Amb meeting with Ms melly

Hi H thanks so much for followmg up! [ think the
Ambassador wall

also be available next Monday or Tuesday at 2pm or later, but of
those don't

work, please just let me know when you recommend and I'll num it by
the

Bahramis. Thanks for your help!

Vi

Original Message-
From:
-‘-

['Sgt SD

|
2017 10:18 AM
CIV OSD OUSD POLICY (US)

meating with Ms. Donnelly

Grood monung ma'am,

LiCol asked that I reach out to you regarding the request for Ms
Donnelly to meet with the Ambassador of Bahram.

Unformunately, Ms. Donnelly wall be out of the bmlding 2 November
Is
there another date and time we could try to schedule for?

Very respectfully,

. T5gl, USAF

NOTICE: This E-mail (mmcluding attachments) 15 covered by the
Electromc

Communications Privacy Act, 1B USC 2510-2521. 1s confidential and
may he

legally pavileged. If vou are not the intended recipient, von are
hereby

notified that any retention. dissemunation, distnbution, or copying of
this



communication is strictly prohibited. Please reply to the sender that
you

have received the message in error, then delete it



Froam:
T

Cict

Sailly o 1z T
Thates Mondary, Monwember 37 20007 12:09:58 MY

ed. Wil reach oul 1o contirm wilh the Bahraims side, Thanks O mec!

from: NN ' 50 (o

Sent: Monday, November 27, 2017 11:11 AM
To

' 'V 00 OUSD POLICY (US) - = Rank, Joseph W
BG USARMY 05D OUSD POLICY (US) ;
Cc CIV OSD OUSD POLICY (US) > Mitchell, Amy K

Subject: RE: 5D Schedule Propasals - Oman / Bahrain

Thank you for the patience on this, there have been lots of moving parts this mosming

I possable we would like [o work the following
Wiadrigsn an ) i

1130-12

LA Signing 10 DT, N0 Meeting

Mease el me knonad 1f on ]| Fiarn Wy questians!

rom: SRR '/ O OUS0 POLCY (US) rito

Sent: Monday, Movember 27, 2007 0813

To: N v ¢ >; Rank, Joseph W BG USARMY OSD OUSD
POLICY [US) < .

Subject: RE: 5D Schedule Proposals - Cman /f Balwain




From: I ' 50 o1 - AN

Sant: Monday, November 27, 2017 7:37 AM
To: Rank, loseph W BG Usaany 0so ouso rouicy (us) R
LIV 050D OUsD POLICY [US) = >
ce: ot o ——— S

Subject: RE: 5D Schedule Proposals - Oman / Bahrain

From: Rank. loseoh W BG USARMY DSD QOUSD POLICY (US) :r-.m-n._
Sent: Sunday, Movember 26, 2017 07:21

vo: [ < > - - I ¢/ 050 0USD OLICY (Us)
osr ——— 3

Ce: Clv OS50 OUSD POLICY {US)

B o eso ovsp eoucy ws) -

Sublject: Re: 50 Schedule Proposals - Oman f Bahraln

All active links contained in this email were disabled. Please verify the identity of the
sender, and confirm the authenticity of all links contained within the message prior to
copying and pasting the address to a Web browser.

L-aution-

2nil from my BlackBerry 10 smartphor




From: Rank, Joseph W BG USARMY 0SD OUSD POLICY (US)

Sent: Wednesday, Novemnber 22, 2007 10:12 PM
Tnm SD; CIV OSD OUSD POLICY (US)
Su HE ule P Bahrain

- sorry 1or the |ate re: poOnse., We are cheCcking but hawve nat heard back yar, Have 3 ErEd

thanksgiring. Warmest ERATOS, e

Sent from my BlackBerry 10 smartphone

From: €IV 5D
Sent: ; mber 22, 2017 2:53 PM

To: Rank, Josaph W BG USARMY OSD QUSD POLICY (US); _ CIV OSD QUSD POLICY (US)
Subject: FW: 5D Schedule Proposals - Oman [ Bahrain

zards to the Crown Frince, are there other dates {later in The week, Thursday/Friday| thal he

From: N ' 50

Sent: Wednesday, November 22, 2017 14:11

To: Rank, Joseph w B usaany 050 oust roucy (Us) < -
- CIv OS50 OUsD POLICY (US) »: 050 Pantagon OUSD Polcy List
POLUSDP FO = (60 Pentagon OUSD Paolicy List

e

Subject: 50 Schedule Proposals - Dman § Bahrain

Team Policy -

Due to late adds to the calendar from the White House the 505 schadule 15 unable to accommodate

thie following proposals.
OS0R 071919-17: Oman MRDA [Action-Deferred to A/USD P)
O50n OF1797-17. Bahrain Crown Prince [Action — Deferred to DED showld his schedule allow)

‘ery Respectiully



Largestor of Schedu g

COffice of the Secretary of Defense

Perlagan —-




Fromic
Toe
L

it e Sk of

Date: Tueesclary, Aagust 27, 200% 570520 94

17Taf 19

Blest Regasds.

. Personal & Confudential Assystami
1o Creieral Jamwes harts, USMC (Fet)
26th L 5. Secretary of Defense

1| |r|.1| Messa geeaes
crv oso oce s G

y 24, 01T 5:19 PM

[ hove nio ethics obyection to either of these engageinents

For the WY C dingier, i1 appears that the Secretary may acoept the “gafi” of the meal (and sy ententmnment) nnder
the exemphion [or presenhing official mfomathon

The Executive Branch-wide Standards of Conduct exchude from the general ban on accepting gifts providad because
of a Federal employes’s official posatwa. " free attendanes 1o i even provided by the sponsor of tee eveit o [ajn
cngHoyes who s assigned to present mionmahion on belall of the agency al the evend on any day when the emiployes
15 preseniing.™ This means ihat the Secretary may accepi the dinmer becanse be will present infonnation o the othe
wvitees on belualf of te Department. The other Dol attendess may stntlarly accept the meeal & officially
supportiog the Secretany's parficipationn. The regulatsons provide that *[a]o employes whose presence on amy day of
the event is deenwed 1o be essential by the agency 1o the presentmg employee’s participation i the event. provided
that the employes s sccompanying the presenting smployes.

For the LT dinner. the exenyption froan the giff restrictions oudlined above would apply in the same manmer
Addionally, there 1% & special exception for "meals in foreign aneas” that would provide ao altemate bass 1o

authonze attendance if the "{onnal” presentation of miormation 15 less hikely

For both evenis. [ see 50 eflies concemn wath the proposed participation by ihe Secreiary or accompanying stafi’

Thanks for checkung wiils us,

SeTmor Affomey
and Deputy Designated Agency Ethics Official
Standards of Conduct Office

Office of the Generil Coumsel
Depanmsent of Defense

1600 Diefense Pentapon ﬂ'l‘.-u-.lu-l
Washmaton, [3.C. 20500 - 1600

[direct]



CIV 813
, harch 24. 3017 9:15 AM

CIV OS50 OGC (US)

Subyject: dmners we spoke of .

For ihe boss” q:mun'u.g irip 1o WYC and UK, the FO asked that | gei vour scrub on the pitencees for the two dmners
wi spoke of. Context: He 18 — i o sense - the gues) of honor at boty evemts which were amanged amnd assemibled by
the hosts. He has personal relatioaships with most - if not all - of the anendees of the Friday danner in the UK

Here are the attendess as [ have them:

Wednesday (NY'C)
1915 - 21060

Bloomsheig Dinner
Primcapal, Faller, Donnelly
Michae] Bloomberg - Host, assembling goes list
James Gormsan, CEO, MorganStanley
Geerald Hassell. CEO, Bank of Mew York
Srephen Schwarzman, CED, Blackaone
Limasla Basms, Chamman of the Board. Xerox
Mike Corbai, CEO, Cifigroup
Anme Fumicane, Vice Chasmman, Bank of Amsnca
Tum Geithoer, Fonmer Secretary of the Treasary
Stephen Ross. Clamman. Related Conypanies

O the Recard - Listemng Made

Friday (UK)
18:30 = 20000

Dhpmser
Principal. Faller, Donnelly
General Groeme Lamb - Host assemibled guest hisi
Ceeneral David Riclards
Mmor General James Cluswell
hinister Tobias Ellwood
Cheryl Phanridge
Terean Carluog
Angdrew Prenaar

O the Recornd - Listeming AMode



Thanks for vour tonahts, and S ]-:u.'pmu- m the loop on your reply

Travel Upseratsos

Office of the Secretary of Defense
Desk
[Fhone

o el LN



From: Demtarino, Tony S€5 50 - I

Sent: BMER2017T 6:35:43 PM -0400
To: [ . *McFartane,
Matthew BG 50" A

Subject: RE: Amazon maeling

.5-|1-1 sometime to make this work

Coltes tor 30-45 minules

D

Tomy Dehartine

from | 5O
Sent: Wednesday, August 16, 2017 6:04 PM
To: DeMartino, Tony SES 30

: McFarlane, Matthew BG 5D

Al SD g |

& v 50

Subject: Fwd: Amazon meeting

See below,

Sent from my iPhone

Begin forwarded message:

Fram: "Highie, Nathaniel|®

Date: August 16, 2017 at 4:49:17 PM EDT
ro: I -



Subject: RE: Amazon meeting

 a

Good afternoon, hope that you're welll | just wanted to pet the below on your
radar; we'd lowe to make this work if Pat has any Interest and availability that day.

Thanks |

Mate

Nate Highle | Program Manager | Amazon

From: Huseman, Brian

Sent: Monday, August 14, 2017 9:25 AM
To: Patrick Shanahan

Cc: Highie, Nathaniel

Subject: Amazon meeting

Hi, Pat. I'm removing leff and including Nate Highie in my office. | heard that Jelf
Beros and the Secretary had a terrific meating last week. Jeff B. said that he loved
meeting the Secretary, and I'm glad the meeting went well.

We would love to schedule some time with you and Jeff Wilkewhes he is inDC.op,
Wednesday, Septemnber 6. Is there someone in your office with whom we could

connect?
Thanks so much, and | look forward to talking soon,

Brian



Brran Huseman | Vice President, Public Policy | Amaion



o
Toe
Sailifecits it

Duate: Wednisday, August 30, 0017 1257500 P

CLASSIFICATION: UNCLASSIFIED
Ms. Domeelly-

Ma‘mn. 1 was able to speak with Kristen and she helped answer nyy questions and. as sucly. your OGE 278 has been
ceriified. While my review of your financial disclosure form dad not reveal any specific conflicts. 1 wanted io iake
this opportunity e provide a quick review of the conflict of interest rales, Becanse your spouse provides consulting
services for a defenus num'ncl:nr,., I have nchaded some gusdance that addresses your participation in maners
imvolving

CAUTIONARY GUIDARNCE:

A cnminal statute, 18 ULS.C. 208(a), prolubits you from participating persopally and substantially i o partscular
matter (2.g., contract, claim}, in which you have a financial imferest (e.g.. stock]), if the matter conld have a direct and
predictable affect vour financial inferesis, unbess vou first obtain a wiitien warver or qualify for a regulatory
exemiphon. For purposes of us stanile, the mferests of the followang persons are imputed o vou and, tensfore,
treated as your own: your spouse and minor children; any genernl partivers; any crganization m which you serve s
an officer. director, tustee, general parner or emploves: and sy person or organization with which you are
negodiating or have an amangement conceming prospective employment. As your financial disclosme report is a
reflection of your holdings as of a specific date. please mote tiat the onus 15 on you 1o keep track of vour investments
and therr values fo ensure you do not vielale this stanafe,

EXEMPTIONS: Cramership of Secunities - Nommally, youn must disqualify yourself from working on any project or
assgmavei that s likely 1o affect vour fnancial oiterests. However, the lvw recognifes exengiions for imnvestneii
mnferesis whach may be too small or indirect to create an achial conflict of mieres

1-Y o iy participate in a particilar matter where the agmegate of voiur intevests (includug those tipiited 1o you)
does pot exceed 515,000 in all entities mvalved in the matter, where fhe inferests are i publically trded stock,
lonig-temm Federal, or nnencipal secunties. For exanaple, if i your position, you were nesponsible for awarding &
contract where compandes A and B are parties and your financial interest in each compamy was 58,000, the total
wioaild be meore than 515 000 and vou would not qualify for dds exengpion

2-You may participate in a particular marter of general applicability (e.g . regulation}--which may affiect a particular
class of compandes=—if you own no more than 525,000 of securities m o company that is part of the class affected by
the meatter, and no more than 550,000 m all affected commpanses

3-You may participate in a particular maiter that affects one or more boldmes of a sector munial fumd where the
disqualifying financial mvierest i the matter anses becanse of ownership of an interest in the fund sod the ageregate
value of mierests in a sector fund or funds does noi exceed 350,000 (m iotal, aggregaimg mnpuated inieresis)

SPOLUSAL EMPLOYMENT:



As previously stated. [ do not see any specific conflict concems. bui wanted to provide yvou o have relevan
guidance and contact information. should you have question on any ethics related maiters.

WiT.

, llnj, USAF
Ciifice of the General Connsel

Department of Defense

1600 Defense Pentagon (Foom

Washingion, DUC. 20301-1 60

Cantion: This message may contain information protected by the attomey-clienl. altormey work product, deliberative
process, or other privilege. Do not disseminate without the approval of the Office of the Doy General Counsel

)

CLASSIFICATION: UNCLASSIFIED



Attachment - B
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Attachment - C
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HEPICMDET 3, JUIY

VIA ELECTRONIC DELIVERY

United States Department of Defense
Office of Inspector General
4800 Mark Center Drive

Re: SBD Advisors LLC Purchase and Sale Agreement

We write on behalf of our client Sally Dononelly in response 1o the request in your
September 5, 2019 cmail that Ms. Donnelly voluntarily provide the Department of Defense
Office of the Inspector General a copy of the sales agreement for the sale of her interest in SBID
Advisors LLC in January 2017, In response to vour request, enclosed please find a copy of that
agreement. Please note that the agreement has been redacted to protect certain confidential

We have bates labeled the enclosed document SD_DODOTG_000001 through
SD_DODOIG_ 000005, This production is labeled “FOIA Exempt” and “Confidential and
Protected Material,” contains financial information that is privileged and confidential and
information compiled for law enforcement purposes that would constitute an unwarranted
invasion of personal privacy, and is exempt from disclosure under the U.S. Freedom ol
Information Act, 5 U.5.C. § 552, including but not limited to 5 U.S.C. § 552(b), Exemptions 4
and 7. Morcover, Ms, Donnelly has not authorized us to waive any applicable privilege or other
legal basis under which this information may be exempt from disclosure. Accordingly, this letter
and the enclosed materials are not intended to, and do not, waive any such privilege or legal
basis. We ask that you provide us with a reasonable opportunity 1o object 1o any subsequent
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Anited States Senate

WASHINGTOM, D¢ 20610

October 24, 2022

VIA ELECTRONIC TRANSMISSION

Lloyd J. Austin
Secretary of Defense
Department of Defense

Sean O’Donnell

Acting Inspector General
Department of Defense
Office of Inspector General

Dear Secretary Austin and Acting Inspector General O’Donnell:

I write to you today as part of my investigation into the Department of Defense (DoD) and
its Inspector General’s (DoD OIG) conflicts of interest analysis concerning Sally Donnelly and the
sale of her company, SBD Advisors LLC.

Background

On April 28, 2021, I wrote to the DoD and requested an unredacted copy of Sally
Donnelly’s Public Financial Disclosure Report, OGE Form 278e.! According to Ms. Donnelly’s
OGE Form 278e, she sold SBD Advisors LLC before entering government service, divested her
interest in the business, and disclosed two substantial payments related to the sale of SBD Advisors
LLC. As disclosed in her OGE Form 278e, dated May 17, 2017, Ms. Donnelly reported a payment
related to the sale of SBD Advisors LLC for $390,000.% On her second OGE Form 278e, dated
May 4, 2018, and filed two months after her resignation from the DoD, Ms. Donnelly reported the
second, third, and final partial payments from the sale of SBD Advisors LLC totaling $1,170,000,
which she received while in federal service.? Notably, both of Ms. Donnelly’s OGE Forms failed
to disclose the identity of the purchaser of SBD Advisors LLC.

Following my April 28, 2021, letter to the DoD, I requested an unredacted copy of the
Purchase and Sale Agreement of SBD Advisors LLC from DoD OIG—once in advance of a

! Letter from Senator Charles E. Grassley, Ranking Member, S. Comm. on the Judiciary, to Lloyd J. Austin,
Secretary, Dep’t of Def. (Apr. 28, 2021),
https://www.grassley.senate.gov/imo/media/doc/grassley_to_defense dept.jedifollowup.pdf.

2 Exhibit A.

3 Exhibit B.
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September 2021 bicameral call, and again on January 7, 2022.* (DoD OIG released records,
including a redacted Purchase and Sale Agreement, in response to a FOIA request.’) In response
to my January 7, 2022 letter, Acting Inspector General Sean O’Donnell responded that Ms.
Donnelly’s attorney “did not authorize us to release the unredacted [Purchase and Sale
Agreement],” that “DoD OIG does not have the legal authority to release the DoD documents,”
and that the “DoD is the release authority for the DoD documents.”®

On March 8, 2022, in a letter to Congress, Acting Inspector General Sean O’Donnell
further revealed that Ms. Donnelly’s counsel provided DoD OIG the Purchase and Sale
Agreement, but redacted the name of the purchaser.” DoD OIG argued, “neither the purchaser nor
the purchase vehicle of Ms. Donnelly’s [company] was relevant to whether she complied with her
ethical obligations.”® The DoD OIG’s report on the JEDI cloud procurement also states, “[w]e
found no evidence that [Ms. Donnelly] had an ongoing or undisclosed financial relationship with
C5 or Amazon and its affiliates.”® However, not only did the DoD OIG fail to acquire an
unredacted version of the Purchase and Sale Agreement, it never even interviewed Andre Pienaar,
Chief Executive and Founder of C5 Capital, during its review of DoD’s JEDI cloud procurement
program.

Knowledge of the entity that purchased her firm is relevant and central to the question of
whether a conflict of interest existed and could have substantively affected the protocols required
to wall off Sally Donnelly from potential and actual conflicts of interest while employed at DoD.
Based on information collected for this investigation, the DoD OIG’s conclusion concerning Ms.
Donnelly’s lack of financial connection to C5 appears to be inaccurate. Indeed, two senior C5
officials, including the founder of C5 Capital, were involved in the purchase of SBD Advisors
LLC—connections that existed while Donnelly was at DoD and received payments from the sale of
her company.

On June 24, 2022, I sent a letter to Mr. Pienaar and requested an unredacted copy of the
Purchase and Sale Agreement of SBD Advisors LLC as well as the names of individuals and
entities involved in the sale of Ms. Donnelly’s company.'® According to Ms. Donnelly’s sworn

4 Letter from Senator Charles E. Grassley, Ranking Member, S. Comm. on the Judiciary, to Sean O’Donnell, Acting
Inspector Gen., Dep’t of Def. (Jan. 7, 2022),

https://www.grassley.senate.gov/imo/media/doc/grassley to_defense_dept.inspectorgeneraljedicontract.pdf.

5 JEDI Documents, DEP’T OF DEF., https://www.dodig.mil/foia/jedi-documents/ (last viewed Sept. 26, 2022).

6 Letter from Sean O’Donnell, Acting Inspector Gen., Dep’t of Def., to Senator Charles E. Grassley, Ranking
Member, S. Comm. on the Judiciary (Jan. 25, 2022) (on file with Committee).

7 Letter from Sean O’Donnell, Acting Inspector Gen., Dep’t of Def., to Congresswoman Yvette Herrell 10 (Mar. 8,
2022) (on file with Committee).

81d. at 8.

9 REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT,
INSPECTOR GEN. DEP’T OF DEF., REPORT NO. DODIG-2020-079 at 201 (Apr. 13, 2020),
https://media.defense.gov/2020/Apr/21/2002285087/-1/-
1/1/REPORT%200N%20THE%20JOINT%20ENTERPRISE%20DEFENSE%20INFRASTRUCTURE%20(JEDI)
%20CLOUD%20PROCUREMENT%20DODIG-2020-079.PDF.

10 Letter from Senator Charles E. Grassley, Ranking Member, S. Comm. on the Judiciary, to Andre Pienaar, Chief
Executive and Founder, C5 Capital (June 24, 2022),
https://www.grassley.senate.gov/imo/media/doc/grassley to_andre pienaar.
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testimony to the DoD OIG, “Andre Pienaar was the organizer of the sale of SBD.”!! DoD OIG
never asked Ms. Donnelly to expand on what she meant by “organizer” of the sale.

Following several months of negotiations with Mr. Pienaar’s counsel, Mr. Pienaar
produced the Purchase and Sale Agreement in-camera for my staff to review and take notes.

The Purchase and Sale of SBD Advisors LLC

The following timeline details the purchase and sale of SBD Advisors LLC and the flow
of money from Mr. Pienaar, and related third-party entities, to Ms. Donnelly.

a. August 2013 — July 2014

According to the Purchase and Sale Agreement, Mr. Pienaar made three capital
contributions to SBD Advisors LLC—$320,000 on August 1, 2013; $150,000 on March 28, 2014;
and $210,000 on July 14, 2014.'? According to counsel, Mr. Pienaar was a so-called “angel
investor,” who gave capital contributions to Ms. Donnelly so that she could run her business, SBD
Advisors LLC. Mr. Pienaar’s capital contributions are noteworthy because it shows that he had a
significant financial interest in SBD Advisors LLC.

CAPITAL CONTRIBUTIONS

o , . : LT 1.4 TH
CAPITAL CONTRIBUTION MIEMBER e -

. o
5 1 50, 000 .00 vndre Plenaar

1 .
o 10000 Andre Plenaa

b. August 2016

According to Mr. Pienaar’s counsel, sometime in August 2016, Mr. Pienaar paid Ms.
Donnelly $390,000 for a 20 percent stake in SBD Advisors LLC and maintained his share in the
company until March 2017.

' Donnelly Depo. 43: 49, https://www.dodig.mil/Portals/48/DODOIG-2020-
001050%201st%20Interim%?20response%20records_1.pdf.
12 Exhibit D.
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c. January 2017

On January 19, 2017, three days before she entered federal service, Ms. Donnelly sold her
80 percent stake in SBD Advisors LLC to VMAP Investor LLC for $1,560,000 paid in two
installments of $780.000.'* According to the Purchase and Sale Agreement, the first payment was
supposed to be made within two weeks of execution of the Agreement and the second payment
within six months of the first payment.'* However, according to DoD OIG, Ms. Donnelly “did not
receive payment for SBD Advisors LLC as indicated in the Purchase and Sale Agreement,” but
instead received four installments of $390,000 paid on January 2017, March 2017, July 2017, and
March 2018.1°

Mr. Pienaar signed on behalf of VMAP Investor LLC for the purchase of SBD Advisors
LLC.!® More than three years later, on December 7, 2021, VMAP Investor LLC filed an
amendment and changed its name to C5 Holdings USA, LLC.!7 Vincent Mai signed as an
“authorized person(s)” for VMAP Investor LLC. Vincent Mai is the Chairman and CEO of
Cranemere, a private equity firm that acts as “a long-term holding company for founders,
management teams and family-owned companies in the United States and Europe.”!'® In public
investment advisor disclosure forms filed with the U.S. Securities and Exchange Commission, Mr.
Mai is also listed as an individual owner of C5 Holdings in Luxembourg. !’

C5 Holdings USA, LLC is related to C5 Holdings, the parent company of C5 Capital and
other related entities founded by Mr. Pienaar—the same companies connected to Amazon.
Moreover, the address listed on the Purchase and Sale Agreement for VMAP Investor LLC is also
the same address used for C5 Capital’s London office.?’ Mr. Pienaar’s counsel confirmed that Mr.
Pienaar helped facilitate the sale of SBD Advisors LLC to VMAP Investor LLC and was involved
in the creation of C5 Holdings USA, LLC. According to Mr. Pienaar’s counsel, two private
investors established VMAP Investor LLC—Vincent Mai and Andre Pienaar.?!

BId

4 1d.

15 See REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD
PROCUREMENT, supra note 9, at 190-192.

16 Exhibit D.

17 Exhibit C. VMAP Investor LLC’s Company Number (#6287198) also corresponds to C5 Holdings USA LLC’s
file number. See Exhibit E and F.

'8 Home, CRANEMERE, https://www.cranemere.com/ (last viewed Sept. 26, 2022).

19 C5 Capital Limited, SEC.GOV, https://reports.adviserinfo.sec.gov/reports/ ADV/297542/PDF/297542 .pdf (last
viewed Sept. 26, 2022).

20 Exhibit D.

21 At one point, counsel explained that Andre Pienaar owned 49 percent and Vincent Mai owned 51 percent of
VMAP Investor LLC.
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PURCHASE AND SALE AGREEMENT

SED ADVISORS LLC

!

a9, 2017 by and

Thit Linit Purchase Agreement (SAgreement) is enfersd inio as of Janoary | i
between Furchaser™) and Sallv Domnelly (~Seller™). Purchaser amd Seller
may collectivelv be relermed 1o ag the ' Paries

PURCHASER: | LA |

VMAP Investor LLC was incorporated on January 18, 2017, one day before the sale of
SBD Advisors LLC on January 19, 2017, and three days before Ms. Donnelly entered government
service on January 21, 2017.%2 Ms. Donnelly never disclosed the identity of the purchaser of her
company, VMAP Investor LLC, or its connections to two senior C5 officials to the DoD or the
DoD OIG, information that is relevant to better understanding the scope of her financial
relationships with those parties and potential and actual conflicts.

d. March 2017

Two months later, in March 2017, Andre Pienaar sold his 20% stake in SBD Advisors LLC
to Win Sheridan, Director of ASGN Incorporated.?* According to Mr. Pienaar’s counsel, around
this same time, VMAP Investor LLC sold a 39% stake in SBD Advisors LLC to a third U.K.-based
investor. Despite repeated requests, Mr. Pienaar’s counsel refused to identify this investor, but
described him or her as someone with experience in the mining industry who may have also served
on the board of C5 Capital.

22 Exhibit F.

2 Government Ethics Watchdogs Fear Amazon’s Web of Influence May Have Tainted Pentagon’s $10 Billion Jedi
Cloud Deal, DAILY CALLER (Aug. 8, 2018), https://dailycaller.com/2018/08/08/sally-donnelly-defense-department-
jedi-cloud-amazon/ (This article quotes Price Floyd, a former principal and advisor of SBD Advisors. According to
Mr. Floyd, “SBD Advisors was sold to a group of investors led by Win Sheridan in January 2017.”) See also,
Exhibit A; Exhibit B. Counsel for Mr. Pienaar confirmed that Win Sheridan purchased Mr. Pienaar’s 20 percent
stake in March 2017.
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Knowledge of the entity that purchased Ms. Donnelly’s firm is a relevant and central to the
question of whether a conflict of interest existed and could have substantively affected the
protocols required to wall off Ms. Donnelly from potential and actual conflicts of interest while
employed at DoD. For example, according to DoD OIG, “[s]Jometime in March 2017, Ms.
Donnelly received the second partial payment of $390,000 from her sale of SBD Advisors
membership units.”?* Around this same time, Ms. Donnelly attended a dinner in the United
Kingdom with Secretary James Mattis, Mr. Pienaar, and Theresa Carlson, then-Vice President of
Amazon Worldwide Public Sector Business, among others.?* Notably, at this dinner, Ms. Carlson,
on behalf of Mr. Jeff Bezos then-President and Chief Executive Officer of Amazon, requested a
meeting with Secretary Mattis for the purposes of discussing Mr. Bezos’ “thoughts/observations
on DoD’s relationship with the tech [technology] sector.”2

Ms. Donnelly’s involvement in this dinner is noteworthy for several reasons. First, from
2013 to 2016, Ms. Donnelly worked as a consultant for C5 Capital.?’ Second, in 2015, Amazon
Web Services (AWS) hired Ms. Donnelly to advise them on “understanding how the DoD
operates.””® AWS is also one of several organizations that support two C5 startup accelerator
programs, the Peacetech Accelerator in Washington, D.C. and the Cloud 10 Scalerator in Bahrain,
to help early-stage businesses with mentorship, training on cloud computing skills, and access to
potential investors.”?’ Further, “C5 [also] became part of the AWS Partner Network Channel
Reseller Program for one deal supporting the Bahrain Information and eGovernment Authority,”
in April 2017. %

Taken together, while in government service, Ms. Donnelly received payments from

VMAP Investor LLC—an entity directly linked to two senior C5 officials, a company connected
to Amazon. These facts were not included in DoD or DoD OIG’s conflicts analysis.

e. March/April 2018

In March or April 2018, ITC Secure acquired a majority stake in SBD Advisors LLC.3!
Mr. Pienaar is the Chairman of the Board for ITC Secure.’?> The company is also a portfolio
company of C5 Capital.>

24 REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT,
supra note 9, at 191.

25 Id. at 173-75.

26 1d. at 176.

27 Id. at 169.

28 Id. at 189.

29 Setting the Record Straight on Inaccurate Reporting about AWS and JEDI, AWS (Dec. 13, 2018),
https://aws.amazon.com/blogs/publicsector/setting-the-record-straight-on-inaccurate-reporting-about-aws-and-jedi/.
3014,

3UITC Secure Acquires U.S.-based SBD Advisors, BUSINESSWIRE (Apr. 3, 2018),
https://www.businesswire.com/news/home/20180403005624/en/ITC-Secure-Acquires-U.S.-based-SBD-Advisors.
32 Qur People, ITC SECURE, https:/itcsecure.com/our-people/ (last viewed Sept. 20, 2022).

3 ITC Secure Acquires U.S.-based SBD Advisors, BUSINESSWIRE (Apr. 3, 2018),
https://www.businesswire.com/news/home/20180403005624/en/ITC-Secure-Acquires-U.S.-based-SBD-Advisors.
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Conclusion

In order to conduct a thorough and complete conflicts of interest analysis, the DoD and
DoD OIG should have known who purchased SBD Advisors LLC. In this case, DoD and DoD
OIG failed to obtain the necessary information and failed in their duty to protect the American
taxpayer. In addition, the statement in the DoD OIG’s report that states, “[w]e . . . found no
evidence that [Ms. Donnelly] had an ongoing or undisclosed financial relationship with C5 . . . that
would have required her to recuse from any of her official duties during her service in the DoD,”
appears to be incorrect. Especially in light of the aforementioned connections to VMAP Investor
LLC, the two senior C5 officials, and financial payments received from the sale of SBD Advisors
LLC during her time at DoD—information which would have been discovered by reviewing the
unredacted purchase agreement.**

The American people must have confidence that their government isn’t plagued by
conflicts of interest and that the decisions made by government officials are done for the people
and their best interests, not the financial interests of government officials. In light of the new
information I’ve shared with you today, please describe in detail how it does or does not affect
your conflicts of interest analysis with regards to Sally Donnelly and whether you will reopen the
review. In addition, please describe how your offices will review and improve their internal
processes and procedures so that they capture the true sources of income from the sale of
businesses connected to government employees before performing a conflicts of interest review.

ok ety

Senator Charles E. Grassley
Ranking Member
Senate Judiciary Committee

34 REPORT ON THE JOINT ENTERPRISE DEFENSE INFRASTRUCTURE (JEDI) CLOUD PROCUREMENT,
supra note 9, at 201.
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St of Delvware

Srretary of Staie
Divhisa of Carparatiom
Diffvered 0102 FALOLTEO0T ERTIFICATE OF HMATION
FILED 142 P #17182007 £ S (?l-? i gt

SR OBMMENIES - FlleNumber §3471%
VMAP INVESTOR LLC

This Certificate of Formation is duly executed and filed by the undersigned, an
authorzed person, to form a limited Liability company under the Delaware Limited Liability
Company Act (6 Del. C. § 1B-101, ¢f seq., the “Act”).

. The name of the limited liability company is;
YMAP Investor LLC

2 The address of its registered office in the State of Delaware is 1209 Orange 5t,
Wilmingion, DE 19801, County of New Castle, The name of its regisiered agent at such
address is The Corporation Trust Company.

IN WITNESS WHEREOF, this Certificate of Formation has been duly executed as of the
18" day of January, 2017, and is being filed in accordance with Section 18-206 of the Act.

/s/ Barbara Erwin
Barbara Erwin, Authorized Person

wa d¥RINL



STATE OF DELAWARE
CERTIFICATE OF AMENDMENT

1, Name of Limited Liability Company: YMAF Investor LLC

2. The Certificate of Formation of the limited liability company is hereby amended
as follows:

The name of the limited liability company is changed
te "C5 Heldings USA LLC."

IN WITNESS WHEREOF, the undersigned have executed this Ceruficate on

the ] dayof [IEContier” AD. Jui/.

\FR

By:
Authorized Person(s)
Name: Vi CenT MAT
Print or Type

Sl of Delawam
Secretary of Slate
Divisisn of Cerparitions
Dlbvered 0314 P8 12042021
FILED 0214 FALIR 42021
5K MNI408TITT - Fik Number G2ETISE
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PURCHASE AND SALE AGREEMENT

SBED ADVISORS LLC

This Unit Purchase Apreement (“Agreement™) is entered into as of January 19, 2017 by and
between “Purchaser’™ and Sally Donnelly (“Seller™). Purchaser and Seller

may collectively be referred to as the “Parties.”

WHEREAS, Seller is the record owner and holder of membership units of SBD Advisors
LLC (the “Company™), a District of Columbia Limited Liability Company; and
I!l

WHEREAS, the Parties desire to enter into this Agreement pursuant to which Purchases

will purchase from Seller her membership units in the Company.

NOW, THEREFORE, in consideration for the promises set forth in this Agreement, the

Parties agree as follows:

PURCHASE AND SALE: Subject to the terms and conditions set forth in this Agreement and
in reliance on the representations, warranties and covenants contained herein, Purchaser hereby
agrees to purchase from Seller, and Seller hereby agrees to sell, transfer and convey to the
Purchaser ¢ighty (80) percent of the membership units of the Company (the “Units™) currcntly
owned by Seller, in two installments (“Purchase and Sale™)

1. PURCHASE PRICE: The total purchase price for the Units sold by Seller shall be
U/S$1.560,000.00 to be paid to the Purchaser in two installments: (a) USETR0,000.00
within two (2) weeks of execution of this Agreement, and (b) US$780,000.00 within six
{6) months of the first payment on a mutually agreed date.

2. CLOSING PROCEDURES: The conveyance of the ownership of and title in and to the
Units shall occur automatically upon the execution of this Agreement by the Parties.

3. REPRESENTATIONS AND WARRANTIES OF THE PARTIES: Seller and
Purchaser, as applicable, hereby warrant and represent that:

FOIA EXEMPT

CONFIDENTIAL AND PROTECTED MATERIAL SD_DODOIG_000001



(a) Seller Restrictions on Unpits. Seller is not a party to, nor aware of, amy
agreecmenis that create rights or obligations in the Units relating to any third party
including voting or unit holder agreements that would restrict the sale and
purchase effected herein. The Seller is the lawful owner of the Units, free and
clear of any encumbrances, securily interests or liens of any kind and has full
power and authority to sell and tansfer the Units as contemplated in this
Agreement.

(e) Organization and Standing. [he Company 15 duly organized, validly cxisiig

and in good standing under the laws of the District of Columbia and has full

power and authority to own and operate its property and assets and 1o carry on iis
business as presently conducted.

(d) Power and Authority. Each Party has all requisite power and authonty to enter
into and perform its obligations under this Agreement.

{e) Capitalization. Seller represents and warrants that the Units, together with the
remaining twe 2 ant of the membership units in the Company beld in
the name of constitute all of the issued and outstanding

membership unils in the

interests, or other securities of or direct, indirect or derivative ownership interests
in the Company, including any options, warranis, or other rights with respect
thereto (including conversion or preemptive rights and nghts of first refusal or
similar rights) are outstanding, nor is the Company or any other person obligated

ompany, and no other shares, membership units, cquity

to 155ue any of the foregoing.

The foregoing representations and warranties shall survive the closing of the transactions

contemplated hereby.

6. SEVERABILITY: If anv part or parts of this Agreement shall be held unenforceable for
any reason, the remainder of this Agreement shall continue in full force and effect. 1f any
provision of this Agreement is deemed invalid or unenforceable by any court of
competent jurisdiction, and if limiting such provision would make the provision valid,
then such provision shall be deemed to be construed as so limited.

FOIA EXEMPT
CONFIDENTIAL AND PROTECTED MATERIAL SDb_DODOIG_000002



7. BINDING EFFECT: The covenants and conditions contained in this Agreement shall
apply to and bind the parties and the heirs, legal representatives, successors and permiited

assigns of the Parties

9. ENTIRE AGREEMENT: This Agreement constitutes the entire agreement between the
Partics and supersedes any prior understanding or representation of any kind preceding
the date of this Agreement. There are no other promises, conditons, understandings or

other agreements, whether oral or written, relating to the subject matter of this
Agreement. This Agreement may be modified in writing and must be signed by both the

Seller and Purchaser.

10,

11. NOTICE: Any notice required or otherwise given pursuant o this Agreement shall be in
writing and mailed through registered courier services:

(a) If to Purchaser:

{hy IT to Seller:
Sally Donnelly

| x

. WATIVER: The falure of either party to enforc any proy isions of this "L..rl.:.:'.l.h."'H shall
not be deemed a waiver or limitation of that |"-|1"'~ s right 10 subsequently enforce and

compel sinct compliance with every provision of this Agreement.

14. WITHDRAWAL AND RESIGNATION: Concurrently with the execution of this
Agreement, Seller hereby irrevocably withdraws from being a Member {as defined in the
Operating Agreement of the Company) and resigns from any and all positions with the
Company, including, but not limited to, Manager of the Company.

[Signatures appear on following page(s)]

FOIA EXEMPT
CONFIDENTIAL AND PROTECTED MATERIAL SD_DODOIG_000003



IN WITNESS WHEREOF, the parties have caused this Agreement lo be executed the day and
vear first above written.

PURUCHASER: SELLEHR:

- R
- (R Sally Donnell

Mitle: Authonzed Person

FOIA EXEMPT

CONFIDENTIAL AND PROTECTED MATERIAL SD_DODOIG_000004



IN WITNESS WHEREOQF, the paries have caused this Agreement 1o be executed the day and

vear first above written.

PURCHASER:

B - 3

Title: Authonzed Person

FOIA EXEMPT
CONFIDENTIAL AND PROTECTED MATERIAL

sELLER:

SD_DODOIG_000005



CAPITOL CONTRIBUTION:

$1,000.00
$320,000.00
$150,000.00

$210,000.00

CAPITAL CONTRIBUTIONS

MEMBER:

Sally Donnelly
Andre Pienaar
Andre Pienaar

Andre Pienaar

DATE:

February 16, 2013
August 1, 2013
March 28,2014

July 1,2014
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VMAP INVESTOR LLC; OpenCorporates - US - Delaware

August 2019

VMAP INVESTORLLC
US_DE

Company Identifiers

COMPANY NUMBER: 6287198

OpenCorporates - US - Delaware
Powered by OpenCorporates

End of Document
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Delaware.gov

Governor | General Assembly | Courts | Elected Officials | State Agencies

L Photo: Featured Delaware Photo

Department of State: Division of Corporations

Allowable Characters

HOME

Entity Details

Eile Number:

Entity Kind:

Residency:

THIS IS NOT A STATEMENT OF GOOD STANDING

6287198 Incorporatign Date /
Formation Date:

C5 HOLDINGS USA LLC

Limited

Liability Entity Type:
Company

Domestic State:

REGISTERED AGENT INFORMATION

Name:
Address:
City:
State:

Phone:

Additional Information is available for a fee. You can retrieve Status for a fee of $10.00 or
more detailed information including current franchise tax assessment, current filing history

1/18/2017
(mm/dd/yyyy)

General

DELAWARE

THE CORPORATION TRUST COMPANY

CORPORATION TRUST CENTER 1209 ORANGE ST

WILMINGTON County:
DE Postal Code:

302-658-7581

and more for a fee of $20.00.
Would you like O Status @ Status, Tax & History Information

[ View Search Results ]

New Entity Search

New Castle

19801

For help on a particular field click on the Field Tag to take you to the help area.

site map | privacy | aboutthissite | contactus | translate | delaware.gov



Congress of the Wnited States
Washington, DE 20515

July 13, 2023

Mr. Andre Pienaar

Chiefl Executive and Founder
C5 Capital

1701 Pennsylvania Ave, NW
Washington, D.C. 20006

Dear Mr. Pienaar:

Senator Grassley has led oversight efforts in Congress to better understand the
Department of Defense’s (DOD) ill-fated JEDI cloud computing contract. The contract’s
historic £10 billion size, and the lack of clarity surrounding the role you and Ms. Sally Donnelly
played in the process leading up to its award, implicate the interests of taxpayers and the public’s
right to know whether conflicts of interest may have clouded the process. As we deseribed in a
letter to Ms. Donnelly, significant questions remain that were not properly addressed in the
Department of Defense (DOD) Inspector General's (O1G) 2020 report.! Namely the ongoing
relationship C35 Capital, through its subsidiary VMAP Investor LLC (VMAP), had with Ms.
Donnelly while she was a Senior Advisor to Secretary of Defense James Mattis.

Late last year, you provided access to Senator Grassley’s staff to view the purchase and
sale agreement between C5 subsidiary, VMAP, and Ms. Donnelly for the purchase of her
consulting company, SBD Advisors.® While we appreciate your assistance in this regard, the
underlying transaction raised questions that have never been sufficiently answered.

Although VMAP continued to pay Ms. Donnelly during her tenure at DOD, Ms.
Donnelly only reported a single $390,000 payment in her initial financial disclosure.” This is
despite the fact that VMAP/CS had already paid Ms. Donnelly a second installment payment of
$390,000 two months before that disclosure.’ Ms. Donnelly also failed to report the purchaser of
her firm to DOD's ethics officials, which would have been significant to their ethies analysis,
given C5's ties to Amazon, a bidder for DOD cloud services.

'S, Department of Defense, Office of the lmpbci_nf{immal, Repart on the Joint Enterprise Defense Infrastructure
{IEDI] Cluud Procuremend -[.ﬂpnl 13, 20200, ki -'-"lh w200 Aped Ti=] e
Y . L *, [t & "

_pQ{H:LUL'TH'EEBFRGCUREMEHT'!@UWDIGM-W? PDE.

2 Lester, from Senator Charles E. Grassley, Ranking Member, 1.5, Senate Comm. on the Judiciary, to Mr, Lloyd 1.
Austin, Secretary of Deflense, and Mz, Sean O Doanell, Acting Inspector General, Dep't of Defense (October 24,
:mz},

* OGE Form 278, on file with staff,
4 1d; letier from Senator Charles E. Grassley, supran, 2.



Mr. Picnaar
July 13, 2023
Page 2 of 3

C35 Capital also continued to conceal its role in the January 2017 transaction, releasing a
press release the next year saying that it had just purchased SBD Advisors, even though its own
portfolio company had purchased it directly the year before.” In that release, you said that you
were, “delighted with the world class SBD team joining the growing I'TC Group [C5],” even
though your company, CS5-subsidiary VMAP, had actually purchased the firm |4 months before
that.® C5 followed that up by telling reporters that, “Neither C5 Capital nor any of its venture
capital funds or employees bought any shares from Sally Donnelly in January 2017 when she
sold her interest in the firm before commencing public service . . . Sally Donnelly did not receive
any compensation from C5 or its portfolio companies while in government,” We now know
that this statement was false.

When the OIG, during the investigation of the JEDI contract, asked Ms. Donnelly who
purchased her firm, she answered that: “Andre Pienaar was rhe organizer of the sale of SBD."™
The OIG allowed this response to pass without further questioning.” Ms. Donnelly agreed at that
time to provide the OIG with the Purchase and Sale Agreement for SBD Advisors, but she
instead provided a copy of the contract to OIG with the purchaser, the most critical piece of
information in an ethics review, redacted.'” It is puzzling that Acting Inspectors General Glenn
Fine and Sean 0" Donnell found this sufficient, despite this critical piece of information missing.

These facts taken together leave the lingering impression that Ms. Donnelly and C5
intentionally failed to disclose the fact that C5 had an ongoing relationship, through VMAP's
ongoing payments to Ms. Donnelly, while she served as a key advisor to Secretary Mattis. And
that leaves the obvious question of why, While we don’t yvet know the answer to that question,
we do know that during Ms. Donnelly's tenure at DOD, she playved a role in arranging meetings
between Amazon officials and Secretary Mattis, as well as advancing Amazon's interests.

Accordingly, so that Congress may conduct independent oversight of your role in the
JEDI Cloud procurement, and in preparation of a transcribed interview, please provide the
following records'' no later than July 27, 2023:

* Press release, CF Capital-backed ITC Seerre Acguives US-baved SBD Advizors, Private Equity Wire (March 4,
2018), hups:/fwww.privatesquitywire.co.uk/20 | B1M/03/26 2826/ S-capital-backed-itc-secure-scquires-us-based-ghd-
advisors.
¥
TJEDE: Secretive, Influential Considitng Firm's Close Ties fo Amazon Webh Services and DOD Raise Additional
Curestions Arownd JEOF Comract, The Capitol Forum, Vol. & No. 225, June 8, 2018, on file with staff.
E Dep’t of Defense, Office of Inspector General, Recorded Transcription, Interview of Sally B. Donnelly, {August
3.5. 2019}, page 6 (emphasis added), on file with saff,

il
10 7 At 12; Letter from Sean W, O'Donnell, Acting Inspector General, Dep't of Defense, (Miice of Inspecior
CGeneral, to Bep. Yvette Hermrell, Member, United States House of Bepresentatives (March B, 2022, on file with
staft,
" “Rpeords™ include any written, recorded, or praphic material of any kind, including letters, memoranda, reports,
notes, electronic dats (e-mails, email aitachments, and any other electronically-created or stored information),
calendar entries, inter-office commumications, meeting minutes, phone/voice mail or recordings/records of verbal
communications, and drafts (whether or not they resulted in final documents).




Mr. Picnaar
July 13, 2023
Page 3 of 3

. An unredacted copy of the January 2017 Purchase and Sale Agreement.

. All records between and among you or any party associated with C5 or VMAP Investors
LLC, and Sally Donnelly, Anthony DeMarting, or any DOD official, related to Amazon
or the JEDI cloud procurement.

. All records between and among you or anyone at C5 or its subsidiaries or affiliates and
anyonc with anyone at Amazon, related to Sally Donnelly, SBD Advisors, ITC Global,
and the JEDI cloud contract.

Financial records reflecting any payments pursuant to the January 2017 Purchase and
Sale Agreement, including but not limited to esch of the purported $390,000 payments
previously referenced in the DoD OIG Report.

. Financial records of all payments from Amazon, or any person or entity acting on behalf
of Amazon, received by you, C5 Capital, or any of 1ts subsidianes, officers, or employees
at any time from 2015 to the present

Financial records relating to any consideration you paid in connection with the sale of
SBD Adwvisors, whether pursuant to the Purchase and Sale Agreement or not.

All agreements and financial records relating to and consideration paid to Pallas Advisors
{or any related entity) from Amazon (or any related entity), or C5 (or any related entity).

All records reflecting communications between and among you or your representatives
and any C5 entity or person in connection with SBD Advisors.

We neserve the rght to make additional document or information requests should we deem it
necessary 1o advance this congressional investigation. Thank you for vour cooperation in this
important matter.

Sincerely,

Charles E. Grassley r: m

Ranking Member Member of Congress
Committee on the Budget Committee on Oversight & Accountability



Conqress of the United States
Illashington, DE 20515

July 13, 2023

Ms. Sally B. Donnelly

Pallas Advisors

1050 Connecticut Ave N'W Suite 1080
Washington, D.C. 20036

Dear Ms. Donnelly:

Five years have passed since you resigned your role as Senior Advisor to Secretary James
Mattis, ending a tenure now shrouded in controversy.! Questions remain about your role in the
JEDI cloud contract, at the time the largest federal procurement in history. The DOD’s Office of
Inspector General (O1G) report didn't shed much light on the matter. Rather, it selectively
quoted source documents, glossed over critical issues, and lefi lingering doubts in the minds of
many as to whether your role in the initial selection of Amazon for this $10 billion “tailored™
cloud contract with DOD was appropriate and ethical* For the sake of good government, these
lingering questions cannot (0 go unanswered.

Certain public elements of this story are by now well known, but others are still shrouded
in mystery. For example, questions remain about why you and Amazon-partner C5 Capital did
not disclose the identity of the purchaser of your consuliing company, SBD Advisors, by what
we later leamed was a newly-formed, and apparently tailor-made C5 subsidiary, VMAP Investor
LLC. This transaction occurred just days before you joined DOD in January 2017 as a senior
advisor to Secretary Mattis,

Days before vou began your role at the Department of Defense (DOD) in January 2017,
you sold your partial ownership share in SBD Advisors to VMAP for a reported sum of $1.56
million.* Amazon-partner C5 Capital, just a day before that, formed VMAP apparently for the
sole purpose of this transaction. On your initial financial disclosure, which you filed upon
entering service at DOD, you were required to report details of your income and transactions that
may have caused a conflict of interest with your work at DOD.* You failed to disclose the

U8, Department of Defense, Office of the Inspector General, Beport on the Joint Enterprise Defense Infrastructure
nmm} Clnud Pmmm:mmt {Jl.pnl 13, mzm m 192 MMHWL

MW.EMM
! Letter from Senator Charles E. Grassley, Ranking Member, Senate Commitiee on the Judiciary, to the Hon, Sean
o Dnrlnn]l Al:lmg ]n!pﬁ:hl}T E‘puntmi L. S Dcp lnchl'm:a: [lmu.-_r}.r e IDH].

IR 1l I’ i 5

]'I.‘.lfp't n-fDufen.m.supm n.l at 189,

4 1.8, Office of Gov"t Ethics, OGE Form 278 Execwtive Branch Personnel Public Financinl Disclosure Report,
Instructions for Completing OGE Form 278 {neting that, “A basic premise of the statutory financial disclosure
requirements is that those having responsibility for review of reports filed pursuant 1o the Ethics in Government Act
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purchaser of SBD Advisors, and you didn’t reference expected payments of $1.17 million, the
remaining balance due to you from VMAP/CS5. This was already an asset in your possession, as
VMAP was contractually obligated to pay you for the acquisition. You failed to disclose these
ongoing payments despite the fact that two months before you filed your initial financial
disclosure, four months after starting at DOD, C5 had already paid you another $390,000
installment payment toward its remaining balance.”

C35 Capital also continued to conceal its role in the January 2017 transaction, releasing a
bizarre press release the next year saying that it had just purchased SBD Advisors, even though
its own portfolio company had purchased it directly from you the year before." Mr. Pienaar, in
the release, said that he was, “delighted with the world class SBD team joining the growing ITC
Group [C5],” even though he and C5 had actually purchased the firm 14 months before that.,” C5
followed that up by telling reporters that, “Neither C5 Capital nor any of its venture capital funds
or employees bought any shares from Sally Donnelly in January 2017 when she sold her interest
in the firm before commencing public service . . . Sally Donnelly did not receive any
compensation from C3 or its portfolio companies while in government.™ We now know that
this statement was false.

You did not disclose the continued payments you received from VMAP and C5 while
you were at DOD until you left the Department, in your termination disclosure.” When the OIG
questioned you about the divestiture of your firm, éven after ethics concerns had been raised and
an investigation launched, you again failed to disclose the purchaser in response to a direct
query.'"" Instead, you replied that, “Andre Pienaar was the organizer of the sale of SBD,” a non-
answer that the 01G allowed to pass without further questioning.!" You agreed at that time to
provide the OIG with the Purchase and Sale Agreement for SBD Advisors, but you instead
provided a copy of the contract to OIG with the purchaser, the most critical piece of information

or permitted public pecess 10 reports must be given sufficient information by repoerting individuals conceming the

nature of their outside interests and activities so that an informed judgment can be made with respect to compliance

with applicable conflict of interest laws and standards of conduct regulations,™),

hatps:www ope. gov/Web DGE ns itV A TFBDCO209BI TR | 9852 S8 SBE00SAOGCA/SFILE/Bcd 7512231004 2d98b6Y

664200 febfbad .

* Letter from Senator Charles Grassley, Ranking Member, U.S. Senate Comm, on the Judiciary, w Lloyd J. Austin,

Secretary, ULS, Dep't of Definse, and Sean O Donnell, Acting Inspector General, Dep’t of Defense, Office of the

Inspector General (October 24, 2022),
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® Press release, CF Capital-backed ITC Becire Aogquires Ll:'i'-bmeJSBﬂ Advisors, Private Eqult].' WII'II: {March 4,
2018), hitps:/fwww, privatesquitywirg co,uk/20] 8040326282 6/cS-capital-backed 100 -3t
advisors.
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YIED]: Secretive, Influential Consultimg Firm s Close Ties fo Amazon Web Services and DOD Raize Additional
Questions Around JEDN Comtrace, The Capitel Forum, Vol. 6 No. 225, June 8, 2018, on file with staff.

¥ Dep't of Defense, supran. 1 at 192-93,

* Dep't of Defense, Office of Inspector General, Recorded Transcription, Interview of Sally B. Donnelly, (August
15, 20190, page 6, on file with stafl,

" fd (Emphasis added.)
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in an ethics review, redacted.'? Yet again, the OIG, then led by Acting Inspector General Glenn
Fine and later by Acting Inspector General Sean O'Donnell, looked the other way.

It was not until Mr. Pienaar provided access to the wntten agreement to Senator
Grassley’s staff last year, to be viewed in camera, that a new element of the story came to light:
VMAP Investor, a subsidiary of C5 Capital, a business partner of Amazon, was formed days
before you joined DOD and entered an agreement to purchase SBD Advisors and continue
payments to you during your time at the Department.'? Your resistance to disclosing this
ongoing financial relationship with C5 to DOD ethics officials at the outset, which would have
allowed them to conduct a more thorough ethics analysis, and later to the O1G in the course of its
official investigation, set off alarm bells that are still ringing, and leaves us with the obvious
question: why? The OIG never got to the bottom of these questions, leaving Congress with the
task of picking up the pieces and attempting to re-assemble them.

After you left DOD, in August 2018, you formed Pallas Advisors, along with Anthony
DeMartine, who had worked for vou at SBD Advisors and went with you to DOD."¥  Mr,
DeMartino apparently took part in certain matters related to JEDI procurement at DOD as well.'*
It seems that Pallas Advisors is practically identical to the former SBD Advisors, which raises
the question of why Mr. Pienaar and C5 Capital would agree to purchase your consulting firm
without a non-compete agreement, allowing you to retumn to the pmratn:: sector and |:ru=:nl_|entml]:,n.r
gain back the clients from your former firm.'® This fact pattern is especially worrisome given
the conduct of other conflicted DOD officials.

When you entered service at DOD in 2017, given your proximity to Secretary Mattis as
one of his most trusted advisors, you were in a position potentially to have an outsized influence
over DOD policy or procurement, and provide direct access to the secretary. And all of this
followed on the heels of your paid consulting work for both Amazon and Amazon-associated C5
and Andre Pienaar, selling Amazon Web Services (AWS) to DOD."” We must determine
whether this attempt to sell AWS services to DOD continued when vou entered govemment
service, and make sure that yvour inside access was used in the public’s interest.

Accordingly, so that Congress may conduct independent oversight of your role in the

2 fd An12; Letter from Sean W, O'Donnell, Acting Inspector General, Dep't of Defense, Office of Inspector
General, to Rep. Ywvette Herrell, Member, United States House of Representatives (March B, 2022), on file with
slaff,

¥ Letter from Senator Charles Grassley, supra n. 5.

" Dep't of Defense, supra n. [ at 190

M fd at 204-206,

¥ Pallas Advisors, Abowr Us (last sccessed May §, 2023) (describing Pallas Advisors as “a strategic advisory firm
specializing in pavigating complex national and international security dynamics™), https.weww, pallnsadvisors.com/.
" Dep't of Defense, Office of Inspector General, Recarded Transeription, Interview of Sally B. Donnelly, (August
15, 201%), page 7-9, on file with siaff.
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JEDT Cloud procurement, and in preparation of a transcribed interview, please provide the
following records'® no later than July 27, 2023;

L.

All records between you and any person or entity related to the JEDI contract and its
procurement process, This request includes records in the possession of SBD Advisors
and Pallas Advisors,

An unredacted copy of the January 2017 Purchase and Sale Agreement and any other
agreements relating to purchase or sale of all, or any portion of, SBD Advisors.

All financial records reflecting all payments received pursuant to the January 2017
Purchase and Sale Agreement, including but not limited to each of the purported
390,000 payments previously referenced in the DOD QIG Keport.

A list of all persons employed by SBD Advisors in January 2017, and a list of all persons
employed at Pallas Advisors within the last year.

A st of all clients of SBD Adwvisors in 2006 and 2017 and a List of all chents of Pallasg
Advisors within the last year.

All records between and among you and Andre Pienaar or any of his agents or related
partics, and between and among you and any party associated with C5, VMAP Investor
LLC, and any subsidiary or affiliate of C5 or VMAP investor LLC.

All records between and among you and Amazon or any of its agents, employees, and
related parties, in any way related to the Department of Defense from December 2016
through your tenure at the Department.

All financial records relating to any financial consideration you received, directly or
indirectly, from Amazon (or any Amazon entity or related party); and/or C5 (or any C5
entity or related party) whether pursuant to the Purchase and Sale Agreement or not,
whether before, during, or after your tenure at DOD.

All agreements between Pallas Advisors (or any related entity or agent) and Amazon (and
any related entity or agent), and financial records relating to any consideration paid to
Pallas Advisors (or any agent or related entity) from Amazon (or any agent or related
entity) or C5 (or any agent or related entity).

We reserve the right to make additional document or information requests should we deem it
necessary to advance this investigation. Thank you for your cooperation in this important matter.

'8 “Records™ include any written, recorded, or graphic material of any kind, including letters, memoranda, repotts,
notes, electronic data (e-mails, email attachments, and any other electronically-created or stored information),
calendar entries, inter-office communications, meeting minutes, phone/voice mail or recordings/records of verbal
communications, and drafts (whether or not they resulted in final documents),
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Sincerely,

Charles E. Grassley
Ranking Member Member of Congress
Committee on the Budget Committee on Oversight & Accountability
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Christopher J. Armstrong

July 27,2023

Via E-mail REDACTED

The Honorable Charles E. Grassley
United States Senate

135 Hart Senate Office Building
Washington, D.C. 20510

The Honorable Nancy Mace

United States House of Representatives
1728 Longworth House Office Building
Washington, DC 20515

Re:  July 13, 2023 letter to André Pienaar
Dear Senator Grassley and Congresswoman Mace:

On behalf of my client, André Pienaar, I write in response to your letter of July 13, 2023. As you
note in your letter, Mr. Pienaar has provided assistance to previous inquiries related to the
Department of Defense (“DoD”) Inspector General's (“DoD 1G”) 2020 report on the Joint
Enterprise Defense Infrastructure (“JEDI”’) Cloud Procurement. This matter has been fully
reviewed by the DoD IG, the Government Accountability Office (“GAQ”), the U.S. Court of
Federal Claims, and the U.S. Court of Appeals for the Federal Circuit—and all relevant claims
have been dismissed. Nevertheless, we appreciate this opportunity to further respond to questions

on this matter and dispel the continued falsehoods being disseminated by the Oracle Corporation
(“Oracle™).

Oracle has lobbied for years to secure congressional support for a debunked conspiracy theory
that in reality is a common business grievance against a competitor, Amazon. Oracle has also
aired these grievances with the Office of Management and Budget, the Council of Inspectors
General on Integrity and Efficiency, and the Department of Justice. Each relevant authority
rejected this debunked conspiracy theory.

Atlanta | Austin | Birmingham | Boston | Century City | Charlotte | Chattanooga | Chicago | Dallas | Denver | Fort Lauderdale
Houston | Jacksonville | Los Angeles | Miami | Nashville | Newport Beach | New York | Orlando | Philadelphia
Portland | Richmond | San Francisco | Stamford | Tallahassee | Tampa | Tysons | Washington, D.C. | West Palm Beach
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Our letter states the facts of the matter in question, responds to statements in Senator Grassley’s
October 24, 2022 letter to Secretary Lloyd J. Austin and Acting Inspector General Sean
O’Donnell, and also responds to your request.

The Facts

The allegation at the root of the debunked conspiracy is that Mr. Pienaar sought to obtain an
improper advantage for Amazon Web Services (“AWS”), of which his wife, Teresa Carlson, was
an executive, in connection with the JEDI Cloud Procurement. This allegation is based on the
well-established falsehood that Mr. Pienaar sought this influence by purchasing Sally Donnelly’s
business, SBD Advisors, when she joined DoD as an advisor to Secretary Jim Mattis. This claim
has been widely circulated by Oracle in an effort to show why the company lost the since-
cancelled JEDI contract, which AWS also lost (it was awarded to Microsoft).! The claim is
completely and totally false. It has been debunked by every neutral arbiter who has reviewed the
matter, including:

e The DoD OIG concluded—in a 300+ page report issued after conducting more than 80
interviews and reviewing 32 gigabytes of documents and information—that there is “no
evidence that Ms. Donnelly gave Amazon officials greater or more frequent access to
meetings with Secretary Mattis than Amazon’s competitors who requested to meet with
him”; that there is “no evidence that Ms. Donnelly was involved in or influenced any
aspect of the JEDI Cloud procurement”; and that there was no evidence to substantiate
complaints of ethical improprieties against Ms. Donnelly.>

e The DoD OIG, in response to questions from Senator Grassley, reiterated its
conclusions—and the extensive investigation of which they were the product—and
specifically explained that it “found no evidence that Secretary Mattis’ meetings with
Amazon differed substantively from similar meetings with Amazon’s industry
competitors,” that Ms. Donnelly did not have “any role” in “shaping or developing the
JEDI Cloud acquisition,” and that Ms. Donnelly “complied with her disclosure

!'It would not be in the best interests of our country’s national security to allow an Oracle-driven propaganda
campaign focused on a repeatedly debunked conspiracy theory to distract from the reality that Oracle has simply
been unable to compete effectively in the free market. In a recent report by MarketWatch, one analyst made clear
that “Amazon remains the de facto cloud provider, but Azure does not appear far behind,” Thill said, noting that
48% of CIOs surveyed reported that AWS was their primary cloud provider, while 43% said Azure, 8% said GCP
and 3% said Oracle.” Available at https://www.marketwatch.com/story/ai-is-driving-big-gains-in-tech-but-it-is-not-
as-great-a-factor-in-cloud-spending-9bcab5c3.

2 Inspector General of the Department of Defense, Report on the Joint Enterprise Defense Infrastructure (JEDI)
Cloud Procurement 7, 9, 200-01 (Apr. 13, 2020) [hereinafter, “Inspector General JEDI Report™], available at
https://media.defense.gov/2020/Apr/21/2002285087/-1/-
1/1/REPORT%200N%20THE%20JOINT%20ENTERPRISE%20DEFENSE%20INFRASTRUCTURE%20(JEDI)
%20CLOUD%20PROCUREMENT%20DODIG-2020-079.PDF
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obligations.”? It also specifically rejected the accusation that “the DoD OIG downplayed
Ms. Donnelly’s involvement in a ‘sales pitch’ meeting between Secretary Mattis and
Amazon and Mr. Bezos in August 2017, and that this meeting had broader implications
on the formation of the JEDI Cloud procurement process.”*

e The GAO rejected Oracle’s protest of the JEDI Cloud Procurement and specifically
rejected Oracle’s assertion that conflicts of interest gave Amazon/AWS an unfair
competitive advantage in the Procurement.’

e The Court of Federal Claims likewise rejected Oracle’s protest of the JEDI Cloud
Procurement, specifically affirming as “reasonable and well supported” the Contracting
Officer’s conclusion that Amazon/AWS did not obtain any improper “competitive
advantage.”®

e The U.S. Court of Appeals for the Federal Circuit affirmed the Court of Federal Claims’
decision rejecting Oracle’s protest of the JEDI Cloud Procurement, specifically rejecting
“the extensive array of claims raised by Oracle.”’

e Oracle also presented its same allegations that conflicts of interest gave an unfair
competitive advantage to Amazon/AWS in the JEDI Cloud Procurement process to the
Acting Director of the Office of Management and Budget (on April 20, 2020), the
Executive Chair of the Council of Inspectors General on Integrity and Efficiency (on
April 20, 2020), the U.S. Attorney’s Office for the Eastern District of Virginia (on June
23, 2020), and the Public Integrity Section of the Department of Justice’s Criminal
Division (on September 17, 2020), and those offices all appropriately rejected Oracle’s
claims.

Mr. Pienaar’s work to arrange the sale of SBD Advisors was done to assist Ms. Donnelly in her
diligent efforts to comply with all applicable ethics rules. At no point was this effort intended to
benefit AWS in any federal contract, at no point did it benefit AWS in any federal contract, and
any claims to the contrary are false. We are also currently unaware of any instance in which any
relevant information that was required to be disclosed was withheld during this process. None of
these facts have prevented Oracle from attempting to spread its conspiracy theories through
Congress and in the media.

3 Letter from Sean W. O’Donnell (Acting Inspector General, Department of Defense) to Hon. Charles Grassley &
Hon. Richard Durbin at 3-4 (Sept. 15, 2021) [hereinafter “Inspector General Letter to Sen. Grassley”], available at
https://www.grassley.senate.gov/imo/media/doc/defense dept.inspectorgeneraltograssleyjedireview.pdf.

41d. at 3.

5 In re Oracle America, Inc., B-416657; B-416657.2; B-416657.3; B-416657.4 (GAO Nov. 14, 2018), available at
https://www.gao.gov/assets/b-416657%2Cb-416657.2%2Cb-416657.3%2Cb-416657.4.pdf.

¢ Oracle Am., Inc. v. United States, 144 Fed. Cl. 88, 125-26 (2019).

7 Oracle Am., Inc. v. United States, 975 F.3d 1279, 1302-03 (Fed. Cir. 2020).
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Due to reasons known only to Oracle and its leadership, rather than devoting its resources to
taking on their competitors and providing superior service to the federal government and
taxpayers, Oracle has chosen to spend its time, resources, and reputation on Capitol Hill to attack
my client, Mr. Pienaar, his wife Teressa Carlson, and public servants such as Ms. Donnelly.

Senator Grassley’s June 24, 2022 Letter to Mr. Pienaar and October 24, 2022 Letter to
Secretary Austin

On June 24, 2022, Senator Grassley wrote to Mr. Pienaar requesting certain information related
to the sale of SBD Advisors.® Following my client’s full cooperation with this inquiry, including
an in-depth briefing from counsel on July 26, 2022, Senator Grassley wrote to Secretary of
Defense Lloyd J. Austin and Department of Defense Acting Inspector General Sean O’Donnell
on October 24, 2022 (“October letter”) relaying his views on these transactions and their alleged
relationship with the Department of Defense’s former JEDI Cloud procurement.

Because your offices show continued interest in this matter, I will first address a number of
matters from the Senator’s October letter:

1. On the first page of the October letter, Senator Grassley wrote “[a]s disclosed in her
[Office of Government Ethics (“OGE”)] Form 278e, dated May 17, 2017, Ms. Donnelly
reported a payment related to the sale of SBD Advisors LLC for $390,000. On her second
OGE Form 278e, dated May 4, 2018, and filed two months after her resignation from the
DoD, Ms. Donnelly reported the second, third, and final partial payments from the sale of
SBD Advisors LLC totaling $1,170,000, which she received while in federal service.
Notably, both of Ms. Donnelly’s OGE Forms failed to disclose the identity of the
purchaser of SBD Advisors LLC.”

a. It is important to note that OGE Form 278e does not require the filer to disclose
purchasers, nor does it provide any indication that such information is required or
expected.’

b. On pages 49-50 of Ms. Donnelly’s interview with the DoD OIG: “Q: And who
did you sell SBD Advisors to? A: André Pienaar was the organizer of the sale of
SBD.”!0

c. On page 200 of the DoD OIG report, “Ms. Donnelly legally divested all of her
SBD Advisors membership units before she accepted the position as Senior

8 Letter to Secretary Austin and Acting Inspector General O’Donnell, available at
https://www.grassley.senate.gov/imo/media/doc/grassley to defense deptdefenseinspectorgeneralsbdadvisorsllccon
flictsofinterestreview1.pdf.

° Available at https://www.oge.gov

10 Available at https://www.dodig.mil/Portals/48/DODOIG-2020-
001050%2015t%20Interim%?20response%?20records_1.pdf
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Advisor to Secretary Mattis, and partial payments for selling her stake in the
company continued to come to her during her DoD employment. She disclosed
those payments on her OGE 278 forms, as required.”!!

2. The October letter also states on its second page that, “[k]nowledge of the entity that
purchased Ms. Donnelly’s firm is a relevant and central to the question of whether a
conflict of interest existed and could have substantively affected the protocols required to
wall off Ms. Donnelly from potential and actual conflicts of interest while employed at
DoD.”

a. Per the OIG report on page 194, there was already a process in place to wall off
Ms. Donnelly from potential conflicts: "Ms. Donnelly was not Secretary Mattis’s
scheduler, nor was she the decision-maker regarding his acceptance of meeting or
dinner invitations." There was a process where members of Sec. Mattis' staff
would receive input from parts of the office, including the Defense Standards of
Conduct Office (“SOCO”) ethics officials, to make sure there were legal/ethical
purposes satisfied. Chief of Staff Sweeney would vet the request after that, and
refer to Sec. Mattis for final approval. Scheduling and logistics of meetings
happen thereafter.

b. That same protocol protected from any potential conflict of interest with AWS,
per page 195 of the OIG report: "As an example of Ms. Donnelly’s actions
regarding Amazon access to Secretary Mattis, on April 17,2017, an Amazon
representative e-mailed Mr. Anthony DeMartino, former Chief of Staff to Deputy
Secretary Shanahan and former Deputy Chief of Staff to Secretary Mattis, and
asked for an April 27, 2017, meeting between Secretary Mattis and Mr. Bezos.
Mr. DeMartino subsequently consulted Ms. Donnelly about Amazon’s request.
On April 18, 2017, Ms. Donnelly sent Mr. DeMartino an e-mail stating, “We
should stand back and let the [Secretary of Defense’s] schedule process work—
we should take no action to help. Not our place, not proper.” Mr. DeMartino
replied to Ms. Donnelly, “Roger. My thoughts exactly.”

3. According to Ms. Donnelly’s sworn testimony to the DoD OIG, “André Pienaar was the
organizer of the sale of SBD.” DoD OIG never asked Ms. Donnelly to expand on what
she meant by “organizer” of the sale.

a. André Pienaar did not have interest in purchasing Ms. Donnelly’s company.
Pienaar was helping a longstanding business partner who needed to sell her
company quickly to comply within DoD ethics rules. Pienaar agreed to organize

"' DoD IG report, at 200.
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the sale in less than three days with the intention of selling all shares to other
investors, which Pienaar subsequently did.

1. In sworn testimony with DoD OIG Donnelly was asked “Q: So, you said
you sold 80 percent of SBD. Was there another partner? A: Yes, ma' am. It
was André Pienaar.”

4. Page four of the letter states, “[o]n January 19, 2017, three days before she entered
federal service, Ms. Donnelly sold her 80 percent stake in SBD Advisors LLC to VMAP
Investor LLC for $1,560,000 paid in two installments of $780.000. According to the
Purchase and Sale Agreement, the first payment was supposed to be made within two
weeks of execution of the Agreement and the second payment within six months of the
first payment. However, according to DoD OIG, Ms. Donnelly ‘did not receive payment
for SBD Advisors LLC as indicated in the Purchase and Sale Agreement,” but instead
received four installments of $390,000 paid on January 2017, March 2017, July 2017,
and March 2018.””

a.

Ms. Donnelly sold her 80% stake (100% of her shares) and was free and clear of
SBD Advisers when she joined the DOD.

The payments she received subsequently were unrelated to the performance of
SBD Advisers and due to her regardless of what happened to the business.

On January 19, 2017, Donnelly received the first payment of $390,000 before
entering the DOD.

André Pienaar had to find additional investors to raise the capital needed to
complete the financing of the sale, which is why the deal was structured with
additional installments. Ms. Donnelly had no idea and no financial interest in who
those investors might be; she was owed a set amount via installment payments
from the entity that purchased SBD Advisors no matter who VMAP may have
turned to later in order to finance that purchase.

As detailed on pages 190-91 of the DoD OIG report, Donnelly received the
installments of the remainder of the initial deal in March of 2017 ($390,000), July
2017 ($390,000) and March of 2018 ($390,000).

5. Page 5 of the October letter states that “[d]espite repeated requests, Mr. Pienaar’s counsel
refused to identify this investor, but described him or her as someone with experience in
the mining industry who may have also served on the board of C5 Capital.”
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a. Again, Mr. Pienaar agreed to fully cooperate with Sen. Grassley and his legal
counsel met with Senator Grassley’s staff on July 26, 2022, and gave them access
to an unredacted copy of the agreement the day prior, on July 25.

6. Page six of the letter states, “[f]or example, according to DoD OIG, ‘[s]ometime in
March 2017, Ms. Donnelly received the second partial payment of $390,000 from her
sale of SBD Advisors membership units.”

a. This was scheduled from the sale of the SBD Advisors prior to Donnelly entering
DoD and not a new payment.

b. Per the OIG report pg. 202 “Ms. Donnelly legally divested all of her SBD
Advisors membership units before she accepted the position as Senior Advisor to
Secretary Mattis, and partial payments for selling her stake in the company
continued to come to her during her DoD employment. She disclosed those
payments on her OGE 278 forms, as required.”

7. Page six also states, “[a]round this same time, Ms. Donnelly attended a dinner in the
United Kingdom with Secretary James Mattis, Mr. Pienaar, and Theresa Carlson, then-
Vice President of Amazon Worldwide Public Sector Business, among others.”

a. The dinner was hosted in honor of the late Duke of Westminster with whom
Secretary Mattis worked on a voluntary basis to build the new UK Defense and
Rehabilitation Center (DNRC). Secretary Mattis had missed the Duke’s Memorial
Service because of his engagement with the Trump transition team.

b. General Lamb is listed as the Host of this dinner , and the invitation and attendees
worked its way through the ordinary course for approval at DoD. No cloud
discussion occurred during the dinner, per Kevin Sweeney, the DoD Chief of
Staff. !

c. Page 173 of the DoD OIG report states that, in reviewing the itinerary for the UK
trip, "The SOCO Attorney wrote in an e-mail, “no ethics objections” for Secretary
Mattis’ itinerary and the dinner in the U.K. with the named attendees."

8. Page six also states: “Notably, at this dinner, Ms. Carlson, on behalf of Mr. Jeff Bezos,
then-President and Chief Executive Officer of Amazon, requested a meeting with
Secretary Mattis for the purposes of discussing Mr. Bezos’ ‘thoughts/observations on
DoD’s relationship with the tech [technology] sector.”” This suggests that Ms. Carlson
made this request.

12 DoD IG report, at 173.
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The quoted text is from an email sent by an Amazon representative on April 17,
2017 - it is not a quote from Ms. Carlson, per page 176 of the DoD OIG report.

Secretary Mattis told OIG investigators that he did not recall “a single mention of

the cloud or of Amazon” at the dinner, per page 173 of the DoD OIG report.

Admiral Craig Faller, who attended the dinner, told DoD OIG investigators that
he “heard no discussion about cloud computing during the dinner,” per page 174
of the DoD OIG report.

. When Ms. Carlson was introduced to Sec. Mattis, she was introduced as part of

AWS Cloud computing, to which Mattis then responded, “that he could not
envision the DoD moving to the cloud because of potential security issues,” per
page 174 of the DoD OIG report.

9. Page six also quotes an AWS Public Sector Blog post stating, “AWS is also one of

10.

several organizations that support two C5 startup accelerator programs, the Peacetech
Accelerator in Washington, D.C. and the Cloud 10 Scalerator in Bahrain, to help early-
stage businesses with mentorship, training on cloud computing skills, and access to
potential investors.... C5 [also] became part of the AWS Partner Network Channel
Reseller Program for one deal supporting the Bahrain Information and eGovernment
Authority,” in April 2017.”

a. The Peacetech Accelerator was partnered with the United States Institute for

Peace to support the entrepreneurs from conflict or post conflict countries to build
startups that could help bring peace to their countries. The Bahrain accelerator
was focused on supporting female startup entrepreneurs in the Gulf region.

. Amazon is the fifth-largest company in the world. It has hundreds, if not

thousands, of partners. Amazon is one of several companies that supported the
Peacetech and Cloud 10 Scalerator.

Regarding the Bahrain Information and eGovernment Authority, this involved one
payment of $3,000 related to Amazon Cloud for use in the Bahrain accelerator.

Finally, the report states: “Taken together, while in government service, Ms. Donnelly
received payments from VMAP Investor LLC—an entity directly linked to two senior C5
officials, a company connected to Amazon. These facts were not included in DoD or
DoD OIG’s conflicts analysis.”

The DoD OIG’s conflict analysis extensively details both of these facts on pages
188-201.
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b. The OIG Conclusion summary of the report refutes these claims. On page 200,
the DoD OIG writes, “[w]e did not find evidence that she failed to disclose
payments from SBD Advisors on her OGE 278e, provided preferential treatment
to Amazon, or improperly participated in the JEDI Cloud procurement because of
her prior associations with Amazon, SBD Advisors, and C5 Capital.”

c. On page 201, the DoD OIG concludes, “with regard to financial disclosures and
SBD Advisors consulting relationships with C5 Capital and AWS, we found that
Ms. Donnelly sold her SBD Advisors membership units and properly annotated
both her initial and termination financial disclosure forms to reflect the total
proceeds she received from the sale of SBD Advisors. She sought ethics advice on
how to complete this documentation, and submitted the appropriate reports as
required. In addition to the disclosure of SBD Advisors, she submitted a Periodic
Report consistent with OGE procedure to disclose financial information involving
an entity not related to AWS or SBD Advisors and had no connection to the JEDI
Cloud procurement. We likewise found no evidence that she had an ongoing or
undisclosed financial relationship with C5 Capital or Amazon and its affiliates
that would have required her to recuse from any of her official duties during her
service in the DoD.”

Your July 13, 2023 Request

Your recent letter requests a large amount of information, most of which is already known.
Nonetheless, we are happy to respond to these requests.

The first request is for an unredacted copy of the January 2017 Purchase and Sale
Agreement. This can be easily found as Exhibit D in Senator Grassley’s October letter.
We previously shared an unredacted copy in confidence on July 25, 2022 — in an effort to
protect the privacy of individuals who had no business before the United States
government - only to find it published online. If you are unable to read that text please
let us know and we can provide it yet again.

The second request is for “[a]ll records between and among you or any party associated
with C5 or VMAP Investors LLC, and Sally Donnelly, Anthony DeMartino, or any DOD
official, related to Amazon or the JEDI cloud procurement.” After an extensive search,
we found no relevant records.

The third request is for “[a]ll records between and among you or anyone at C5 or its
subsidiaries or affiliates and anyone with anyone at Amazon, related to Sally Donnelly,
SBD Advisors, ITC Global, and the JEDI cloud contract.” After an extensive search, we
found no relevant records.
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e Your fourth request is for “[f]inancial records reflecting any payments pursuant to the
January 2017 Purchase and Sale Agreement, including but not limited to each of the
purported $390,000 payments previously referenced in the DoD OIG Report.” Details of
all the relevant payments are already in your possession and in the public domain. No
payments were made other than those already disclosed by Sally Donnelly to the DOD.

e Your fifth request is for “financial records of all payments from Amazon, or any person
or entity acting on behalf of Amazon, received by you, C5 Capital, or any of its
subsidiaries, officers, or employees at any time from 2015 to the present.” C5 Capital has
never received any funds of any kind from Amazon. C5 Accelerate, the division of C5
that ran C5’s accelerator programs, received matched funds from Amazon in line with its
standard accelerator support program. In other words, to receive these funds from
Amazon, C5 Accelerate had to spend an equivalent amount on the accelerator program.
In Bahrain this was $340,000 in 2017 and for the Peacetech Accelerator $300,000 in
2018.

e Your sixth request is for “financial records relating to any consideration you paid in
connection with the sale of SBD Advisors....” We have already briefed Senator
Grassley’s staff on this issue and have no new information.

e Your seventh request is for “all agreements and financial records relating to and
consideration paid to Pallas Advisors (or any related entity) from Amazon (or any related
entity), or C5 (or any related entity).” C5 has never had any dealings with Pallas
Advisers.

e Your eighth, and final request, is impossibly broad. The request is for “all records
reflecting communications between and among you or your representatives and any CS
entity or person in connection with SBD Advisors.” I welcome clarification on what this
request means.

Thank you for this opportunity to clarify the facts on this matter.

Christopher J. Armstrong
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Senator Charles E. Grassley
Congresswoman Nancy Mace
United States Congress
Washington, DC 20515

Via Electronic Mail

Re: JEDI Cloud Procurement

Dear Senator Grassley and Congresswoman Mace:

I am writing in response to your July 13, 2023 letter to my client Sally Donnelly.! Sadly,
entities with a financial interest in the Department of Defense’s cloud computing contract have
continued to wage a long-standing battle of disinformation, and my client is an unwarranted
victim.2 T appreciate this opportunity to correct some of the misleading and inaccurate premises
upon which this false narrative is constructed.

As you know, shortly before he became Secretary of Defense, General James Mattis
asked Ms. Donnelly if she would serve as his Senior Advisor. Called again to public service,
Ms. Donnelly sold the business she had built, SBD Advisors, and joined Secretary Mattis’s staff.
Ms. Donnelly was honored to serve alongside the men and women of the Department of Defense
for 14 months and is rightfully proud of her service. She adhered to all ethical and legal
obligations and always acted in the best interest of the national security of the United States.

Your letter asserts that in her initial financial disclosure report (OGE Form 278e) Ms.
Donnelly “failed to disclose” the purchaser of SBD Advisors and the remaining balance due on
that sale. The Department of Defense Inspector General thoroughly investigated these same

! Although I have been representing Ms. Donnelly in connection with this matter for more than five years, Senator
Grassley’s staff only sent a copy of this letter to me after 7:00 pm on August 10, less than 24 hours before I was
scheduled to begin a long-planned August vacation. As I explained at that time, I am responding upon my return to
the office.

2 Someone Is Waging a Secret War to Undermine the Pentagon’s Huge Cloud Contract, Defense One, August 20,
2018, https://www.defenseone.com/technology/2018/08/someone-waging-secret-war-undermine-pentagons-huge-
cloud-contract/150685/.
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allegations and issued an extensive report more than three years ago completely exonerating Ms.
Donnelly.? As the Inspector General found, Ms. Donnelly worked closely with experts from the
Department of Defense Standards of Conduct Office (“SOCO”) to complete her Form 278e
properly. As required, she disclosed to SOCO and on her Form 278e that, prior to re-entering
government service, she sold the entirety of her partial ownership stake in SBD Advisors. She
disclosed that, prior to re-entering government service, she had thus far received as income from
that sale $390,000 toward the full value of her partial ownership stake in SBD Advisors, which
she disclosed — pursuant to the Form 278e — was worth between $1 million and $5 million. She
also disclosed to SOCO and on her Form 278e that, while at SBD Advisors, she had received
more than $5,000 annually in compensation from consulting services provided to both Amazon
Web Services and C5 Capital. When Ms. Donnelly left the Department of Defense the following
year, again working closely with the experts at SOCO, she filed a “termination” Form 278e that
expressly disclosed the remaining $1,170,000 in payments she received pursuant to the sale of
SBD Advisors.

The Inspector General’s investigation was professional, exhaustive, and objective. A
multi-disciplinary team interviewed 80 individuals and carefully reviewed more than 32
gigabytes of emails and other documents.* Their final report was more than 300 pages long.
Their conclusions about Ms. Donnelly’s conduct were unambiguous: “We determined that Ms.
Donnelly did not violate any ethical agreements and obligations regarding Office of Government
Ethics financial disclosures.” The Inspector General made that determination because it is true.

Indeed, notwithstanding your suggestions to the contrary, the Inspector General
understood that Secretary Mattis had given Ms. Donnelly very little advance notice of his request
to join the Department, that Ms. Donnelly logically had turned to the other owner of an equity
interest in SBD Advisors, Andre Pienaar, and sold her interest in the business to him at the same
valuation that she last had purchased part of Mr. Pienaar’s interest in the business from him.% All
of these facts were included in the Inspector General’s report and considered as part of the
Inspector General’s conclusion that Ms. Donnelly complied with her ethical obligations and
made all required financial disclosures:

3 Inspector General, U.S. Department of Defense, Report on the Joint Enterprise Defense Infrastructure (JEDI)
Cloud Procurement (April 13, 2020), https://media.defense.gov/2020/Apr/21/2002285087/-1/-
1/1/REPORT%200N%20THE%20JOINT%20ENTERPRISE%20DEFENSE%20INFRASTRUCTURE%20(JEDI)
%20CLOUD%20PROCUREMENT%20DODIG-2020-079.PDF (“IG Report™).

4 Id. at 5-6.

5 Id. at 9 (emphasis added).

6 Jd. at 169 n.144 (“Ms. Donnelly and Mr. Pienaar co-owned SBD Advisors. Ms. Donnelly sold her share of
ownership of SBD Advisors to Mr. Pienaar in January 2017, prior to entering on duty with the DoD.”); id. at 190
(noting that, in January 2017, “Ms. Donnelly owned 80 percent of all SBD Advisors membership units.”); id. at 191-
92 (quoting an August 2017 email from a SOCO attorney describing how, in 2016, Ms. Donnelly had purchased a
20% interest in SBD Advisors from Mr. Pienaar for $390,000).
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We did not find evidence that she failed to disclose payments from SBD Advisors
on her OGE 278e .... We found that the DoD SOCO worked closely with Ms.
Donnelly on her OGE 278e form submissions and that SOCO determined that Ms.
Donnelly complied with her ethics agreements and her ethical obligations
regarding financial disclosures. Ms. Donnelly legally divested all of her SBD
Advisors membership units before she accepted the position as Senior Advisor to
Secretary Mattis, and partial payments for selling her stake in the company
continued to come to her during her DoD employment. She disclosed those
payments on her OGE 278 forms, as required....

With regard to financial disclosures and SBD Advisors consulting relationships
with C5 Capital and AWS, we found that Ms. Donnelly sold her SBD Advisors
membership units and properly annotated both her initial and termination
financial disclosure forms to reflect the total proceeds she received from the sale
of SBD Advisors. She sought ethics advice on how to complete this
documentation, and submitted the appropriate reports as required.’

As the Inspector General informed Congress when asked about these issues more than a
year ago, “neither the purchaser nor the purchase vehicle of Ms. Donnelly’s [company] was
relevant to whether she complied with her ethical obligations.”® Once Ms. Donnelly sold her
interest in SBD Advisors, she had no further financial interest in the performance of that
company. Whether the company performed well or poorly was irrelevant to Ms. Donnelly.
Moreover, having acquired Ms. Donnelly’s interest in SBD Advisors, the purchasers were free in
turn to sell all or part of the company to anyone else of their choosing at any time without Ms.
Donnelly knowing about it. As the Inspector General properly understood, for ethical purposes
the ownership of SBD Advisors — whether on January 22, 2017, or October 12, 2017, or March
1, 2018, or any other date — whatever it was, was simply irrelevant.’

The Inspector General’s investigation also thoroughly refuted the repeated false
allegations that Ms. Donnelly may have attempted to influence the JEDI cloud procurement to

7 Id. at 200-01 (emphasis added).

8 Letter from Senator Charles E. Grassley to Secretary Lloyd J. Austin and Acting Inspector Gen. Sean O’Donnell,
Dep’t of Def. (October 24, 2022),

https://www.grassley.senate.gov/imo/media/doc/grassley to_defense deptdefenseinspectorgeneralsbdadvisorsllccon
flictsofinterestreview 1.pdf, at 2, quoting Letter from Acting Inspector Gen. Sean O’Donnell, Dep’t of Def., to
Congresswoman Yvette Herrell at 10 (Mar. 8, 2022).

? These dates are merely illustrative. Consistent with the basic tenets of private property, Ms. Donnelly does not
know who owned all or part of SBD Advisors at any given time after she sold her interest. Following that sale, SBD
Advisors also was free to work (or not work) with whatever clients it chose; Ms. Donnelly was no longer privy to or
concerned with its client list.
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favor her (again, properly disclosed) former client Amazon Web Services.!® While at the
Department of Defense, Ms. Donnelly had no role in acquisition or procurement. She played no
role, and exercised no influence, in connection with any government contract, including — as the
Department of Defense has confirmed repeatedly — the JEDI procurement. To suggest otherwise
not only flies in the face of the most fundamental procedures of government contracting but also
denigrates the roles of the dedicated career men and women at the Department of Defense who
have spent countless hours developing and refining that and hundreds of other contracts with the
sole purpose of protecting the safety and security of the United States.

The Inspector General looked thoroughly at all suggestions that Ms. Donnelly may have
played a role in the JEDI procurement and, based on the evidence, not biased supposition, flatly
rejected all of them. As the Inspector General summarized his lengthy and detailed findings in
his April 2020 report:

We did not substantiate any of the allegations regarding Ms. Donnelly. We did
not find evidence that she ... provided preferential treatment to Amazon, or
improperly participated in the JEDI Cloud procurement because of her prior
associations with Amazon, SBD Advisors, and C5 Capital.

We found ... no evidence that Ms. Donnelly gave Amazon officials greater or
more frequent access to meetings with Secretary Mattis than Amazon’s
competitors who requested to meet with him. On the contrary, we found that Ms.
Donnelly encouraged and helped organize Secretary Mattis August 2017 trip to
Washington and California to meet with officials from Amazon, Microsoft,
Apple, and Google so he could hear perspectives from each company on
corporate cultures, innovative technology risk-taking, and cloud data security.

Moreover, Ms. Donnelly was not Secretary Mattis’ scheduler, and did not screen
his invitations to decide which invitations should be presented to him for
consideration. Mr. Sweeney, the Chief of Staff, had that duty. Once an invitation
came to Secretary Mattis, Mr. Sweeney or Secretary Mattis’ scheduler assisted
him by requesting ethics opinions before Secretary Mattis accepted invitations.
After he accepted invitations, Ms. Donnelly assisted the staff in organizing and
facilitating his attendance and any associated travel, which did not favor Amazon
or any other company.

10 Although your July 13, 2023 letter states that you “must determine” whether Ms. Donnelly attempted to sell AWS
services to the Department of Defense while she served as Senior Advisor to Secretary Mattis (as the IG concluded,
she did not) and expresses a purported need to “conduct independent oversight of [her] role in the JEDI Cloud
procurement” (as the IG concluded, she played no role), your questions relate almost entirely to Ms. Donnelly’s
private business affairs and not to your proffered legislative purpose. To the extent any of your questions relate to
Ms. Donnelly’s service at the Department of Defense, responsive materials would be housed there.
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We also found no evidence that Ms. Donnelly was involved in or influenced any
aspect of the JEDI Cloud procurement. She did not participate in drafting or
reviewing any procurement-related documents, was not a member of the CESG or
any factor evaluation panels. None of the witnesses told us she participated in any
of the 27 common acquisition activities we queried them about, and none ever
met or engaged with her on the procurement. The [Procuring Contracting Officer]
investigation and [Government Accountability Office] review each reached the
same conclusion that Ms. Donnelly played no role in the JEDI cloud procurement,
and her prior consulting ties with AWS and C5 Capital while she owned SBD
Advisors did not affect the integrity of the procurement....

In sum, we determined that Ms. Donnelly did not violate any ethical agreements
and obligations regarding OGE financial disclosures, did not give preferential
treatment to Amazon officials or restrict access to Secretary Mattis for other
industry leaders, and did not violate any post-Government employment
standards.!!

In the three years since the release of that report, the Inspector General has been unwavering in
the face of repeated efforts to recycle these rejected allegations, including in multiple letters to
Senator Grassley and other members of Congress. No matter how one tries to twist the facts,
while working at the Department of Defense Ms. Donnelly simply did not provide preferential
treatment or greater access to Amazon or anyone else and played no role in the JEDI or any other
procurement.

It is also worth noting that, at its most basic level, the foundational premise of your letter
is wrong. Your letter begins by referencing questions about Ms. Donnelly’s alleged role “in the
initial selection of Amazon for this $10 billion ‘tailored’ cloud contract with DOD.” Amazon
Web Services, of course, was not actually selected (initially or otherwise) to receive the $10
billion JEDI contract. Microsoft was selected but, as you know, never received the contract
because the Department of Defense cancelled the JEDI cloud procurement in July 2021.'2 Not
only was Amazon not selected for the JEDI contract, but in the end no one was.

These allegations about Amazon, Ms. Donnelly, and the JEDI procurement have been
raised, again and again, for more than five years. They have been universally rejected, again and
again. They were raised before the JEDI Cloud Procuring Contracting Officer in July 2018 and
rejected. They were raised before the Government Accountability Office in November 2018 and

'1'1G Report at 200-01.

12 See DOD Aims for New Enterprise-Wide Cloud by 2022, Dep’t of Def. (July 7, 2021),
https://www.defense.gov/News/News-Stories/Article/Article/2684754/dod-aims-for-new-enterprise-wide-cloud-by-
2022/.
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rejected. They were raised before the U.S. Court of Federal Claims and rejected in July 2019.
The U.S. Court of Appeals for the Federal Circuit affirmed that rejection in September 2020, and
the U.S. Supreme Court denied Oracle’s request for further review in October 2021. They were
raised before the Department of Defense Inspector General, which issued a comprehensive 313-
page report in April 2020 rejecting them. They were raised before the Acting Director of the
Office of Management and Budget in April 2020 and rejected. They were raised before the
Council of the Inspectors General on Integrity and Efficiency in April 2020 and rejected. They
were raised before the U.S. Attorney’s Office for the Eastern District of Virginia, where the
Pentagon is located, in June 2020 and rejected. They were raised before the Public Integrity
Section of the Department of Justice in September 2020 and rejected. These allegations have
been rejected, over and over and over again, because there simply is not — and never has been —
any there there.

In light of all of the foregoing, I feel confident saying that your questions about Ms.
Donnelly’s alleged influence (that never occurred) more than half a decade ago, with respect to a
contract (for which Amazon was not selected) that was never even awarded, does nothing to
protect our courageous warfighters or our national security. It is long past time to stop indulging
these financially-motivated, counter-factual diversions about the cancelled JEDI procurement
and focus instead on the Joint Warfighting Cloud Capability contract that actually was awarded
last year'? to ensure it is appropriate for the task and implemented properly. Self-interested
squabbles over the JEDI cloud procurement already have delayed our military’s technological
development in a world in which cloud services and artificial intelligence become more critical
by the day. They should not be allowed any longer to distract the Congress, the Department of
Defense, or our country from a task so central to our national safety and security.

Sincerely,

Michael N. Levy /

13 The Department replaced the cancelled JEDI procurement with the multi-provider Joint Warfighting Cloud
Capability program. See Department of Defense Announces Joint Warfighting Cloud Capability Procurement,
Dep’t of Def. (December 7, 2022), https://www.defense.gov/News/Releases/Release/Article/3239378/department-
of-defense-announces-joint-warfighting-cloud-capability-procurement/.
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Mr. Christopher J. Armstrong
Partner

Holland & Knight

800 17" St. NW

Washington, DC 20006

Dear Mr. Armstrong:

Thank you for your July 27™ letter responding to our JEDI inquiry. However, your
response on Mr. Pienaar’s behalf is seriously deficient, and it misrepresents a number of key
points. And no records backing up your assertions were provided. This is an opportunity for Mr.
Pienaar to give his version of the facts and to support them with records. It’s not Congress’s
duty to defer to a single Department of Defense Office of Inspector General (OIG) investigation,
and its report, which was riddled with problems. Congress has authority to independently review
the matter and the OIG’s work, especially since we possess new information that the OIG failed
to obtain. It’s within your client’s power to provide answers and records that would help us
reach the truth, but your client has declined to do so. We welcome information from any source
that furthers the public interest and gets us closer to the truth, and we’re conducting an
independent investigation following the facts wherever they lead.

Any claim that “[t]his matter has been fully reviewed by . . . the Government
Accountability Office (‘GAQO’), the U.S. Court of Federal Claims, and the U.S. Court of Appeals
for the Federal Circuit” isn’t accurate. Neither Mr. Pienaar nor Ms. Donnelly is mentioned even
once in the final decisions in any of those proceedings.! And of course, Mr. Pienaar’s disclosure
late last year that a C5 company, VMAP, was formed for the purpose of buying Ms. Donnelly’s
consulting firm, was new information that couldn’t have been analyzed in those proceedings
because of Ms. Donnelly’s and C5’s successful efforts to conceal that fact from the public eye.
Given information that is new, and unanswered questions that are old, this matter is ripe for
examination to complete the public record.

While it would be unwieldy to respond to every comment in your eleven-page letter,
many of which don’t directly relate to your client, it’s helpful to look at some of the main points.
We’ll start off by noting that almost all of your letter responds to Senator Grassley’s October
2022 letter to Secretary Austin and Acting Inspector General O’Donnell, and not to our recent
joint letter. Your letter also attempts to speak on behalf of Ms. Donnelly, who isn’t your client,

1'U.S. Gov’t Accountability Office, Decision in the Matter of Oracle America, Inc. (November 14, 2018),
https://www.gao.gov/assets/b-416657.b-416657.2.b-416657.3.b-416657.4.pdf; Oracle Am., Inc. v. United States,
144 Fed. CI. 88 (2019), aff'd, 975 F.3d 1279 (Fed. Cir. 2020).
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even making claims about her state of mind. Although there are plenty of reasons to call many
of your assertions into question, we’ll only address matters with you that involve your client.

Your letter claims that you’re, “currently unaware of any instance in which any relevant
information that was required to be disclosed was withheld during this process [of the sale of
SBD Advisors and subsequent proceedings].” If this were true, it would mean there’s no legal
obligation to candidly answer a direct question in an OIG investigation. As our previous letter
noted, Ms. Donnelly was directly asked in the course of an official OIG interview who purchased
her company, and rather than truthfully revealing the role your client’s business, C5 Capital and
VMAP, played in the purchase, she instead claimed that, “Andre Pienaar was the organizer of
the sale of SBD.” (Emphasis added.) While you’re correct that the OIG didn’t ask Ms. Donnelly
to expand on her statement, that doesn’t excuse her for offering a non-answer, and it also
illustrates why this congressional investigation is necessary. She also had the duty to correct the
misunderstanding her evasive answer created. The OIG understood Ms. Donnelly to mean that
your client personally was the purchaser of her firm, as evidenced by the OIG’s next question:

Q: And who did you sell SBD Advisors to?
A: Andre Pienaar was the organizer of the sale of SBD.
Q: Do you remember the date that you sold the company to Andre Pienaar?

A: I believe we signed the documents on the 19th of January, 2017, but I probably owe you a
confirmation if I can find the paperwork.?

Ms. Donnelly not only didn’t correct this false impression, but she answered as though that
understanding was correct. We need to know whether your client had any role in Ms. Donnelly’s
decision to hide the identity of the purchaser and represent your client as merely “the organizer,”
and if so, why he wanted information concealed linking C5 and VMAP to the purchase.

Your letter also touches on the March 31, 2017, U.K. dinner, at which your client, Ms.
Teresa Carlson, Ms. Donnelly, Secretary Mattis, and others were present. Because your client
was present at this dinner, we’ll address some of your points here as well. You selectively quote,
as did the OIG, the DOD Standards of Conduct Office (SOCO) attorney who wrote that there
was, “no ethics objection” regarding the dinner. This perfectly illustrates yet again why your
reliance on the OIG report, and your expectation that we should do so, is misguided. The email
you refer to was sent March 24, 2017, from DOD Office of General Counsel (OGC), and it
didn’t indicate that a full ethics screening had been performed. Instead, the email focused upon
whether the Secretary “may accept the ‘gift’ of the meal,” and which ethics exemptions would
allow that gift.’

2U.S. Dep’t of Defense, Office of Inspector Gen., Interview of Sally B. Donnelly (August 15, 2019) at 6 (emphasis
added), https://www.dodig.mil/Portals/48/DODOIG-2020-
001050%201st%20Interim%20response%20records_1.pdf.

3 Email from redacted sender, Senior Attorney and Deputy Designated Agency Ethics Official, Standards of
Conduct Office, Office of General Counsel, U.S. Dep’t of Defense, to redacted recipient in Office of the Secretary
of Defense (March 27, 2017 at 5:19 p.m.), on file with staff.
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Indeed, the email to OGC ethics official regarding the dinner, which prompted the SOCO
email, didn’t even identify either your client’s or Ms. Carlson’s business affiliations, which
would have been necessary to conduct a full and complete ethics review.

Friday (LTE)
LE:30 - 200

Dy
Principal. Falber. Donnelly
CGeneral Grasme Lamb - Host: assembled goest list
General Donad Baclards
biapor General Jamnes Cluswell
Minister Tobias Ellwoad
Cheryl Phanndgpe
Teresa Carlson
Andrew Pieniaar

Off the Fecord - Listemng Mode

This is unlike the list of attendees supplied for the New York dinner (which the Secretary
attended on his way to the U.K.), which did include attendees’ corporate affiliations.
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Ms. Donnelly, at the time, also had not disclosed her ongoing payments from your
client’s company because she hadn’t filed an ethics disclosure yet and wouldn’t file it until
nearly two months after the U.K. dinner. Accordingly, ethics officials couldn’t have considered
that information.* Ms. Donnelly’s former company, SBD Advisors, reportedly maintained
Amazon as a client throughout Ms. Donnelly’s time at the DOD, which if true means that Ms.
Donnelly was being paid for the purchase even as funds reportedly came in to SBD Advisors
from Amazon.’

It is also important to note that the U.K. dinner laid the groundwork for the JEDI
contract, as it led to the August 10, 2017, meeting between Mr. Bezos and Secretary Mattis that
was behind the Secretary’s decision to move the DOD to the cloud, apparently with the intent to
award the massive contract without competition solely to Amazon.® While you repeatedly allude
to the fact that Microsoft ultimately was awarded the JEDI contract, that fact isn’t dispositive as
to the questions we are investigating, which is whether serious conflicts were allowed to exist at
DOD and whether your client or Ms. Donnelly improperly attempted to use her role at DOD for
private gain.

4 Letter from Senator Charles Grassley, Ranking Member, U.S. Senate Comm. On the Judiciary, to Lloyd Austin,
Secretary, U.S. Dep’t of Defense, and Sean O’Donnell, Acting Inspector General, Dep’t of Defense, Office of the
Inspector General, Exhibit A, Sally Donnelly New Entrant Report, OGE Form 278e, (October 24, 2022),
https://www.grassley.senate.gov/imo/media/doc/grassley to_defense deptdefenseinspectorgeneralsbdadvisorsliccon
flictsofinterestreview1.pdf.

5 The Daily Caller, Andrew Kerr, Government Ethics Watchdogs Fear Amazon’s Web of Influence May Have
Tainted Pentagon’s $10 Billion JEDI Cloud Deal (August 8, 2018), https://dailycaller.com/2018/08/08/sally-
donnelly-defense-department-jedi-cloud-amazon/.

6 See, e.g., email, William Roper, United States Air Force, to Pat Shanahan, Deputy Secretary of Defense, and Ellen
Lord, Undersecretary for Acquisitions (August 12, 2017) (reporting on Secretary Mattis’s August 10, 2017 Amazon
visit and noting that Secretary Mattis made an “important decision” on that trip, and that the Secretary, “now
believe[d] in Cloud tech and wants to move the Departments to it”), forwarded to Ms. Donnelly by Anthony
DeMartino (August 14, 2017 at 7:20 a.m.); email, Jennifer Chronis, Amazon Web Services, to Joshua J. Marcuse,
Office of the Secretary of Defense (September 6, 2017 at 7:07 a.m.) (referencing “cost estimates [from Amazon] for
a notional DoD move to the cloud”); memo, Patrick Shanahan, Deputy Secretary of Defense (co-authored by
Anthony DeMartino), for secretaries of the military departments, Chairman of the Joint Chiefs of Staff, Under
Secretaries of Defense, et alia, Subject: Accelerating Enterprise Cloud Adoption (September 13, 2013) (directing the
“use of a tailored acquisition process to acquire a modern enterprise cloud services solution that can support
unclassified, secret, and top-secret information,” a directive that later is referenced in Air Force acquisition
documents as meaning that, “The AWS Cloud Solution is a DoD priority as per the Secretary of Defense
Memorandum dated 13 Sep. 2017 . .. .”), all documents on file with staff.
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Indeed, three weeks following the U.K. dinner, at which your client’s then-partner,
Teresa Carlson, an AWS vice president responsible for AWS sales to DOD, invited Secretary
Mattis to meet with Amazon CEO Jeff Bezos, Donnelly continued singing the praises of
Amazon, which the “Why Bezos” email below clearly illustrates, and pushed hard for the
meeting between Mr. Bezos and Secretary Mattis that was first offered in your client’s presence.’
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She also offered advice to an Amazon official in preparation for the Secretary’s meeting with
Mr. Bezos days before it occurred, in response to the salesperson’s request for “general
guidance,” and any, “landmines [Amazon] should avoid,” during Amazon’s presentation to the
Secretary.® The meeting between Secretary Mattis and Mr. Bezos resulted in the JEDI
procurement, as it was the catalyst for Secretary Mattis’s decision to move DOD data to the
cloud.’

When a DOD official notified Ms. Donnelly that the August meeting between Mattis and
Bezos had “morph[ed] into an AWS sales pitch,” that made the official uneasy (“I didn’t get a
good vibe out of it”), but that Secretary Mattis left the meeting ““99.9% there’ in terms of going

7 Email, Sally B. Donnelly to Craig Faller, Subject: Why Bezos (April 23, 2017 at 2:17 a.m.), on file with staff.

8 Email, Jennifer Chronis, General Manager, Amazon Web Services, to Sally Donnelly, Subject: SecDef Visit Next
Week (August 4, 2017 at 10:19 p.m.) (the email from Ms. Chronis also asks Ms. Donnelly to “put a bug in some
ears” about resistance Amazon is receiving from DOD CIO with reference to, “cloud and major policy blockers™);
reply email, Sally Donnelly to Jennifer Chronis (August 4, 2017 at 4:40 p.m.) (Donnelly gives advice for Amazon’s
presentation to Secretary Mattis, advising Amazon that, “[u]sing one example of DOD obstacles to cloud (if that is
what below) would be helpful. Also security security security of cloud. Oh yeah, and if we see power point, that
will not be helpful. :)”), on file with staff.

® Supra n. 6.
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to the cloud,” Donnelly responded: “Excellent.”!® So much for Ms. Donnelly being walled off
from matters related to Amazon, as you and the OIG claim.

Congress needs to know whether your client had any conversations with Ms. Donnelly
related to her efforts to promote Amazon and her attempts to push for a meeting between Mr.
Bezos and the Secretary, and whether he was aware of any such conversations between Ms.
Donnelly and Ms. Carlson. We also request your client describe any knowledge he may have of
Ms. Donnelly’s role in Ms. Carlson’s attendance at the London dinner and any discussions Ms.
Carlson may have had with Ms. Donnelly related to her plan to ask Secretary Mattis to meet with
Mr. Bezos.

As a final note on the U.K. dinner, your letter’s accounting of the event, again relying on
the OIG report, shows just how muddy the record is. Your letter notes that Secretary Mattis told
OIG investigators he didn’t recall, “a single mention of the cloud or of Amazon” at the dinner,
but only two bullet points later, your letter notes that, “[w]hen Ms. Carlson was introduced to
Sec. Mattis, she was introduced as part of AWS [Amazon Web Services] Cloud computing,”
after which your letter points out that Secretary Mattis directly offered his thoughts on whether
the DOD should move to the cloud. As you and your client can plainly see, it’s important that
Congress hear your client’s version of what was discussed at that meeting and not just repetition
of a discredited OIG report.

Your letter leaves a number of other issues just as muddy. It claims, for example, that
your client, Mr. Pienaar, had no interest in purchasing SBD Advisors and was simply helping a
longtime business partner comply with her ethics obligations. The letter notes that, “Pienaar
agreed to organize the sale in less than three days with the intention of selling all shares to other
investors, which Pienaar subsequently did.” To this day and despite Senator Grassley’s repeated
inquiries, your client has not disclosed which investors purchased SBD Advisors from C5 and
Mr. Pienaar in 2017. You also haven’t identified which “additional investors” Mr. Pienaar relied
upon “to raise the capital needed to complete the financing of the sale” in such a short amount of
time.

Your client has also failed to explain why C5 publicly claimed it had nothing to do with
the initial purchase of the company and quickly sold it off, only to buy it back the next year with
a public announcement making it seem this was C5’s first exposure to the company.!! He’s also
failed to explain why the public website of ITC Global Advisors (the new name given to Ms.
Donnelly’s former firm) was taken down not long after C5 re-acquired shares of it in 2018 and
why there seems to be no public advertising seeking clients for ITC Global Advisors. It also
appears that there was no non-compete agreement in place, which allowed Ms. Donnelly to
found a carbon-copy firm, Pallas Advisors, after her short tenure at DOD. These facts taken
together make one wonder what exactly your client was paying Ms. Donnelly for. We need the
details of every step of the process of divesting and re-acquiring Ms. Donnelly’s former

19 Email, Redacted sender (CIV SD) to Sally Donnelly (August 10, 2017 at 2:35 PM); email, redacted sender (CIV
SD) to Sally Donnelly (August 10, 2017 at 2:59 pm), on file with staff.

11 Press release, ITC Secure Acquires U.S. U.S.-based SBD Advisors, Business Wire (April 3, 2018),
https://www.businesswire.com/news/home/20180403005624/en/ITC-Secure-Acquires-U.S.-based-SBD-Advisors.
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company, including financial records documenting all capital contributions in SBD Advisors by
Mr. Pienaar and all purchases of shares in the company by any party, before we can be confident
we’ve reached the facts of this matter.

Your letter’s claims as to the existence of records we requested raises red flags. Your
letter claims that Senator Grassley’s office already has a copy of the Purchase and Sale
Agreement. This is false. There is quite a difference between an unredacted copy and a redacted
copy on which staff penciled in information viewed in camera. Our request is for an unredacted
copy of the original contract, and your client has not complied with that request.

The next claim in the letter, that your client found no relevant records related to our
request for, “[a]ll records between and among [Mr. Pienaar] or any party associated with C5 or
VMAP Investor LLC, and Sally Donnelly, Anthony DeMartino, or any DOD official, related to
Amazon or the JEDI cloud procurement,” is very surprising. This would mean that Mr. Pienaar and
C5 have no records, for example, of communications with Ms. Donnelly related to Amazon
consulting, or Ms. Donnelly’s consulting for C5 related to Amazon.'? Your client also failed to
respond to our request for, “[f]inancial records reflecting any payments pursuant to the January 2017
Purchase and Sale Agreement, including but not limited to each of the purported $390,000 payments
previously referenced in the DoD OIG Report.” This request is not ambiguous. It requests financial
records related to the payments, not just certain details that are “in the public domain.”

Your letter also claims that, “C5 Capital has never received any funds of any kind from
Amazon,” other than matching funds from Amazon related to “C5’s accelerator programs.” Our
request specifically asked for financial records of all payments from Amazon to, “C5 Capital, or any
of its subsidiaries, officers, or employees at any time from 2015 to the present.” CS5 has had at least
some business dealings with Amazon by Amazon’s own admission. For example, an AWS blog
entry notes that, “[i]n April of 2017, C5 became part of the AWS Partner Network (APN) Channel
Reseller Program for one deal supporting the Bahrain Information and eGovernment Authority
(iGA).”"® Please describe the extent of C5’s reseller relationship with Amazon, and clarify whether
it is distinct from the accelerator program you referenced in your letter. We request, again, that your
client provide records related to any payments received. And of course, we’ve already referenced
news reports that SBD Advisors continued to receive payments from Amazon after C5 purchased
it.'"* Your client should clarify whether these reports are accurate. If so, any payments received from
Amazon while SBD Advisors was owned by C5 would fall under our request as well.

Your client entirely ignored our request for, “financial records relating to any consideration
[Mr. Pienaar or C5] paid in connection with the sale of SBD Advisors.” While your letter notes that
you’ve already briefed Senator Grassley’s office on this sale, that wasn’t the request. We specifically
requested financial records.

12 Interview with Sally Donnelly, supra n. 2 at 9 (when Ms. Donnelly was asked what years she was a consultant for
C5 Capital, she responded, “I believe I started . . . the beginning of 2013 . . . [t]hrough when I went into the
government and sold the company.”)

13 AWS Public Sector Blog, Setting the Record Straight on Inaccurate Reporting about AWS and JEDI (December
13, 2018), https://aws.amazon.com/blogs/publicsector/setting-the-record-straight-on-inaccurate-reporting-about-
aws-and-jedi/.

14 The Daily Caller, supra n. 5.
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Your client apparently had trouble understanding the final request for, “all records reflecting
communications between and among [Mr. Pienaar] or [his] representatives and any CS [sic] entity or
person in connection with SBD Advisors.” This request also is not ambiguous. It’s looking for any
communications, or related documents, where your client is discussing anything to do with SBD
Advisors (now known as ITC Global Advisors) with any C5 entity or person. This would most likely
involve Mr. Pienaar’s internal communications within C5, or with its board members, employees,
affiliates, subsidiaries, investors, etc. If your client is unable to understand any of our other requests,
please let us know, and we’ll be happy to explain them.

We request that your client supply the requested records by October 24, 2023, and we
reiterate our request for a transcribed interview with your client on this matter.

Sincerely,
Charles E. Grassley Nancy Mace
Ranking Member Member of Congress

Senate Committee on the Budget Committee on Oversight & Accountability
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Mr. Michael N. Levy

Partner
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Washington, DC 20007

Dear Mr. Levy:

Thank you for your September 1, 2023, letter responding to our July 13 letter to your
client, Ms. Sally Donnelly. Our letter pointed to still-unanswered questions about your client’s
potential role in advancing the interests of C5 Capital and its business partner, Amazon, while
employed at the Department of Defense as a senior advisor to then Secretary James Mattis.
Though you want to claim that these questions have all been answered, they haven’t, and we will
continue to press for answers from your client and urge her cooperation with our investigation.

Before getting into the substance of your letter, however, we want to address your
implication that we were somehow delayed in notifying you of our inquiry. You noted in your
reply that Senator Grassley’s staff, “only sent a copy of this letter [to you] after 7:00 pm on
August 10, less than 24 hours before [you were] scheduled to begin a long-planned August
vacation.” We wrote Ms. Donnelly on July 13 both by certified mail and by email to Pallas
Advisors. She failed both to pass that communication along to you and to notify us that you
represent her in this matter.

To start with, your letter addressed some of the same topics raised in the July 27 response
from Mr. Christopher Armstrong of Holland & Knight’s Washington, D.C. office, who
represents Mr. Pienaar in this inquiry. Indeed, in that response, Mr. Armstrong made assertions
as to your client’s state of mind that are more properly your responsibility to make, and so we
urge you to review that correspondence and advise us whether the claims made about your client
by Mr. Armstrong are accurate. !

Like Mr. Armstrong’s July 27 letter, your response continuously references the report on
the JEDI Cloud procurement issued by the Office of the Inspector General (OIG) at the
Department of Defense. Congress has a constitutional responsibility to review the work of the
inspectors general, just as it has oversight of the agencies they serve. We have raised a number
of questions about, and objections to, the OIG’s report. Continuing to simply argue from that
report as if it’s a dispositive authority is unpersuasive. In future responses it would be helpful to
see original documents rather than references to a report that, while helpful in certain respects, is
not the final authority on a matter that it failed to adequately report on initially, and a matter
which has continued to develop since the report was issued.

! Letter from Christopher J. Armstrong, Partner, Holland & Knight, to Senator Charles E. Grassley and Rep. Nancy
Mace (July 27, 2023), https://www.grassley.senate.gov/imo/media/doc/pienaar_to_grassley mace_-_jedi.pdf.
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Indeed, Senator Grassley has uncovered significant new information since that report was
issued, especially the fact that C5 Capital and Mr. Pienaar formed a company, VMAP Investor
LLC, just before Ms. Donnelly entered her position at the DOD in 2017, apparently for the sole
purpose of purchasing her stake in SBD Advisors. Ms. Donnelly took a number of steps to avoid
disclosing the identity of that company to officials who had a right to know it.> She didn’t
provide the name of the company, or its links to Amazon-aftiliated C5 Capital, on her initial
financial disclosure forms filed with the Department of Defense; she didn’t reveal the name of
the company that purchased her firm on her termination financial disclosure forms upon leaving
the Department of Defense in 2018; and she failed to provide the identity of the company that
purchased her firm even in response to a direct question from the DOD Inspector General’s
office.> We need to know why.

Moreover, while your letter quotes the OIG’s report and its discussion of Ms. Donnelly’s
financial disclosures and its findings that, “Ms. Donnelly did not violate any ethical agreements
and obligations regarding Office of Government Ethics financial disclosures,” you haven’t
explained how providing the amount of payments received is useful in an ethics review without
naming the source of the income. As we have already quoted to you, the Office of Government
Ethics’ (OGE) instructions for completing OGE Form 278, the financial disclosure form Ms.
Donnelly completed upon entering service at the DOD, filers are required to provide, “sufficient
information” to ethics officials, “concerning the nature of their outside interests and activities so
that an informed judgment can be made with respect to compliance with applicable conflict of
interest laws and standards of conduct regulations.”* It makes little sense to claim Ms. Donnelly
was required to disclose the dollar amount of the transaction, but not to disclose the source, as
the amount of a transaction by itself never tells one whether a conflict exists. Moreover, even if
the source somehow was not required, neither you nor the OIG report has explained why it was
satisfactory for Ms. Donnelly to report a single $390,000 payment on her entry financial
disclosure, even though at the time it was filed in May 2017, she had received two installment
payments, not just one.> That second payment was received in March 2017, well before she filed
her initial disclosure, leaving her ample time to report it. She didn’t do so. Again, this creates
the appearance that she consciously attempted to avoid disclosing the ongoing financial link to

2 Letter from Senator Charles E. Grassley, Ranking Member, Senate Committee on the Budget, and Rep. Nancy
Mace, House Committee on Oversight and Accountability, to Christopher Anderson, Partner, Holland & Knight
(October 10, 2023).

3U.S. Dep’t of Defense, Office of Inspector Gen., Interview of Sally B. Donnelly (August 15, 2019) at 6 (emphasis
added), https://www.dodig.mil/Portals/48/DODOIG-2020-
001050%201st%20Interim%?20response%20records_1.pdf.

4U.S. Office of Gov’t Ethics, OGE Form 278 Executive Branch Personnel Public Financial Disclosure Report,
Instructions for Completing OGE Form 278,
https://www.oge.gov/web/oge.nst/0/A7TFBDC0209B57819852585B6005SA06C4/SFILE/8c47512231004e2d98b6966
829afebfb4.pdf.

5 See Letter from Senator Charles Grassley, Ranking Member, U.S. Senate Comm. on the Judiciary, to Lloyd J.
Austin, Secretary, U.S. Dep't of Defense, and Sean O'Donnell, Acting Inspector General, Dep't of Defense, Office of
the Inspector General (October 24, 2022),

https://www.grassley.senate.gov/imo/media/doc/grassley to_defense_deptdefenseinspectorgeneralsbdadvisorsliccon
flictsofinterestreview1.pdf.
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VMAP and C5 during her tenure at DOD. We will continue to ask why until a satisfactory
answer is provided.

Of course, once it’s established that a conflict existed, a key question then is whether the
conflicted official took actions irrespective of that conflict. Here, the question is whether Ms.
Donnelly took actions to favor C5 Capital and Mr. Pienaar, who were paying Ms. Donnelly
installment payments, and their business partner and Ms. Donnelly’s former client, Amazon.
Your letter claims that, “[w]hile at the Department of Defense, Ms. Donnelly had no role in
acquisition or procurement. She played no role, and exercised no influence, in connection with
any government contract, including — as the Department of Defense has confirmed repeatedly —
the JEDI procurement.” We’re well aware that the case has been made that Ms. Donnelly played
no formal role in the JEDI contract, and that she certainly wasn’t supposed to play a role, but to
say that she played no role at all is simply inaccurate and avoids now well-known facts. Not
only did she play a role, but she played what at the time was a key one: the OIG report noted—a
source your letter frequently cites—the OIG interviewed Mr. Kevin Sweeney, Secretary Mattis’s
Chief of Staff in 2017, and he told the OIG that he thought Ms. Donnelly set up the March 31,
2017, dinner in the U.K. that included Secretary Mattis, Ms. Donnelly, along with Andre Pienaar
and Amazon Public Sector Sales Vice President, Teresa Carlson, Mr. Pienaar’s then girlfriend.
Mr. Sweeney also said that he thought Ms. Donnelly invited her friend, Ms. Carlson, to that
dinner.® As you must be aware, Ms. Carlson used that opportunity to ask Secretary Mattis to
meet with then Amazon CEO, Jeff Bezos.” Internal DOD records show that Ms. Donnelly
strongly pushed for that meeting to occur, praising Mr. Bezos as, “the genius of our age,” and
listing myriad reasons the Secretary should meet him.® When the meeting did occur, on August
10, 2017, it turned into a sales pitch for Amazon Web Services and led to the Secretary’s
decision to move the Department to the Cloud, and to Amazon becoming the lead contender to
provide that service to DOD. °

6 U.S. Department of Defense, Office of the Inspector General, Report on the Joint Enterprise Defense Infrastructure
(JEDI) Cloud Procurement (April 13, 2020) at 174, https://media.defense.gov/2020/Apr/21/2002285087/-1/-
1/1/REPORT%200N%20THE%20JOINT%20ENTERPRISE%20DEFENSE%20INFRASTRUCTURE%20(JEDI)
%20CLOUD%20PROCUREMENT%20DODIG-2020-079.PDF.

7 Letter from Sen. Charles E. Grassley and Rep. Nancy Mace, supra n. 2 (quoting email, Sally Donnelly to Admiral
Faller (April 23, 2017): “He [Jeff Bezos] asked [Secretary Mattis to meet with Mr. Bezos] (via Teresa Carlson at the
dinner in London.),” on file with staff.

8 Email, Sally Donnelly to Kevin Sweeney, Adm. Craig Faller, et al., Re: Flagging — Jeff Bezos office call on
Thursday, 27 April (April 21,2017 at 4:00 p.m) (Donelly and Admiral Faller are asked if they, “want to accept the
office call with Jeff Bezos of Amazon and Blue Origin,” and told that, “CoS [the Chief of Staff] defers to [Donnelly
and Faller] for SecDef consideration,” and Donnelly replies: “I think he is the genius of our age, so why not.”), on
file with staff; letter from Sen. Charles E. Grassley and Rep. Nancy Mace, supra n. 2.

% Email, Redacted sender (CIV SD) to Sally Donnelly (August 10, 2017 at 2:35 PM); email, redacted sender (CIV
SD) to Sally Donnelly (August 10, 2017 at 2:59 pm); email, Will Roper, United States Air Force, to Patrick
Shanahan, Deputy Secretary of Defense, and Ellen Lord, Undersecretary for Acquisitions (August 12, 2017)
(reporting on Secretary Mattis’s August 10, 2017 Amazon visit and noting that Secretary Mattis made an “important
decision” on that trip, and that the Secretary, “now believe[d] in Cloud tech and wants to move the Departments to
it”); email, Jennifer Chronis, Amazon Web Services, to Joshua J. Marcuse, Office of the Secretary of Defense
(September 6, 2017) (referencing “cost estimates [from Amazon] for a notional DoD move to the cloud”); memo,
Patrick Shanahan, Deputy Secretary of Defense (co-authored by Anthony DeMartino), for secretaries of the military
departments, Chairman of the Joint Chiefs of Staff, Under Secretaries of Defense, et alia, Subject: Accelerating
Enterprise Cloud Adoption (September 13, 2013) (directing the “use of a tailored acquisition process to acquire a
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Indeed, internal emails also show that during the period after the Secretary’s August visit
with Mr. Bezos, Ms. Donnelly was working to, “crush the bureaucratic impediments” that career
DOD officials were mounting against Amazon as it sought this lucrative cloud contract.!® Your
client needs to explain whether she knew in advance of the U.K. dinner that Ms. Carlson would
issue the invitation to the Secretary, whether she invited Ms. Carlson and Mr. Pienaar to the U.K.
dinner to provide them the opportunity to initiate this major sales pitch for the benefit of Ms.
Donnelly’s former client, and also her actions at DOD following the U.K. dinner, both to
encourage the Secretary to meet with Mr. Bezos and, later, to “crush the bureaucratic
impediments” to Amazon being awarded the contract.

Ms. Donnelly facilitating Ms. Carlson’s access to the Secretary, the ongoing payments to
Ms. Donnelly from C5 and Mr. Pienaar, and furthering Amazon’s efforts to win a contract to
supply the DOD with cloud services create, at minimum, the clear appearance of a conflict. As
we explained to Mr. Armstrong, the lack of a non-compete agreement and the apparent lack of
public advertising or web presence by the later iteration of SBD Advisors, ITC Global Advisors,
along with Ms. Donnelly’s return to the same type of consulting work after her time at DOD,
creates legitimate questions about what C5 and Mr. Pienaar were paying for. If this impression
is incorrect, it’s incumbent upon Ms. Donnelly to provide her version of events which, again, is
what we’ve always sought so that this matter can be put to rest.

Your letter response says that Ms. Donnelly didn’t do anything for Amazon she didn’t do
for other companies vying to provide cloud services to the DOD. Indeed, your letter repeats the
OIG’s finding that it found, “no evidence that Ms. Donnelly gave Amazon officials greater or
more frequent access to meetings with Secretary Mattis than Amazon’s competitors who
requested to meet with him.” If this is true, we certainly welcome your client to provide records
and statements to back it up. If you have any contemporaneous emails, for example, that show
Ms. Donnelly referring to CEOs of Microsoft, Apple, Google, Oracle or any other competitors as

modern enterprise cloud services solution that can support unclassified, secret, and top-secret information,” a
directive that later is referenced in Air Force acquisition documents as meaning that, “The AWS Cloud Solution is a
DoD priority as per the Secretary of Defense Memorandum dated 13 Sep. 2017 ... .”), all documents on file with
staff.

10 See email, Enrique Oti to Greg Oslan, cc to Raj Shah and Sean Heritage (August 25, 2017 at 10:59 a.m.) noting
that he had spoken with “the AWS team” putting together the Secret-level AWS cloud...” and that, even though
they had a, “great meeting with SecDef,” their “talks last week with DOD/CIO and DISA were interesting.” This
email referred to “pushback,” and says that “everything we do for AOC and the rest of the ops community should be
riding AWS SPIR.” Apparently dissatisfied with the resistance described in Mr. Oti’s email, Raj Shah then
forwarded Oti’s email to Justin Mikolay, an advisor to Secretary Mattis, with a cc to Sally Donnelly, Subject: FWD:
Cloud Computing (UNCLASSIFIED) (August 25, 2017 at 1:07 p.m.), saying it was “crucial that the sd [Sally
Donnelly] memo crush the bureaucratic impediments,” referenced in Oti’s email. Mr. Mikolay replied to Mr. Shah
by email that same day at 4:22 p.m., again copying Ms. Donnelly, advising him that, “Sally is already working
angles with this note providing but targeting data (who to crush) and ammunition (reason to crush)....” A little over
two weeks after this exchange, on September 13, 2017, a memo was released by Deputy Secretary Patrick Shanahan
by the title of “Accelerating Enterprise Cloud Adoption,” ordering a “tailored acquisition process to acquire a
modern enterprise cloud services solution that can support unclassified, secret, and top secret information.”
(Emphasis added.) That memo is later cited in Air Force procurement documents as meaning that, “[tlhe AWS
Cloud Solution is a DoD priority as per the Secretary of Defense Memorandum dated 13 Sep 2017” (Justification
and Approval (J&A) for Other Than Full and Open Competition, on file with staff).
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anything similar to, “the genius of our age,” or listing a host of reasons the Secretary should meet
with those corporate leaders, we’d welcome the opportunity to possess and review those records.
If you have any materials showing that Ms. Donnelly was working behind the scenes to “crush
the bureaucratic impediments” to one of these other companies gaining a lucrative contract to
supply the DOD with cloud services, we ask that you submit those. And if you have any
examples of Ms. Donnelly arranging intimate dinner meetings between close personal friends
she may have in any of these other competitors and Secretary Mattis, by all means, we welcome
the chance to possess and review that evidence as well. We have said all along and repeat that
we will follow this investigation wherever the facts lead us. What we won’t do, however, is
accept mere assertions that contradict the known record and common sense.

We again want to thank you for providing a response to our letter. It is important that we
continue this dialogue, to turn the incomplete public record on this matter into a complete and
final record. Nothing less than your client’s full cooperation will satisfy our inquiry, and assure
taxpayers that proper procedures are in place to prevent the misuse of the public offices they
fund with their hard-earned dollars. We therefore ask that you provide a detailed response to the
points raised in this letter and to our prior information requests, by October 24, 2023.

Sincerely,
Charles E. Grassley Nancy Mace
Ranking Member Member of Congress

Senate Committee on the Budget Committee on Oversight & Accountability
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Senator Charles E. Grassley
Congresswoman Nancy Mace
United States Congress
Washington, DC 20515

Via Electronic Mail

Re: JEDI Cloud Procurement

Dear Senator Grassley and Congresswoman Mace:

I am writing to you once again, this time in response to your October 10, 2023 letter
regarding my client Sally Donnelly. Although your letter purports to raise questions about “new
information,” nothing in it is substantively new. Every matter you raised has been addressed,
thoroughly and comprehensively, by my September 1, 2023 letter to you (a copy of which [ am
attaching for your reference) and/or the detailed, 313-page April 13, 2020 Department of
Defense Inspector General Report on the JEDI Cloud Procurement.

Although you and others with a financial or political bone to pick may not like the
conclusions that the Inspector General reached in this report, the Inspector General has
confirmed those conclusions repeatedly since then, with full knowledge and understanding of
precisely the selective contentions and distorted conjectures you have raised. The Department of
Defense Inspector General is not alone in this view. As I noted in my September 1, 2023 letter,
those conclusions have been affirmed consistently by the JEDI Cloud Procuring Contracting
Officer, the Government Accountability Office, the Court of Federal Claims, the Court of
Appeals for the Federal Circuit (in a ruling rendered final by the Supreme Court’s denial of
Oracle’s petition for a writ of certiorari), the Office of Management and Budget, the Council of
the Inspectors General on Integrity and Efficiency, the U.S. Attorney’s Office for the Eastern
District of Virginia, and the Public Integrity Section of the Department of Justice. Your letter
discusses facts and issues that have been known and rejected, universally and without exception,
by objective decisionmakers in the government and the courts.

Ms. Donnelly, the Department of Defense Inspector General, and others already have
answered your questions. Especially with all of the very significant issues, foreign and domestic,
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confronting our nation, the time has long passed to stop wasting time and resources on questions

that already have been answered about events more than five years ago relating to a contract for
which Amazon was not selected and that was never, in fact, awarded to anyone.

Sincerely,

i)ty

Michael N. Levy [/
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Senator Charles E. Grassley
Congresswoman Nancy Mace
United States Congress
Washington, DC 20515

Via Electronic Mail

Re: JEDI Cloud Procurement

Dear Senator Grassley and Congresswoman Mace:

I am writing in response to your July 13, 2023 letter to my client Sally Donnelly.! Sadly,
entities with a financial interest in the Department of Defense’s cloud computing contract have
continued to wage a long-standing battle of disinformation, and my client is an unwarranted
victim.2 T appreciate this opportunity to correct some of the misleading and inaccurate premises
upon which this false narrative is constructed.

As you know, shortly before he became Secretary of Defense, General James Mattis
asked Ms. Donnelly if she would serve as his Senior Advisor. Called again to public service,
Ms. Donnelly sold the business she had built, SBD Advisors, and joined Secretary Mattis’s staff.
Ms. Donnelly was honored to serve alongside the men and women of the Department of Defense
for 14 months and is rightfully proud of her service. She adhered to all ethical and legal
obligations and always acted in the best interest of the national security of the United States.

Your letter asserts that in her initial financial disclosure report (OGE Form 278e) Ms.
Donnelly “failed to disclose” the purchaser of SBD Advisors and the remaining balance due on
that sale. The Department of Defense Inspector General thoroughly investigated these same

! Although I have been representing Ms. Donnelly in connection with this matter for more than five years, Senator
Grassley’s staff only sent a copy of this letter to me after 7:00 pm on August 10, less than 24 hours before I was
scheduled to begin a long-planned August vacation. As I explained at that time, I am responding upon my return to
the office.

2 Someone Is Waging a Secret War to Undermine the Pentagon’s Huge Cloud Contract, Defense One, August 20,
2018, https://www.defenseone.com/technology/2018/08/someone-waging-secret-war-undermine-pentagons-huge-
cloud-contract/150685/.
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allegations and issued an extensive report more than three years ago completely exonerating Ms.
Donnelly.? As the Inspector General found, Ms. Donnelly worked closely with experts from the
Department of Defense Standards of Conduct Office (“SOCO”) to complete her Form 278e
properly. As required, she disclosed to SOCO and on her Form 278e that, prior to re-entering
government service, she sold the entirety of her partial ownership stake in SBD Advisors. She
disclosed that, prior to re-entering government service, she had thus far received as income from
that sale $390,000 toward the full value of her partial ownership stake in SBD Advisors, which
she disclosed — pursuant to the Form 278e — was worth between $1 million and $5 million. She
also disclosed to SOCO and on her Form 278e that, while at SBD Advisors, she had received
more than $5,000 annually in compensation from consulting services provided to both Amazon
Web Services and C5 Capital. When Ms. Donnelly left the Department of Defense the following
year, again working closely with the experts at SOCO, she filed a “termination” Form 278e that
expressly disclosed the remaining $1,170,000 in payments she received pursuant to the sale of
SBD Advisors.

The Inspector General’s investigation was professional, exhaustive, and objective. A
multi-disciplinary team interviewed 80 individuals and carefully reviewed more than 32
gigabytes of emails and other documents.* Their final report was more than 300 pages long.
Their conclusions about Ms. Donnelly’s conduct were unambiguous: “We determined that Ms.
Donnelly did not violate any ethical agreements and obligations regarding Office of Government
Ethics financial disclosures.” The Inspector General made that determination because it is true.

Indeed, notwithstanding your suggestions to the contrary, the Inspector General
understood that Secretary Mattis had given Ms. Donnelly very little advance notice of his request
to join the Department, that Ms. Donnelly logically had turned to the other owner of an equity
interest in SBD Advisors, Andre Pienaar, and sold her interest in the business to him at the same
valuation that she last had purchased part of Mr. Pienaar’s interest in the business from him.% All
of these facts were included in the Inspector General’s report and considered as part of the
Inspector General’s conclusion that Ms. Donnelly complied with her ethical obligations and
made all required financial disclosures:

3 Inspector General, U.S. Department of Defense, Report on the Joint Enterprise Defense Infrastructure (JEDI)
Cloud Procurement (April 13, 2020), https://media.defense.gov/2020/Apr/21/2002285087/-1/-
1/1/REPORT%200N%20THE%20JOINT%20ENTERPRISE%20DEFENSE%20INFRASTRUCTURE%20(JEDI)
%20CLOUD%20PROCUREMENT%20DODIG-2020-079.PDF (“IG Report™).

4 Id. at 5-6.

5 Id. at 9 (emphasis added).

6 Jd. at 169 n.144 (“Ms. Donnelly and Mr. Pienaar co-owned SBD Advisors. Ms. Donnelly sold her share of
ownership of SBD Advisors to Mr. Pienaar in January 2017, prior to entering on duty with the DoD.”); id. at 190
(noting that, in January 2017, “Ms. Donnelly owned 80 percent of all SBD Advisors membership units.”); id. at 191-
92 (quoting an August 2017 email from a SOCO attorney describing how, in 2016, Ms. Donnelly had purchased a
20% interest in SBD Advisors from Mr. Pienaar for $390,000).
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favor her (again, properly disclosed) former client Amazon Web Services.!® While at the
Department of Defense, Ms. Donnelly had no role in acquisition or procurement. She played no
role, and exercised no influence, in connection with any government contract, including — as the
Department of Defense has confirmed repeatedly — the JEDI procurement. To suggest otherwise
not only flies in the face of the most fundamental procedures of government contracting but also
denigrates the roles of the dedicated career men and women at the Department of Defense who
have spent countless hours developing and refining that and hundreds of other contracts with the
sole purpose of protecting the safety and security of the United States.

The Inspector General looked thoroughly at all suggestions that Ms. Donnelly may have
played a role in the JEDI procurement and, based on the evidence, not biased supposition, flatly
rejected all of them. As the Inspector General summarized his lengthy and detailed findings in
his April 2020 report:

We did not substantiate any of the allegations regarding Ms. Donnelly. We did
not find evidence that she ... provided preferential treatment to Amazon, or
improperly participated in the JEDI Cloud procurement because of her prior
associations with Amazon, SBD Advisors, and C5 Capital.

We found ... no evidence that Ms. Donnelly gave Amazon officials greater or
more frequent access to meetings with Secretary Mattis than Amazon’s
competitors who requested to meet with him. On the contrary, we found that Ms.
Donnelly encouraged and helped organize Secretary Mattis August 2017 trip to
Washington and California to meet with officials from Amazon, Microsoft,
Apple, and Google so he could hear perspectives from each company on
corporate cultures, innovative technology risk-taking, and cloud data security.

Moreover, Ms. Donnelly was not Secretary Mattis’ scheduler, and did not screen
his invitations to decide which invitations should be presented to him for
consideration. Mr. Sweeney, the Chief of Staff, had that duty. Once an invitation
came to Secretary Mattis, Mr. Sweeney or Secretary Mattis’ scheduler assisted
him by requesting ethics opinions before Secretary Mattis accepted invitations.
After he accepted invitations, Ms. Donnelly assisted the staff in organizing and
facilitating his attendance and any associated travel, which did not favor Amazon
or any other company.

10 Although your July 13, 2023 letter states that you “must determine” whether Ms. Donnelly attempted to sell AWS
services to the Department of Defense while she served as Senior Advisor to Secretary Mattis (as the IG concluded,
she did not) and expresses a purported need to “conduct independent oversight of [her] role in the JEDI Cloud
procurement” (as the IG concluded, she played no role), your questions relate almost entirely to Ms. Donnelly’s
private business affairs and not to your proffered legislative purpose. To the extent any of your questions relate to
Ms. Donnelly’s service at the Department of Defense, responsive materials would be housed there.









