
 
February 5, 2024 

 
VIA ELECTRONIC TRANSMISSION 
The Honorable Alejandro Mayorkas 
Secretary 
U.S. Department of Homeland Security  
 
Dear Secretary Mayorkas:  
 

On October 30, 2023, I sent Troy A. Miller, Senior Official Performing the Duties of the 
Commissioner for U.S. Customs and Border Protection (CBP), and Katrina W. Berger, 
Executive Associate Director for Homeland Security Investigations (HSI), letters with respect to 
their agencies’ efforts to secure our southern border from armed immigrants and drones operated 
by violent Mexican cartels.  My oversight letters are enclosed.  As you’re aware, CBP and HSI 
are operational and support component agencies of Department of Homeland Security.1  CBP 
and HSI both failed to respond by the November 10, 2023, deadline.  Since then, there have been 
several new reports of armed encounters between CBP agents and armed immigrants and the 
discovery of Mexican cartel produced improvised explosive devices (IED) along the southern 
border.  Due to the Biden administration’s disastrous immigration policies, our southern border 
is in absolute crisis.  DHS’s consistent failure of leadership raises alarming concerns for our 
national security. 
 
 On December 4, 2023, it was reported that shootouts between rival Mexican gangs 
caused a surge of immigrants to cross the border from the town of Sasabe, Mexico into Arizona.2  
It’s reported that Sasabe is prized by Mexican gangs because it’s a “jumping off point for 
migrants hoping to cross illegally into the U.S.”3  On December 13, 2023, CBP agents reportedly 
encountered “several armed men” at the U.S.-Mexico border near Sasabe.4  On December 15, 
2023, reports provide that ranchers in southern Arizona have been warned of increased cartel 
violence along the southern border, and one rancher heard gunshots in which they described as a 
“gun battle” occurring just south of Arivaca, Arizona.5 
   
 In addition, reports provide that the Mexican military discovered 10 IEDs at the U.S.-
Mexico border after CBP agents exchanged gun fire with cartel members near a local ranch.6  

                                                           
1 Organization Chart: Operational and Support Components, Department of Homeland Security (last updated Oct. 
10, 2023) https://www.dhs.gov/operational-and-support-components.  
2 Morgan Loew, War between drug cartels forcing residents of Mexican border town to flee into Arizona, CBS 5 AZ 
(Dec. 4, 2023) https://www.kold.com/2023/12/05/exclusive-war-between-drug-cartels-forcing-residents-mexican-
border-town-flee-into-arizona/.  
3 Id. 
4 News Staff, Multiple armed men captured at Arizona-Mexico border, 13 News AZ (Dec. 15, 2023) 
https://www.kold.com/2023/12/16/multiple-armed-men-captured-arizona-mexico-border/.  
5 J.D. Wallace, Concern about border violence grows across southern Arizona, 13 News AZ (Dec. 15, 2023) 
https://www.kold.com/2023/12/16/concern-about-border-violence-grows-across-southern-arizona/.  
6 Ari Blaff, Border Patrol Warns Agents to Be Alert for Explosives after Finding Ten IEDs at Border, National 
Review (Dec. 15, 2023) https://www.nationalreview.com/news/border-patrol-warns-agents-to-be-alert-for-
explosives-after-finding-ten-ieds-at-border/.  
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CBP agents subsequently arrested a man on the U.S. side of the border armed with a “loaded 
AK-47 rifle, two loaded AK magazines, loose rounds and a handgun.”7  According to reports, 
CBP then issued a memo to its agents warning them to “exercise extreme caution” and “report 
any possible armed subjects approaching the border with possible explosive devices.”8  This new 
memo comes after reports CBP issued an earlier memo warning agents that Hamas and 
Hezbollah fighters could soon attempt to enter the U.S. through Mexico.9  The American public 
deserves to know how DHS is securing the U.S. homeland from these obvious national security 
threats.  
 

The need to secure our southern border is paramount and you have failed to do so. 
Therefore, I request you immediately and fully respond to my October 30, 2023 letters that your 
subordinates failed to answer.  In addition, provide records and answers to the following no later 
than February 19, 2024.  

1. Provide unredacted copies of both CBP memos referenced above. 
2. Describe all steps DHS has taken to ensure CBP and HSI officials respond to my 

oversight letters from October 30, 2023.  If none, explain why you failed to ensure 
timely and complete responses to Congress.  

Thank you for your attention to this important issue. If you have any questions, please 
contact Brian Randolph on my Committee staff at (202) 224-0642. 
  

Sincerely,  
                                       
      
      Charles E. Grassley 
      Ranking Member 

   Committee on the Budget 
cc: Mr. Troy A. Miller 
Senior Official Performing the Duties of the Commissioner  
U.S. Customs and Border Protection 
 
Ms. Katrina W. Berger 
Executive Associate Director 
Homeland Security Investigations 
 
Enclosures 

                                                           
7 Germania Rodriguez Poleo, Mexican military seize TEN IEDs at the US-Mexico border at Tucson: Border patrol 
agents are warned to be 'vigilant' as America is faced with unprecedented migrant surge, Daily Mail (Dec. 15, 
2023) https://www.dailymail.co.uk/news/article-12869691/IEDs-seized-Mexico-border.html; Hillary Vaughn and 
Chris Pandolfo, 10 IEDs found at US-Mexico border in cartel gunfight, Fox Business (Dec. 15, 2023) 
https://www.foxbusiness.com/fox-news-us/10-ieds-found-us-mexico-border-cartel-gunfight. 
8 Id. 
9 Adam Shaw and Bill Melugin, CBP memo sounds alarm on Hamas, Hezbollah fighters potentially using southern 
border to enter US, Fox news (Oct. 23, 2023) https://www.foxnews.com/politics/cbp-memo-sounds-alarm-hamas-
hezbollah-fighters-potentially-using-southern-border-enter-us. 

 



 
 

October 30, 2023 
 
VIA ELECTRONIC TRANSMISSION 
 
Mr. Troy A. Miller 
Senior Official Performing the Duties of the Commissioner  
U.S. Customs and Border Protection 
 
Dear Mr. Miller:  
 

It’s an absolute fact that our southern border is out of control. Report after report shows a 
vast influx of illegal immigrants crossing the Mexico-U.S. border and increased violence 
occurring near U.S. border towns.1  Numerous reports make clear that illegal immigrants have 
armed themselves with weapons, including suspected cartel members, as they approach and cross 
the Mexico-U.S. border putting U.S. law enforcement and American lives at risk.2  In addition, 
reports also indicate Mexican cartels have increased their use of unmanned aerial systems (i.e., 
drones) on both sides of the U.S. and Mexico border.3  These drones are used by the cartels to 
carry out targeted assassinations and violent attacks by dropping explosives in Mexico, monitor 
and gain reconnaissance on the movements of U.S. Border Patrol (CBP) agents and other U.S. 
law enforcement officers, and track the progress of their smugglers illegally crossing into the 
U.S.4  The horrific attacks by Hamas terrorists against the people of Israel and their use of 
weaponized drones to deploy explosives further highlight the need to secure the U.S. border from 

                                                           
1 See Drazen Jorgic and Sandra Maler, U.S. Consulate in Mexico border town tells staff 'to shelter in place' amid 
gun violence, Reuters (Sept. 4, 2023) https://www.reuters.com/world/americas/us-consulate-mexico-border-town-
tells-staff-to-shelter-place-amid-gun-violence-2023-09-04/; Cara Tabachnick, Feuding drug cartels block roads near 
U.S. border as gunmen force children off school bus, CBS News (May 3, 2023)  
https://www.cbsnews.com/news/mexico-cartels-block-roads-near-us-border-gunmen-force-children-off-school-bus/; 
Maria Sacchetti and Nick Miroff, Biden border plan faces breakdown amid record influx of families, Wash. Post 
(Oct. 6, 2023) https://www.washingtonpost.com/immigration/2023/10/06/border-families-migrants-biden-chicago/.  
2 Domenick Candelieri, Border Patrol agents seize weapons after encounter with armed men, Fox 5 San Diego (Oct. 
31, 2022) https://fox5sandiego.com/news/local-news/border-patrol-agents-seize-weapons-after-encounter-with-
armed-men/; Emma Colton, Americans hit by gunfire as cars truck into Mexico amid cartel violence spiral: report, 
Fox News (Sept. 11, 2023) https://www foxnews.com/world/americans-injured-gunmen-cartel-heavy-mexican-state-
open-fire-truck-convoy-report.   
3 Anna Giaritelli, Texas sheriff tells Congress nearly 2,000 Mexican drug cartel drones are swarming US skies, 
Washington Examiner (Feb. 15, 2023) https://www.washingtonexaminer.com/policy/immigration/texas-sheriff-
drones-border-mexico-congress. 
4 Ali Bradley and Robert Sherman, Border agent describes how cartels are using drones, News Nation (Feb. 9, 
2023) https://www.newsnationnow.com/us-news/immigration/border-coverage/border-agent-cartels-using-drones/; 
AP, Raid on western Mexican home uncovers massive drone bomb workshop, Fox News (Oct. 4, 2023) 
https://www.foxnews.com/world/raid-western-mexican-home-uncovers-massive-drone-bomb-workshop;  
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these types of national security threats.5   Recent reports warning of the risk that Hamas and 
Hezbollah fighters could soon attempt to enter the U.S. through Mexico illustrates the immediate 
necessity to secure our southern border.6 
 
 In June 2023, Texas law enforcement officers, the National Guard, and CBP agents 
arrested five suspected members of the Cartel Del Noreste in Texas for illegally crossing into the 
U.S. while armed with rifles and tactical gear and accompanied by several juveniles.7  In August 
2023, news reports published images of two suspected cartel members illegally entering the U.S. 
through the Texas border.8  These suspected cartel members were spotted carrying rifles and 
wearing body armor as they illegally crossed the border, but evaded capture.9 About a week 
later, the suspected cartel members were reportedly apprehended after making another attempt to 
illegally cross into the U.S. in the same area in Texas.10  On August 18, 2023, it was reported 
CBP agents were fired upon while trying to apprehend a group of suspected immigrants 
attempting to illegally enter the U.S. from California.11  These reports indicate CBP agents heard 
the gunshots directed towards them and took cover as the group of assailants fled back across the 
border to Mexico.12   
 

Additionally, the Department of Homeland Security’s (DHS) Homeland Threat 
Assessment identified use of drones by Mexican transnational criminal organizations as one of 
the most pressing threats to the U.S. homeland for 2024.13  The DHS report states that these 
transnational criminal organizations are using smaller, commercially available drones; however, 
more recently, media outlets have indicated that the cartels are now using modified, more 
sophisticated drones with greater capabilities, such as thermal imagining and the ability to carry 

                                                           
5 David Hambling, How Hamas Leveraged Cheap Rockets And Small Drones To Ambush Israel, Forbes (Oct. 9, 
2023) https://www.forbes.com/sites/davidhambling/2023/10/09/how-hamas-leveraged-cheap-rockets-and-small-
drones-to-ambush-israel/?sh=b1d770c6be20.   
6 Adam Shaw and Bill Melugin, CBP memo sounds alarm on Hamas, Hezbollah fighters potentially using southern 
border to enter US, Fox news (Oct. 23, 2023) https://www.foxnews.com/politics/cbp-memo-sounds-alarm-hamas-
hezbollah-fighters-potentially-using-southern-border-enter-us.  
7 Louis Casiano and Bill Melugin, Armed suspected Mexican cartel members arrested on Texas side of border, Fox 
News (Jun. 2, 2023) https://www foxnews.com/us/armed-suspected-mexican-cartel-members-arrested-texas-side-
border.  
8 Adam Shaw and Bill Melugin, Images show men armed with rifles, body armor coming across southern border, 
Fox News (Aug. 8, 2023) https://www.foxnews.com/politics/images-show-men-armed-rifles-body-armor-coming-
southern-border.  
9 Id. 
10 Adam Shaw and Bill Melugin, Authorities arrest armed Mexican cartel members who came across US border 
with rifles, Fox News (Aug. 14, 2023) https://www.foxnews.com/politics/authorities-arrest-mexican-cartel-
members-who-came-across-us-border-rifles.  
11 Debbie L. Sklar, Border Patrol Sees Escalation of Gun Violence By Some Migrants, Times of San Diego (Aug. 
25, 2023) https://timesofsandiego.com/crime/2023/08/25/border-patrol-sees-escalation-of-gun-violence-by-some-
migrants/. 
12 Id.  
13 Department of Homeland Security, Homeland Threat Assessment 2024, (Sept. 9, 2023) at iv, 14 
https://www.dhs.gov/publication/homeland-threat-assessment.  
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heavier payloads (e.g., explosives, drugs, contraband).14  These reports have described the cartels 
as “arming themselves like rogue militaries” and using drones to carry out targeted 
assassinations against rivals and to watch over their territory.15  In August 2023, CBS News 
reported there were at least 260 incidents where criminal organizations used drones to carry and 
deploy explosives, most likely an underestimate.16  These reports found that criminal 
organizations in Mexico have attached C-4 or other types of explosives to drones and drop the 
payload to assassinate or destroy their targets.17  The cartels in Mexico are also using these 
drones to increase their efforts to evade detection at the border to illegally cross into the U.S.18  
According to statements by CBP Chief Patrol Agent Gloria Chavez, in just the Rio Grande 
Valley area alone, there were “over 10,000 drone incursions” and “25,000 drone detections” in 
just one year.19  According to Agent Chavez, the cartels are utilizing these drones to track the 
positions of border patrol officers to gain intelligence on their movements.20 
  
 The influx of armed illegal immigrants and cartel members encountered by U.S. law 
enforcement and the use of Mexican cartel operated drones operated in U.S. territory illustrate 
why the current situation on the border is a national security crisis.21  These threats put the lives 
of U.S. law enforcement, American citizens, and the national security of our country at serious 
risk.22  CBP San Diego Chief Patrol Agent Aaron M. Heitke has said “[W]hen events like this 
occur, we think of our fallen Border Patrol Agents Bryan Terry, Robert Rosas, and others who 
have paid the ultimate sacrifice in service to this nation” and these dangerous encounters with 
armed immigrants and cartels on the border must not be tolerated.23   
 

                                                           
14 AP, Police raid on a house in western Mexico uncovers workshop for making drone-carried bombs, AP (Oct. 4, 
2023) https://apnews.com/article/mexico-bombs-drones-cartels-ba1d3a4d702c1c5f9baae105add1f493; Giaritelli 
supra note3; Anders Hagstrom, Rival drug cartels open fire on each other with .50 cal weapons just miles from 
Texas border, (Oct. 17, 2022) https://www.foxnews.com/us/rival-drug-cartels-open-fire-each-other-50-cal-weapons-
just-miles-texas-border. 
15 Karol Suárez, Drug cartels attack enemies and spread terror with weaponized drones in US, Mexico, Louisville 
Courier Journal (May 24, 2021) https://www.courier-journal.com/story/news/crime/2021/05/24/el-mencho-cjng-
mexican-drug-lords-use-drones-spread-terror/5131708001/.  
16 CBS and AP, Drug cartels are sharply increasing use of bomb-dropping drones, Mexican army says, CBS News 
(Aug. 23, 2023) https://www.cbsnews.com/news/drug-cartels-more-bomb-dropping-drones-mexico-army/;  Julian 
Resendiz, Cartel reportedly drops 33 bombs from drones in Guerrero, Border Report (Aug. 18, 2023) 
https://www.borderreport.com/regions/mexico/cartel-reportedly-drops-33-bombs-from-drones-in-guerrero/.  
17 Suárez supra note 15; Julian Resendiz, Cartel reportedly drops 33 bombs from drones in Guerrero, Border Report 
(Aug. 18, 2023) https://www.borderreport.com/regions/mexico/cartel-reportedly-drops-33-bombs-from-drones-in-
guerrero/. 
18 Alec Schemmel, Cartels using drones to track border officials, authorities tell Congress, ABC News 7 (Feb. 8, 
2023) https://katv.com/news/nation-world/cartels-using-drones-to-track-border-officials-authorities-tell-congress-
mexico-smuggling-trafficking.  
19 Id. 
20 Id. 
21 Tom Homan, Biden’s border crisis is about bad policies, not a lack of resources, Washington Times (Oct. 11, 
2023) https://www.washingtontimes.com/news/2023/oct/11/bidens-border-crisis-is-about-bad-policies-not-lac/.  
22 Candelieri supra note 2.  
23 Id.  
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The recent heinous attacks by Hamas terrorists, who used arms and explosive-rigged 
drones against Israeli civilians, underscores the very real risk that could happen at our southern 
border and against Americans.24  Moreover, recent reports warning of the risk that Hamas and 
Hezbollah fighters could soon attempt to enter the U.S. through Mexico highlights that the need 
to immediately secure our southern border is paramount.25 
 

So that Congress may conduct objective and independent oversight concerning CBP 
encounters with armed migrants at the border and Mexican cartels operating drones with 
potential explosive payloads in around the southern border, please provide answers to the 
following no later than November 10, 2023. 

1. For each of the last five years, how many armed migrants have been identified at 
the southern border? 

2. Of those identified, how many had ties to 
a. Transnational criminal organizations; 
b. Terrorist organizations; and 
c. Countries outside of the U.S. and Mexico. 
d. List each organization or country at issue. 

3. For each of the last five years, how many encounters have occurred between 
armed migrants and CBP officers? Of those encounters, provide 

a. the migrant’s country of origin;  
b. the weapons possessed;  
c. the armed migrant’s suspected criminal or terrorist organization affiliation;  
d. if an arrest was made;  
e. if the suspect was prosecuted in the U.S.;  
f. the disposition of the prosecution, length of the sentence, and if the 

offender was deported back to their country of origin.     
4. For each of the last five years, how many CBP agents have been hurt, injured, or 

fell in the line of duty after encountering armed migrants? 
5. Describe how CBP cooperates with other U.S. law enforcement agencies to trace 

and connect weapons recovered at the southern border to transnational criminal 
organizations, terrorist organizations, and countries outside of the U.S. and 
Mexico.  

                                                           
24 Andrew Mark Miller, Hamas attacks reminder that sleeper cells are crossing southern border, expert warns: 
'They're already here', Fox News (Oct. 11, 2023) https://www foxnews.com/politics/hamas-attack-reminder-sleeper-
cells-crossing-southern-border-expert-warns-theyre-already-here; Howard Kurtz, Hamas brutality against Israeli 
innocents shocks the world’s conscience, Fox News (Oct. 11, 2023) https://www foxnews.com/media/hamas-
brutality-against-israeli-innocents-shocks-worlds-conscience; Lindsay Dodgson, Hamas used drone bombs to launch 
its war with Israel from Gaza, and took out hi-tech observation towers, videos show, Business Insider (Oct. 8, 2023) 
https://www.businessinsider.com/video-hamas-used-drone-bombs-to-launch-war-with-israel-2023-10; Hambling 
supra note 5.  
25 Adam Shaw and Bill Melugin, CBP memo sounds alarm on Hamas, Hezbollah fighters potentially using southern 
border to enter US, Fox news (Oct. 23, 2023) https://www.foxnews.com/politics/cbp-memo-sounds-alarm-hamas-
hezbollah-fighters-potentially-using-southern-border-enter-us.  
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6. For each of the last five years, provide the number of drones controlled by 
operators in Mexico that have been detected at the southern border. Of those,   

a. How many crossed into U.S. territory? 
b. Did any drone operators have ties to transnational criminal or terrorist 

organizations?  If so, how many and which organizations? 
7. With respect to the data in question six, list the  

a. Type of drone used; 
b. How the drone was modified (if applicable); 
c. Describe how the drone was used; 
d. The number of drones that carried payloads; 
e. Describe how those payloads were used; and 
f. The type of payload. 
g. Provide all records26 to include photos and video evidence of the drones 

and explosive devices. 
8. For each of the last five years, provide the number of drones controlled by 

operators within the U.S. on the southwest border that have ties to transnational 
criminal or terrorist organizations. 

9. With respect to the data in question eight, list the  
a. Type of drone used; 
b. How the drone was modified (if applicable); 
c. Describe how the drone was used; 
d. The number of drones that carried payloads; 
e. Describe how the payload was used; and 
f. The type of payload. 
g. Provide all records to include photos and video evidence of the drones and 

payloads. 
10. What support has CBP provided to the government of Mexico to identify the 

source of improvised explosive devices and explosive payloads deployed by 
drones and prevent their use?  

In keeping with Executive Order 13526, please segregate all unclassified materials within the 
classified documents, and provide all unclassified information directly to the committees, and 
provide a classified addendum to the Office of Senate Security.  Although the committees 
comply with all laws and regulations governing the handling of classified information, they are 
not bound, absent their prior agreement, by any handling restrictions.  

Thank you for your prompt review and responses. If you have any questions, please 
contact my Committee staff at (202) 224-0642. 

  
                                                           
26 “Records” include any written, recorded, or graphic material of any kind, including letters, memoranda, reports, 
notes, electronic data (e-mails, email attachments, and any other electronically-created or stored information), 
calendar entries, inter-office communications, meeting minutes, phone/voice mail or recordings/records of verbal 
communications, and drafts (whether or not they resulted in final documents). 
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Sincerely,  
                                       
         
 
 
 
      Charles E. Grassley 
      Ranking Member 

   Committee on the Budget 
 
 
 
  
 

 



 
 

October 30, 2023 
 
VIA ELECTRONIC TRANSMISSION 
 
Ms. Katrina W. Berger 
Executive Associate Director 
Homeland Security Investigations 
 
Dear Executive Associate Director Berger:  
 

It’s an absolute fact that our southern border is out of control. Report after report shows a 
vast influx of illegal immigrants crossing the Mexico-U.S. border and increased violence 
occurring near U.S. border towns.1  Numerous reports make clear that illegal immigrants have 
armed themselves with weapons, including suspected cartel members, as they approach and cross 
the Mexico-U.S. border putting U.S. law enforcement and American lives at risk.2  In addition, 
reports also indicate Mexican cartels have increased their use of unmanned aerial systems (i.e., 
drones) on both sides of the U.S. and Mexico border.3  These drones are used by the cartels to 
carry out targeted assassinations and violent attacks by dropping explosives in Mexico, monitor 
and gain reconnaissance on the movements of U.S. Border Patrol (CBP) agents and other U.S. 
law enforcement officers, and track the progress of their smugglers illegally crossing into the 
U.S.4  The horrific attacks by Hamas terrorists against the people of Israel and their use of 
weaponized drones to deploy explosives further highlight the need to secure the U.S. border from 

                                                           
1 See Drazen Jorgic and Sandra Maler, U.S. Consulate in Mexico border town tells staff 'to shelter in place' amid 
gun violence, Reuters (Sept. 4, 2023) https://www.reuters.com/world/americas/us-consulate-mexico-border-town-
tells-staff-to-shelter-place-amid-gun-violence-2023-09-04/; Cara Tabachnick, Feuding drug cartels block roads near 
U.S. border as gunmen force children off school bus, CBS News (May 3, 2023)  
https://www.cbsnews.com/news/mexico-cartels-block-roads-near-us-border-gunmen-force-children-off-school-bus/; 
Maria Sacchetti and Nick Miroff, Biden border plan faces breakdown amid record influx of families, Wash. Post 
(Oct. 6, 2023) https://www.washingtonpost.com/immigration/2023/10/06/border-families-migrants-biden-chicago/.  
2 Domenick Candelieri, Border Patrol agents seize weapons after encounter with armed men, Fox 5 San Diego (Oct. 
31, 2022) https://fox5sandiego.com/news/local-news/border-patrol-agents-seize-weapons-after-encounter-with-
armed-men/; Emma Colton, Americans hit by gunfire as cars truck into Mexico amid cartel violence spiral: report, 
Fox News (Sept. 11, 2023) https://www foxnews.com/world/americans-injured-gunmen-cartel-heavy-mexican-state-
open-fire-truck-convoy-report.   
3 Anna Giaritelli, Texas sheriff tells Congress nearly 2,000 Mexican drug cartel drones are swarming US skies, 
Washington Examiner (Feb. 15, 2023) https://www.washingtonexaminer.com/policy/immigration/texas-sheriff-
drones-border-mexico-congress. 
4 Ali Bradley and Robert Sherman, Border agent describes how cartels are using drones, News Nation (Feb. 9, 
2023) https://www.newsnationnow.com/us-news/immigration/border-coverage/border-agent-cartels-using-drones/; 
AP, Raid on western Mexican home uncovers massive drone bomb workshop, Fox News (Oct. 4, 2023) 
https://www.foxnews.com/world/raid-western-mexican-home-uncovers-massive-drone-bomb-workshop;  
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these types of national security threats.5   Recent reports warning of the risk that Hamas and 
Hezbollah fighters could soon attempt to enter the U.S. through Mexico illustrates the immediate 
necessity to secure our southern border.6 
 
 In June 2023, Texas law enforcement officers, the National Guard, and CBP agents 
arrested five suspected members of the Cartel Del Noreste in Texas for illegally crossing into the 
U.S. while armed with rifles and tactical gear and accompanied by several juveniles.7  In August 
2023, news reports published images of two suspected cartel members illegally entering the U.S. 
through the Texas border.8  These suspected cartel members were spotted carrying rifles and 
wearing body armor as they illegally crossed the border, but evaded capture.9 About a week 
later, the suspected cartel members were reportedly apprehended after making another attempt to 
illegally cross into the U.S. in the same area in Texas.10  On August 18, 2023, it was reported 
CBP agents were fired upon while trying to apprehend a group of suspected immigrants 
attempting to illegally enter the U.S. from California.11  These reports indicate CBP agents heard 
the gunshots directed towards them and took cover as the group of assailants fled back across the 
border to Mexico.12   
 

Additionally, the Department of Homeland Security’s (DHS) Homeland Threat 
Assessment identified use of drones by Mexican transnational criminal organizations as one of 
the most pressing threats to the U.S. homeland for 2024.13  The DHS report states that these 
transnational criminal organizations are using smaller, commercially available drones; however, 
more recently, media outlets have indicated that the cartels are now using modified, more 
sophisticated drones with greater capabilities, such as thermal imagining and the ability to carry 

                                                           
5 David Hambling, How Hamas Leveraged Cheap Rockets And Small Drones To Ambush Israel, Forbes (Oct. 9, 
2023) https://www.forbes.com/sites/davidhambling/2023/10/09/how-hamas-leveraged-cheap-rockets-and-small-
drones-to-ambush-israel/?sh=b1d770c6be20.   
6 Adam Shaw and Bill Melugin, CBP memo sounds alarm on Hamas, Hezbollah fighters potentially using southern 
border to enter US, Fox news (Oct. 23, 2023) https://www.foxnews.com/politics/cbp-memo-sounds-alarm-hamas-
hezbollah-fighters-potentially-using-southern-border-enter-us.  
7 Louis Casiano and Bill Melugin, Armed suspected Mexican cartel members arrested on Texas side of border, Fox 
News (Jun. 2, 2023) https://www foxnews.com/us/armed-suspected-mexican-cartel-members-arrested-texas-side-
border.  
8 Adam Shaw and Bill Melugin, Images show men armed with rifles, body armor coming across southern border, 
Fox News (Aug. 8, 2023) https://www.foxnews.com/politics/images-show-men-armed-rifles-body-armor-coming-
southern-border.  
9 Id. 
10 Adam Shaw and Bill Melugin, Authorities arrest armed Mexican cartel members who came across US border 
with rifles, Fox News (Aug. 14, 2023) https://www.foxnews.com/politics/authorities-arrest-mexican-cartel-
members-who-came-across-us-border-rifles.  
11 Debbie L. Sklar, Border Patrol Sees Escalation of Gun Violence By Some Migrants, Times of San Diego (Aug. 
25, 2023) https://timesofsandiego.com/crime/2023/08/25/border-patrol-sees-escalation-of-gun-violence-by-some-
migrants/. 
12 Id.  
13 Department of Homeland Security, Homeland Threat Assessment 2024, (Sept. 9, 2023) at iv, 14 
https://www.dhs.gov/publication/homeland-threat-assessment.  
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heavier payloads (e.g., explosives, drugs, contraband).14  These reports have described the cartels 
as “arming themselves like rogue militaries” and using drones to carry out targeted 
assassinations against rivals and to watch over their territory.15  In August 2023, CBS News 
reported there were at least 260 incidents where criminal organizations used drones to carry and 
deploy explosives, most likely an underestimate.16  These reports found that criminal 
organizations in Mexico have attached C-4 or other types of explosives to drones and drop the 
payload to assassinate or destroy their targets.17  The cartels in Mexico are also using these 
drones to increase their efforts to evade detection at the border to illegally cross into the U.S.18  
According to statements by CBP Chief Patrol Agent Gloria Chavez, in just the Rio Grande 
Valley area alone, there were “over 10,000 drone incursions” and “25,000 drone detections” in 
just one year.19  According to Agent Chavez, the cartels are utilizing these drones to track the 
positions of border patrol officers to gain intelligence on their movements.20 
  
 The influx of armed illegal immigrants and cartel members encountered by U.S. law 
enforcement and the use of Mexican cartel operated drones operated in U.S. territory illustrate 
why the current situation on the border is a national security crisis.21  These threats put the lives 
of U.S. law enforcement, American citizens, and the national security of our country at serious 
risk.22  CBP San Diego Chief Patrol Agent Aaron M. Heitke has said “[W]hen events like this 
occur, we think of our fallen Border Patrol Agents Bryan Terry, Robert Rosas, and others who 
have paid the ultimate sacrifice in service to this nation” and these dangerous encounters with 
armed immigrants and cartels on the border must not be tolerated.23   
 

                                                           
14 AP, Police raid on a house in western Mexico uncovers workshop for making drone-carried bombs, AP (Oct. 4, 
2023) https://apnews.com/article/mexico-bombs-drones-cartels-ba1d3a4d702c1c5f9baae105add1f493; Giaritelli 
supra note3; Anders Hagstrom, Rival drug cartels open fire on each other with .50 cal weapons just miles from 
Texas border, (Oct. 17, 2022) https://www.foxnews.com/us/rival-drug-cartels-open-fire-each-other-50-cal-weapons-
just-miles-texas-border. 
15 Karol Suárez, Drug cartels attack enemies and spread terror with weaponized drones in US, Mexico, Louisville 
Courier Journal (May 24, 2021) https://www.courier-journal.com/story/news/crime/2021/05/24/el-mencho-cjng-
mexican-drug-lords-use-drones-spread-terror/5131708001/.  
16 CBS and AP, Drug cartels are sharply increasing use of bomb-dropping drones, Mexican army says, CBS News 
(Aug. 23, 2023) https://www.cbsnews.com/news/drug-cartels-more-bomb-dropping-drones-mexico-army/;  Julian 
Resendiz, Cartel reportedly drops 33 bombs from drones in Guerrero, Border Report (Aug. 18, 2023) 
https://www.borderreport.com/regions/mexico/cartel-reportedly-drops-33-bombs-from-drones-in-guerrero/.  
17 Suárez supra note 15; Julian Resendiz, Cartel reportedly drops 33 bombs from drones in Guerrero, Border Report 
(Aug. 18, 2023) https://www.borderreport.com/regions/mexico/cartel-reportedly-drops-33-bombs-from-drones-in-
guerrero/. 
18 Alec Schemmel, Cartels using drones to track border officials, authorities tell Congress, ABC News 7 (Feb. 8, 
2023) https://katv.com/news/nation-world/cartels-using-drones-to-track-border-officials-authorities-tell-congress-
mexico-smuggling-trafficking.  
19 Id. 
20 Id. 
21 Tom Homan, Biden’s border crisis is about bad policies, not a lack of resources, Washington Times (Oct. 11, 
2023) https://www.washingtontimes.com/news/2023/oct/11/bidens-border-crisis-is-about-bad-policies-not-lac/.  
22 Candelieri supra note 2.  
23 Id.  
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The recent heinous attacks by Hamas terrorists, who used arms and explosive-rigged 
drones against Israeli civilians, underscores the very real risk that could happen at our southern 
border and against Americans.24  Moreover, recent reports warning of the risk that Hamas and 
Hezbollah fighters could soon attempt to enter the U.S. through Mexico highlights that the need 
to immediately secure our southern border is paramount.25 
 

So that Congress may conduct objective and independent oversight concerning Homeland 
Security Investigation (HSI) efforts to combat and deter armed migrants at the border and 
Mexican cartels operating drones with potential explosive payloads in and around the Southern 
Border, please provide answers to the following no later than November 10, 2023. 

1. For each of the last five years, how many weapons, to include firearms, RPGs, 
grenades, and related weapons, have been recovered at the southern border? 

2. Of those weapons recovered, how many have been traced and linked to 
a. Transnational criminal organizations; 
b. Terrorist organizations; 
c. Individuals with ties to terrorist organizations; 
d. The Government of Mexico and related entities; and 
e. Countries outside of the U.S. and Mexico. 
f. Provide all records.26 

3. Describe how HSI cooperates with other U.S. law enforcement agencies to trace 
and connect weapons recovered at the southern border to transnational criminal 
organizations, terrorist organizations, and countries outside of the U.S. and 
Mexico.  

4. For each of the last five years, provide the number of drones controlled by 
operators in Mexico that have been detected at the southern border. Of those,   

a. How many crossed into U.S. territory? 
b. Did any drone operators have ties to transnational criminal or terrorist 

organizations? 
5. With respect to the data in question four, list the  

                                                           
24 Andrew Mark Miller, Hamas attacks reminder that sleeper cells are crossing southern border, expert warns: 
'They're already here', Fox News (Oct. 11, 2023) https://www foxnews.com/politics/hamas-attack-reminder-sleeper-
cells-crossing-southern-border-expert-warns-theyre-already-here; Howard Kurtz, Hamas brutality against Israeli 
innocents shocks the world’s conscience, Fox News (Oct. 11, 2023) https://www foxnews.com/media/hamas-
brutality-against-israeli-innocents-shocks-worlds-conscience; Lindsay Dodgson, Hamas used drone bombs to launch 
its war with Israel from Gaza, and took out hi-tech observation towers, videos show, Business Insider (Oct. 8, 2023) 
https://www.businessinsider.com/video-hamas-used-drone-bombs-to-launch-war-with-israel-2023-10; Hambling 
supra note 5.  
25 Adam Shaw and Bill Melugin, CBP memo sounds alarm on Hamas, Hezbollah fighters potentially using southern 
border to enter US, Fox news (Oct. 23, 2023) https://www.foxnews.com/politics/cbp-memo-sounds-alarm-hamas-
hezbollah-fighters-potentially-using-southern-border-enter-us.  
26 “Records” include any written, recorded, or graphic material of any kind, including letters, memoranda, reports, 
notes, electronic data (e-mails, email attachments, and any other electronically-created or stored information), 
calendar entries, inter-office communications, meeting minutes, phone/voice mail or recordings/records of verbal 
communications, and drafts (whether or not they resulted in final documents). 
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a. Type of drone used; 
b. How the drone was modified (if applicable); 
c. Describe how the drone was used; 
d. The number of drones that carried payloads; 
e. Describe how those payloads were used; and 
f. The type of payload. 
g. Provide all records to include photos and video evidence of the drones and 

payloads. 
6. For each of the last five years, provide the number of drones controlled by 

operators within the U.S. on the southwest border that have ties to transnational 
criminal or terrorist organizations. 

7. With respect to the data in question six, list the  
a. Type of drone used; 
b. How the drone was modified (if applicable); 
c. Describe how the drone was used; 
d. The number of drones that carried payloads; 
e. Describe how the payload was used; and 
f. The type of payload. 
g. Provide all records to include photos and video evidence of the drones and 

payloads. 
8. Have terrorist organizations or individuals with links to terrorist organizations 

advised transnational criminal organizations in Mexico on how to assemble or 
create improvised explosive devices or similar destructive devices?  If so, which 
organizations?  Provide all records. 

9. What support has HSI provided to the government of Mexico to identify the 
sources of improvised explosive devices and explosive payloads deployed by 
drones and prevent their use?  

In keeping with Executive Order 13526, please segregate all unclassified materials within the 
classified documents, and provide all unclassified information directly to the committees, and 
provide a classified addendum to the Office of Senate Security.  Although the committees 
comply with all laws and regulations governing the handling of classified information, they are 
not bound, absent their prior agreement, by any handling restrictions.  

Thank you for your prompt review and responses. If you have any questions, please 
contact my Committee staff at (202) 224-0642. 
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Sincerely,  
                                       
         
 
      Charles E. Grassley 
      Ranking Member 

   Committee on the Budget 

 


