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Responses to Specific Questions 
 

While NPD is voluntarily providing these responses, NPD objects to the requests to the 
extent they are: overly broad and oppressive, based on claims that are not supported, and not 
reasonably relevant to any legitimate inquiry or investigation. NPD also reserves the right to 
submit additional objections and change any responses as information is obtained and reviewed.  

 
Question 1. How many records did the third party hackers obtain from NPD? How many 
individuals were affected by this breach? Provide all records from NPD’s internal 
investigation into this incident. 
 
Response: This question relates to an ongoing FBI investigation with Agent Ryan Shafer, which 
limits NPD’s ability to provide all records. NPD has worked with counsel to provide data breach 
notifications to two groups, one comprised of 109 individuals and the other comprised of 
1,350,684 individuals.  
  
Question 2. Provide all communications between and among NPD and federal, state, and 
local law enforcement relating to breach.  
 
Response: This question relates to an ongoing FBI investigation as well as ongoing federal, state, 
and law enforcement investigations, which limits NPD’s ability to provide all communications. 
 
Question 3. Do any federal agencies use NPD for background checks? If so, which ones? 
Of those:  

a. Which federal agencies were impacted by the December 2023 cyberattack? 
Explain how they were impacted.  
b. Has NPD communicated with all of these entities? If not, why not?  

 
Response: No, none are known. 
 
Question 4. Where does NPD store its data? Provide a list of locations where NPD data is 
stored and NPD’s policies and procedures regarding securing the data.  
 
Response: NPD has stored data in two separate data centers in Florida. NPD has had various 
policies and procedures regarding data security, including for securing data, which have updated 
over time and have included a data security policy and other policies, firewall controls, use of 
encryption, network segregation, third-party IT, use of a secure server (i.e., locked cage in data 
center), port blocking, software protection, checking logs/server, updating and using secure 
passwords, monitoring where data is stored, and limiting data processed and access to data. 
 
Question 5. Why does NPD store PII? How long is it stored? Please explain.  
 
Response: NPD stored data in its normal course of business for the length of time necessary for 
its business or to comply with legal obligations, subject to applicable (or lacking) laws.  
 
Question 6. Are the reports that the data was unencrypted accurate? If so, why was the 
data unencrypted? Please explain.  
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Response: There are various reports that are inaccurate. NPD used encryption tools for data. 
There was also limited data in a development database that was still under construction.  
 
Question 7. Does NPD contract with any federal agencies to access nonpublic databases? 
If so, list each agency and database.  
 
Response: No, none are known. 
 
Question 8. Does NPD sell any of its stored data to other data brokers or foreign countries? 
If so, what kind of data is stored and what kind of data is sold? List each data broker and 
foreign country.  
 
Response: No, NPD does not sell data to foreign countries; NPD does not sell non-public or 
sensitive data to data brokers. To clarify, the database in question was not for sale.  
 
Question 9. Was NPD aware of any potential vulnerabilities before the December 2023 
cyberattack? If so, what measures did NPD take to secure its data? Provide all records.  
 
Response: No, NPD was not aware of vulnerabilities. Nonetheless, NPD took various measures 
to secure data, including as described above. This question relates to an ongoing FBI 
investigation, which limits NPD’s ability to provide all records. 
 
Question 10. What specific steps is NPD taking to secure its data from future data breaches 
and cyberattacks? Provide all records.  
 
Response: NPD promptly worked with a third-party IT consultant, including to confirm that the 
hacker’s access was terminated and to audit its systems. In addition, NPD has limited the scope 
of data processed, worked with legal counsel to update its security policies, and implemented 
additional safeguards. Data security measures are also outlined above for question 4. This 
question relates to an ongoing FBI investigation, which limits NPD’s ability to provide all records. 
 

This letter does not constitute a complete or exhaustive statement of all of NPD’s rights, 
claims, contentions, or legal theories regarding this matter. Nothing stated herein is intended as, 
nor should it be deemed to constitute, a waiver or relinquishment of any of NPD’s rights or 
remedies, whether legal or equitable, all of which are hereby expressly reserved. 

  
If you have any questions about this matter, you may reach me at , 

or at  
 
Sincerely, 
 
KRONENBERGER ROSENFELD, LLP  
 
 
 
 
Karl S. Kronenberger 
Partner 




