
 
 

December 15, 2022 

 

VIA ELECTRONIC TRANSMISSION  

 

The Honorable Alejandro Mayorkas 

Secretary  

U.S. Department of Homeland Security 

 

Dear Secretary Mayorkas:  

 

 In our letter to you on June 7, 2022, we raised serious concerns about the Department of 

Homeland Security’s (DHS) growing counter-disinformation efforts and requested information 

necessary to inform our congressional oversight of DHS activities.1  Since that time, DHS has 

produced to our offices the attached three page response, dated June 29, 2022, which did not 

answer any of the ten questions we asked in our oversight letter, and the attached three document 

productions.2  The first of those productions included two documents already in the public 

domain, and the other two productions contained just over 500 pages of material, approximately 

half of which are mostly or entirely redacted. 

 

Based on our review of this material, it appears that many of the redactions are applied to 

pre-decisional and deliberative process material.  We remind you that the oversight letters we 

send to the Executive Branch are signed in our capacity as sitting members of Congress, a 

separate and co-equal branch of government.3  Freedom of Information Act (FOIA) provisions 

do not apply to the oversight requests we submit in our capacity as constitutional officers and 

should not be applied to the materials that DHS produces in response to congressional requests.   

 

Shockingly, in its letter of June 29, 2022, DHS expressed concern that Congress made 

public documents provided to our offices by a whistleblower without consulting DHS.4  In this 

                                                           
1 Letter from Charles E. Grassley, U.S. Senator, and Josh Hawley, U.S. Senator, to Hon. Alejandro Mayorkas, 

Secretary, U.S. Department of Homeland Security (June 7, 2022), available at 

https://www.grassley.senate.gov/imo/media/doc/grassley hawley to deptofhomelandsecuritydisinformationgoverna

nceboard.pdf.  
2 Letter from Alice Lugo, Assistant Secretary for Legislative Affairs, to Hon. Charles E. Grassley, United States 

Senate (June 29, 2022), with enclosures (see attachment);  Letter from Alice Lugo, Assistant Secretary for 

Legislative Affairs, to Hon. Josh Hawley, United States Senate (June 29, 2022), with enclosures (see attachment). 
3 U.S. CONST. art. I, § 1;  Letter from Charles E. Grassley, Chairman, Senate Judiciary Committee, to Hon. Donald 

J. Trump, The White House (June 7, 2017), https://www.grassley.senate.gov/imo/media/doc/2017-06-

07%20CEG%20to%20DJT%20(oversight%20requests).pdf.  
4 Letter from Alice Lugo, Assistant Secretary for Legislative Affairs, to Hon. Charles E. Grassley, United States 

Senate (June 29, 2022) at 2;  Letter from Alice Lugo, Assistant Secretary for Legislative Affairs, to Hon. Josh 

Hawley, United States Senate (June 29, 2022) at 2. 
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case, DHS again illustrated its erroneous belief that it has the authority to limit the release of 

material it marks with Executive Branch designations such as “For Official Use Only,” 

“Predecisional” and “Deliberative” and override our entirely separate constitutional authority to 

authorize and publicly release material that we obtain through oversight requests and lawful 

whistleblower disclosures.5  As our letter of June 7, 2022 made clear, we did not release all of 

the material provided to our offices, and we applied limited redactions to the material that we 

released.6  We make such decisions independently, based on our assessment of what will be in 

the best interest of transparency and the public interest.  Moreover, DHS should learn a lesson in 

transparency and accountability when patriotic whistleblowers provide full and complete records 

in contrast to DHS failing to follow that standard and instead providing improperly redacted 

records.   

 

Simply put, Congress controls when to make documents within its possession public, not 

DHS, and the people’s business ought to be public. 

 

Further, documents we have received and recent public reports reinforce our alarm at 

DHS’s growing counter-disinformation activities.7  These efforts stretch well beyond DHS’s 

seriously misguided effort to establish a Disinformation Governance Board (DGB).  A CISA 

Cybersecurity Advisory Committee document recently released by The Intercept states that 

“CISA has a burgeoning MDM [mis-, dis-, and mal-information] effort” that includes “directly 

engaging with social media companies to flag MDM…”8  The same article also quotes from a 

draft copy of DHS’s Quadrennial Homeland Security Review which reportedly states that “in the 

coming years, the department plans to target ‘inaccurate information’ on a wide range of 

topics, including ‘the origins of the COVID-19 pandemic and the efficacy of COVID-19 

vaccines, racial justice, U.S. withdrawal from Afghanistan, and the nature of U.S. support to 

Ukraine.’”9  This report appears consistent with a memorandum we publicly released in an 

attachment to our June 7, 2022, letter to you, which emphasized such issues as “[d]isinformation 

                                                           
5 Id.  
6 Letter from Charles E. Grassley, U.S. Senator, and Josh Hawley, U.S. Senator, to Hon. Alejandro Mayorkas, 

Secretary, U.S. Department of Homeland Security (June 7, 2022) at p. 1 FN 3 and attachment to June 7, 2022, letter 

at 13 and 16. 
7 Ken Klippenstein, Lee Fang, “Truth Cops:  Leaked Documents Outline DHS’s Plans to Police Disinformation” 

The Intercept (October 31, 2022), https://theintercept.com/2022/10/31/social-media-disinformation-dhs/; Letter from 

Charles E. Grassley, U.S. Senator, and Josh Hawley, U.S. Senator, to Hon. Alejandro Mayorkas, Secretary, U.S. 

Department of Homeland Security (June 7, 2022), available at 

https://www.grassley.senate.gov/imo/media/doc/grassley hawley to deptofhomelandsecuritydisinformationgoverna

nceboard.pdf, attachment to the June 7, 2022, letter at 2-3, 5;  See also Cybersecurity & Infrastructure Agency, 

“MIS, DIS, MALINFORMATION”, available at https://www.cisa.gov/mdm.  
8 Ken Klippenstein, Lee Fang, “Truth Cops:  Leaked Documents Outline DHS’s Plans to Police Disinformation” 

The Intercept (October 31, 2022), https://theintercept.com/2022/10/31/social-media-disinformation-dhs/;  CISA 

Cybersecurity Advisory Committee, “Protecting Critical Infrastructure from Misinformation & Disinformation”, 

https://www.documentcloud.org/documents/23175380-dhs-cybersecurity-disinformation-meeting-minutes. 
9 Ken Klippenstein, Lee Fang, “Truth Cops:  Leaked Documents Outline DHS’s Plans to Police Disinformation” 

The Intercept (October 31, 2022), https://theintercept.com/2022/10/31/social-media-disinformation-dhs/. 
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related to the origins and effects of COVID-19 vaccines or the efficacy of masks” in the context 

of a broader discussion of DHS’s counter-disinformation efforts.10 

 

The records that DHS recently produced to our offices also show that a March 25, 2022, 

steering group meeting invitation from then-DGB Executive Director Nina Jankowicz went to a 

long list of DHS officials who, according to publicly available information, are affiliated with a 

range of different DHS offices and components.11  Due to DHS’s refusal to answer our legitimate 

oversight questions, the heavy redactions applied to the records DHS has produced to our offices 

so far, and an overall extreme lack of transparency by DHS around this issue, it is impossible to 

know the full extent to which various DHS components and offices are engaged in DHS’s 

“burgeoning” counter-disinformation efforts. 

 

Accordingly, in order for Congress to conduct oversight of these matters, we ask that you 

respond to the following no later than December 29, 2022. 

 

1. Please provide full and complete responses to all questions contained in our June 7, 

2022, letter including un-redacted copies of all documents DHS has already provided 

to our offices in response to the letter. 

 

2. Please provide a detailed description of DHS’s policy for responding to congressional 

oversight requests, including all guidelines used to determine when material should 

be redacted when producing materials to members of Congress. 

 

Sincerely, 

 

 

          
 

Charles E. Grassley       Josh Hawley 

Ranking Member       U.S. Senator 

Committee on the Judiciary 

 

Enclosures 

                                                           
10 Letter from Charles E. Grassley, U.S. Senator, and Josh Hawley, U.S. Senator, to Hon. Alejandro Mayorkas, 

Secretary, U.S. Department of Homeland Security (June 7, 2022), available at 

https://www.grassley.senate.gov/imo/media/doc/grassley hawley to deptofhomelandsecuritydisinformationgoverna

nceboard.pdf, attachment to the June 7, 2022, letter at 1. 
11 Document Production 2 at 107-113 (see attachment). 



Assistant Secretary for Legislative Affairs 
U.S. Department of Homeland Security 
Washington, DC 20528 

June 29, 2022 

The Honorable Charles E. Grassley 
United States Senate 
Washington, DC  20510 

Dear Senator Grassley: 

Thank you for your June 7, 2022 letter to the Department of Homeland Security 
(DHS) regarding the Department’s disinformation-related work.  I am responding on 
Secretary Mayorkas’s behalf.  

DHS is charged with safeguarding the United States against threats to its security.  
In recent years, many of those threats have been exacerbated by disinformation.  As part 
of its mission, DHS has worked for nearly 10 years across multiple administrations to 
address disinformation that threatens our homeland security and the security of the 
American people.  This includes:  (1) U.S. Customs and Border Protection’s efforts to 
counter disinformation spread by cartels and human smugglers to persuade migrants to 
cross our southwest border illegally; (2) efforts by the Federal Emergency Management 
Agency to correct false information spread in the wake of natural disasters and other 
national emergencies, including to ensure that this false information does not prevent 
Americans from accessing federal aid during and after disasters and to prevent them 
from becoming victims of fraud; and (3) the Cybersecurity and Infrastructure Security 
Agency’s work with private sector stakeholders to mitigate the risk of disinformation 
that threatens critical infrastructure.  

To identify disinformation that poses a threat to the homeland, DHS relies on 
publicly available sources, research conducted by academic and other institutions, and 
information shared by other federal agencies and partners.  DHS then shares factual 
information related to its mission with potentially impacted people and organizations. 

Recognizing the threat to homeland security posed by disinformation, DHS 
created an internal working group called the Disinformation Governance Board to ensure 
the Department’s disinformation-related work is internally coordinated and best protects 
free speech, civil rights, civil liberties, and privacy.  The Board, which was constituted in 
February, has not yet met and its executive director has resigned her position.   
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As you are aware, Secretary Mayorkas asked the bipartisan Homeland Security 
Advisory Council (HSAC) to conduct a thorough review and assessment, led by former 
DHS Secretary Michael Chertoff and former U.S. Deputy Attorney General Jamie 
Gorelick, which will focus on two pivotal questions.  First, how the Department can 
most effectively and appropriately address disinformation that poses a threat to our 
country, while protecting free speech, privacy, civil rights, and civil liberties.  Second, 
how DHS can achieve greater transparency across our disinformation-related work and 
increase trust with the public and other key stakeholders.  The HSAC’s final 
recommendations will be shared with the public.   

While the HSAC conducts its assessment, the Board will not convene, and its 
work has been fully paused.  The Department’s longstanding critical work to protect our 
country from disinformation that threatens our homeland security continues.  

The Board has been grossly mischaracterized:  it was never about censorship or 
policing speech.  Rather, the Board was intended to ensure we fulfill our mission to 
protect the homeland, while protecting core Constitutional rights and doing so in a 
coordinated manner.   

As reflected in its charter, the Board, by design, was not given an operational 
mandate or authority.  Accordingly, it was not charged to identify or respond to 
disinformation that threatens homeland security.  In fact, the charter states that DHS 
component agencies lead operational responses in their relevant mission spaces.  This 
work is conducted by those agencies pursuant to their respective authorities and 
consistent with privacy, civil rights, and civil liberties safeguards, as well as other 
applicable laws.  The Office of the General Counsel, Office of Civil Rights and Civil 
Liberties, Office of Policy, and Privacy Office will continue to exercise their statutory 
responsibilities to ensure disinformation-related work within relevant DHS component 
agencies, like all of the Department’s work, is conducted lawfully, pursuant to 
appropriate safeguards, and in a manner that honors and upholds our nation’s values. 

The Board’s intended relationship with the private sector also has been 
mischaracterized.  DHS does not dictate particular actions for companies to take 
regarding disinformation that threatens the homeland or otherwise, and there were never 
plans for the Board to do so.   

Your letter enclosed a number of Departmental documents marked as “For 
Official Use Only,” “Predecisional,” and/or “Deliberative.”  As you know, your letter 
and enclosure were made public on June 8, 2022.  We want to express our concerns with 
the public release of these documents without a reasonable opportunity for the 
Department to first review these documents for protected information or verify their 
authenticity.  The Executive Branch and the Department have a long-recognized interest 
in protecting the deliberations of its employees, as well as a long-standing history of 
doing so while accommodating Congressional oversight.  It is unfortunate that any 
potential accommodation was cut short by a unilateral determination to release these 
documents.   
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Enclosed is a copy of the Board’s charter dated February 24, 2022 and the 
Department’s public fact sheet regarding the Board dated May 2, 2022, with additional 
background.  The Department is reviewing additional documents that may be responsive 
to your document request.  Please contact the DHS Office of Legislative Affairs should 
you have additional questions.  Thank you.  

Sincerely, 

 
Alice Lugo
Assistant Secretary for Legislative Affairs 

Enclosures 



Assistant Secretary for Legislative Affairs 
U.S. Department of Homeland Security 
Washington, DC 20528 

June 29, 2022 

The Honorable Josh Hawley 
United States Senate 
Washington, DC  20510 

Dear Senator Hawley: 

Thank you for your June 7, 2022 letter to the Department of Homeland Security 
(DHS) regarding the Department’s disinformation-related work.  I am responding on 
Secretary Mayorkas’s behalf.  

DHS is charged with safeguarding the United States against threats to its security.  
In recent years, many of those threats have been exacerbated by disinformation.  As part 
of its mission, DHS has worked for nearly 10 years across multiple administrations to 
address disinformation that threatens our homeland security and the security of the 
American people.  This includes:  (1) U.S. Customs and Border Protection’s efforts to 
counter disinformation spread by cartels and human smugglers to persuade migrants to 
cross our southwest border illegally; (2) efforts by the Federal Emergency Management 
Agency to correct false information spread in the wake of natural disasters and other 
national emergencies, including to ensure that this false information does not prevent 
Americans from accessing federal aid during and after disasters and to prevent them 
from becoming victims of fraud; and (3) the Cybersecurity and Infrastructure Security 
Agency’s work with private sector stakeholders to mitigate the risk of disinformation 
that threatens critical infrastructure.  

To identify disinformation that poses a threat to the homeland, DHS relies on 
publicly available sources, research conducted by academic and other institutions, and 
information shared by other federal agencies and partners.  DHS then shares factual 
information related to its mission with potentially impacted people and organizations. 

Recognizing the threat to homeland security posed by disinformation, DHS 
created an internal working group called the Disinformation Governance Board to ensure 
the Department’s disinformation-related work is internally coordinated and best protects 
free speech, civil rights, civil liberties, and privacy.  The Board, which was constituted in 
February, has not yet met and its executive director has resigned her position.   



The Honorable Josh Hawley 
Page 2 

As you are aware, Secretary Mayorkas asked the bipartisan Homeland Security 
Advisory Council (HSAC) to conduct a thorough review and assessment, led by former 
DHS Secretary Michael Chertoff and former U.S. Deputy Attorney General Jamie 
Gorelick, which will focus on two pivotal questions.  First, how the Department can 
most effectively and appropriately address disinformation that poses a threat to our 
country, while protecting free speech, privacy, civil rights, and civil liberties.  Second, 
how DHS can achieve greater transparency across our disinformation-related work and 
increase trust with the public and other key stakeholders.  The HSAC’s final 
recommendations will be shared with the public.   

 
While the HSAC conducts its assessment, the Board will not convene and its 

work has been fully paused.  The Department’s longstanding critical work to protect our 
country from disinformation that threatens our homeland security continues.  

 
The Board has been grossly mischaracterized:  it was never about censorship or 

policing speech.  Rather, the Board was intended to ensure we fulfill our mission to 
protect the homeland, while protecting core Constitutional rights and doing so in a 
coordinated manner.   

 
As reflected in its charter, the Board, by design, was not given an operational 

mandate or authority.  Accordingly, it was not charged to identify or respond to 
disinformation that threatens homeland security.  In fact, the charter states that DHS 
component agencies lead operational responses in their relevant mission spaces.  This 
work is conducted by those agencies pursuant to their respective authorities and 
consistent with privacy, civil rights, and civil liberties safeguards, as well as other 
applicable laws.  The Office of the General Counsel, Office of Civil Rights and Civil 
Liberties, Office of Policy, and Privacy Office will continue to exercise their statutory 
responsibilities to ensure disinformation-related work within relevant DHS component 
agencies, like all of the Department’s work, is conducted lawfully, pursuant to 
appropriate safeguards, and in a manner that honors and upholds our nation’s values. 

 
The Board’s intended relationship with the private sector also has been 

mischaracterized.  DHS does not dictate particular actions for companies to take 
regarding disinformation that threatens the homeland or otherwise, and there were never 
plans for the Board to do so.   

  
Your letter enclosed a number of Departmental documents marked as “For 

Official Use Only,” “Predecisional,” and/or “Deliberative.”  As you know, your letter 
and enclosure were made public on June 8, 2022.  We want to express our concerns with 
the public release of these documents without a reasonable opportunity for the 
Department to first review these documents for protected information, or verify their 
authenticity.  The Executive Branch and the Department have a long-recognized interest 
in protecting the deliberations of its employees, as well as a long-standing history of 
doing so while accommodating Congressional oversight.  It is unfortunate that any 
potential accommodation was cut short by a unilateral determination to release these 
documents.   
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Enclosed is a copy of the Board’s charter dated February 24, 2022 and the 

Department’s public fact sheet regarding the Board dated May 2, 2022, with additional 
background.  The Department is reviewing additional documents that may be responsive 
to your document request.  Please contact the DHS Office of Legislative Affairs should 
you have additional questions.  Thank you.  

  
Sincerely, 

 
      

Alice Lugo 
Assistant Secretary for Legislative Affairs  

  
Enclosures  
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