U.S. Department of Justice

Office of the Inspector General

May 13, 2014

The Honorable Charles E. Grassley
Ranking Member

United States Senate

135 Hart Senate Office Building
Washington, D.C. 20510

Dear Senator Grassley:

I write in response to your correspondence dated March 28, 2014,
requesting communications and documents between the Department of Justice
Office of the Inspector General (OIG) and the Department of Justice
(Department) regarding the OIG’s attempts to gain access to certain
Department records pursuant to the Inspector General Act in connection with
several recent OIG reviews.

We have enclosed 12 documents with this correspondence that are
responsive to your request in that they describe the substantive legal issues,
and provide much of the background and history and the positions taken on
these access issues by the OIG, the Department, and the Federal Bureau of
Investigation (FBI). The 12 documents enclosed with this correspondence
include the following:

e Summary of the OIG’s Position Regarding Access to Documents
and Materials Gathered by the FBI, which was created by the OIG
in October 2011.

e Letter from Deputy Attorney General James M. Cole to FBI General
Counsel Andrew Weissmann and OIG Acting Inspector General
Cynthia Schnedar, dated November 18, 2011, regarding access to
credit reports obtained pursuant to Section 1681u of the Fair
Credit Reporting Act (FCRA) related to the OIG’s review of the FBI’s
use of national security letters (NSLs).

e Letter from Attorney General Eric H. Holder to OIG Acting
Inspector General Cynthia Schnedar, dated November 18, 2011,
regarding access to grand jury material related to the OIG’s review
of the Bureau of Alcohol, Tobacco, Firearms and Explosives’ (ATF)
investigation known as Operation Fast and Furious.



Letter from Deputy Attorney General James M. Cole to FBI General
Counsel Andrew Weissmann and OIG Acting Inspector General
Cynthia Schnedar, dated December 5, 2011, regarding access to
Title III documents related to the OIG’s review of the Department’s
use of the material witness warrant statute, 18 U.S.C § 3144.

Memorandum from OIG Acting Inspector General Cynthia
Schnedar to Deputy Attorney General James M. Cole, dated
December 6, 2011, regarding access to credit reports obtained
pursuant to Section 1681u of FCRA related to the OIG’s review of
the FBI’s use of national security letters (NSLs).

Memorandum from OIG Acting Inspector General Cynthia
Schnedar to Attorney General Eric H. Holder, dated December 16,
2011, regarding access to grand jury material related to the OIG’s
review of ATF’s investigation known as Operation Fast and
Furious.

Memorandum from OIG Acting Inspector General Cynthia
Schnedar to Deputy Attorney General James M. Cole, dated
December 16, 2011, regarding access to Title III documents related
to the OIG’s review of the Department’s use of the material witness
warrant statute, 18 U.S.C § 3144.

Letter from Deputy Attorney General James M. Cole to OIG Acting
Inspector General Cynthia Schnedar, dated January 4, 2012,
informing the OIG that the Department asked the Office of Legal
Counsel (OLC) to provide a formal opinion regarding the OIG’s
access to grand jury material, information obtained pursuant to
Section 1681u of FCRA, and information obtained pursuant to
Title III.

Letter from Deputy Attorney General James M. Cole to OIG Acting
Inspector General Cynthia Schnedar, dated March 16, 2012,
regarding the OIG’s request that the Department withdraw the
request for an opinion from OLC.

Letter from Deputy Attorney General James M. Cole to OIG Acting
Inspector General Cynthia Schnedar, dated April 11, 2012,
authorizing the Criminal Division to disclose Title III information to
the OIG related to the OIG’s review of the ATF investigation known
as Operation Fast and Furious.




Two of the 12 documents responsive to your request are classified:

e Letter from FBI General Counsel Valerie Caproni to OIG Assistant
Inspector General for Oversight and Review Carol Ochoa, dated
March 4, 2011, providing the FBI’s view of dissemination
restrictions for documents in FBI investigative files.

¢ Memorandum from FBI General Counsel Andrew Weissmann and
Special Assistant to the General Counsel Catherine Bruno to
Inspector General Michael Horowitz, dated February 29, 2013 [sic],
regarding legal restrictions on dissemination of FBI information to
the OIG for OIG criminal investigations.

We are providing a redacted version of these two documents with this
unclassified letter. If you would like to review these documents in classified
form, the Department has requested that arrangements be made to review
them in the OIG offices. We will work with your staff to make such
arrangements at a convenient time.

Consistent with our usual practice when we are asked to produce
documents that were created by the Department or a Department component,
or that involved a communication by the OIG with the Department or a
Department component, the OIG provided the above-referenced 12 documents
and other documents that we believe are responsive to your request to the
Department for its review. The Department has informed us that it is asserting
the deliberative process privilege and/or the attorney-client privilege over the
other responsive documents, and therefore they are not included in this
production.

Thank you for your continued support for the work of our Office. If you

have any questions, please do not hesitate to call me or my Chief of Staff, Jay
Lerner, at (202) 514-3435.

Sincerely,

Michael E. Horowitz
Inspector General

Enclosures



Summary of the Department of Justice Office of the Inspector General’s
Position Regarding Access to Documents and Materials Gathered by the

Federal Bureau of Investigation

Introduction

In November 2009, the Office of the Inspector General (OIG) initiated a
review of the Department’s use of the material witness statute, 18 U.S.C. §
3144. Pursuant to our responsibilities under Section 1001 of the Patriot Act, a
significant part of our review is to assess whether Department officials violated
the civil rights and civil liberties of individuals detained as material witnesses
in national security cases in the wake of the September 11 terrorist attacks. In
addition, the review will provide an overview of the types and trends of the
Department’s uses of the statute over time; assess the Department’s controls
over the use of material witness warrants; and address issues such as the
length and costs of detention, conditions of confinement, access to counsel,
and the benefit to the Department’s enforcement of criminal law derived from
the use of the statute.

In the course of our investigation, we learned that most of the material
witnesses in the investigations related to the September 11 attacks were
detained for testimony before a grand jury. At our request, between February
and September 2010 the Department of Justice National Security Division and
three U.S. Attorneys’ offices (SDNY, NDIL, EDVA) provided us with grand jury
information concerning material witnesses pursuant to Fed. R. Crim. P.
6(e)(3)(D), which permits disclosure of grand jury matters involving foreign
intelligence information to any federal law enforcement official to assist in the
performance of that official’s duties. We also sought a wide range of materials
from other Department components, including the U.S. Marshals Service, the
Federal Bureau of Prisons, and the Federal Bureau of Investigation (FBI). All of
the Department’s components provided us with full access to the material we
sought, with the notable exception of the FBL

In August 2010, we requested files from the FBI relating to the first of 13
material witnesses. In October 2010, representatives of the FBI's Office of
General Counsel informed us that the FBI believed grand jury secrecy rules
prohibited the FBI from providing grand jury material to the OIG. The FBI took
the position that it was required to withhold from the OIG all of the grand jury
material it gathered in the course of these investigations. The FBI has also
asserted that, in addition to grand jury information, it can refuse the OIG
access to other categories of information in this and other reviews, including
Title III materials, federal taxpayer information; child victim, child witness, or
federal juvenile court information; patient medical information; credit reports;
FISA information; foreign government or international organization
information; information subject to non-disclosure agreements, memoranda of
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understanding or court order; attorney client information; and human source
identity information. The information we have requested is critical to our
review. Among other things, we are examining the Department’s controls over
the use of material witness warrants, the benefit to the Department from the
use of the statute, and allegations of civil rights and civil liberties abuses in the
Department’s post-9/11 use of the statute in the national security context.

‘.l'he requested grand jury information is necessary for our assessment of these
issues.

The FBI has also asserted that page-by-page preproduction review of all
case files and e-mails requested by the OIG in the material witness review is
necessary to ensure that grand jury and any other information the FBI asserts
must legally be withheld from the OIG is redacted. These preproduction
reviews have caused substantial delays to OIG reviews and have undermined
the OIG’s independence by giving the entity we are reviewing unilateral control
over what information the OIG receives, and what it does not.

The FBI’s position with respect to production of grand jury material to
the OIG is a change from its longstanding practice.! It is also markedly
different from the practices adopted by other components of the Department of
Justice. The OIG routinely has been provided full and prompt access to grand
jury and other sensitive materials in its reviews involving Department
components in high profile and sensitive matters, such as our review of the
President’s Surveillance Program and the investigation into the removal of nine
U.S. Attorneys in 2006. Those reviews would have been substantially delayed,
if not thwarted, had the Department employed the FBI's new approach.

In many respects, the material witness warrant review is no different
from other recent OIG reviews conducted in connection with our civil rights
and civil liberties oversight responsibilities under the Patriot Act in which
Department components granted the OIG access to grand jury and other
sensitive material. For example, in our review of the FBI's use of “exigent
letters® to obtain telephone records, at our request the Department of Justice
Criminal Division and the FBI provided us grand jury materials in two then

1 Since 2001, when the OIG assumed primary oversight responsibility for the FBI, the
OIG has undertaken numerous investigations which required review of the most sensitive
material, including grand jury material and documents classified at the highest levels of
secrecy. Through all of these reviews, the FBI never refused to produce documents and other
material to the OIQ, including the most sensitive human and technical source information, and
it never asserted the right to make unilateral determinations about what requested documents
were relevant to the OIG reviews. On the rare cccasion when the FBI voiced concern based on
some of the grounds now more broadly asserted in this matter, quick compromises were
reached by the OIG and the FBL. Indeed, with only minor exceptions, the FBI's historical
cooperation with the OIG has been exemplary, and that cooperation has enabled the OIG to
conduct thorough and accurate reviews in a timely manner, consistent with its statutorily
based oversight mission and its duty to assist in maintaining public confidence in the
Department of Justice.




ongoing sensitive media leak investigations involving information classified at
the TS/SCI level. The grand jury materials were essential to our findings that
FBI personnel had improperly sought reporters’ toll records in contravention of
the Electronic Communications Privacy Act and Department of Justice policy. 2

Similarly, in our review of the FBI’s investigations pertaining to certain
domestic advocacy groups, the OIG assessed allegations that the FBI had
improperly targeted domestic advocacy groups for investigation based upon
their exercise of First Amendment rights. In the course of this review, the FBI
provided OIG investigators access to grand jury information in the
investigations we examined. This information was necessary to the OIG’s
review as it informed our judgment about the FBI's predication for and decision
to extend certain investigations. The lack of access to this information would
have critically impaired our ability to reach any conclusions about the FBI's
investigative decisions and, consequently, our ability to address concerns that
the FBI’s conduct in these criminal investigations may have violated civil rights
and civil liberties.3

When the OIG has obtained grand jury material, the OIG has carefully
adhered to the legal prohibitions on disclosure of such information. We
routinely conduct extensive pre-publication reviews with affected components
in the Department. The OIG has ensured that sensitive information — whether
it be law enforcement sensitive, classified, or information that would identify
the subjects or direction of a grand jury investigation - is removed or redacted
from our public reports. In all of our reviews and investigations, the OIG has
scrupulously protected sensitive information and has taken great pains to
prevent any unauthorized disclosure of classified, grand jury, or otherwise
sensitive information.

For the reasons discussed below, the OIG is entitled to access to the
material the FBI is withholding. First, the Inspector General Act of 1978, as
amended (Inspector General Act or the Act), provides the OIG with the
authority to obtain access to all of the documents and materials we seek.
Second, in the same way that attorneys performing an oversight function in the
Department’s Office of Professional Responsibility (OPR) are “attorneys for the
government” under the legal exceptions to grand jury secrecy rules, the OIG
attorneys conducting the material witness review are attorneys for the
government entitled to receive grand jury material because they perform the
same oversight function. Third, the OIG also qualifies for disclosure of the
grand jury material requested in the material witness review under

2 We described this issue in our report, A Review of the Federal Bureau of
Investigation’s Use of Exigent Letters and Other Informal Requests for Telephone Records,
(January 2010).

3 Our findings are described in our report, A Review of the FBI's Investigations of
Certain Domestic Advocacy Groups (September 2010).
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amendments to the grand jury secrecy rules designed to enhance sharing of
information relating to terrorism investigations.

L THE INSPECTOR GENERAL ACT

The FBI’s refusal to provide prompt and full access to the materials we
requested on the basis of grand jury secrecy rules and other statutes and
Department policies stands in direct conflict with the Inspector General Act.
The Act provides the OIG with access to all documents and materials available
to the Department, including the FBI. No other rule or statute should be
interpreted, and no policy should be written, in a manner that impedes the
Inspector General’s statutory mandate to conduct independent oversight of
Department programs. See, e.g., Watt v. Alaska, 451 U.S. 259, 267 (1981) (A
court “must read [two allegedly conflicting] statutes to give effect to each if [it]
can do so while preserving their sense and purpose.”).

A. The Inspector General Act Grants the OIG Full and Prompt
Access to any Documents and Materials Available to the DOJ,
Including the FBI, that Relate to the OIG’s Oversight
Responsibilities

The Inspector General Act is an explicit statement of Congress’s desire to
create and maintain independent and objective oversight organizations inside
of certain federal agencies, including the Department of Justice, without
agency interference. Crucial to the Inspectors General (IGs) independent and
objective oversight is having prompt and complete access to documents and
information relating to the programs they oversee. Recognizing this, the
Inspector General Act authorizes IGs “to have access to all records, reports,
audits, reviews, documents, papers, recommendations, or other material
available to the applicable establishment which relate to programs and
operations with respect to which that Inspector General has responsibilities
under this Act.” 5 U.S.C. App. 3 § 6(a)(1). The Act also authorizes the IGs to
“request” necessary “information or assistance” from “any Federal, State, or
local governmental agency or unit thereof,” including the particular
establishments the IGs oversee. Id. § 6(a)(3); id. § 12(5) (defining the term
“Federal agency” to include the establishments overseen by the Inspectors
General). Together, these two statutory provisions operate to ensure that the
Inspectors General are able to access the information necessary to fulfill their
. oversight responsibilities.

The only explicit limitation on IGs’ right of access to information
contained in the Inspector General Act concerns all agencies’ obligation to
provide “information or assistance” to the Inspectors General. However, this
limitation does not apply to IGs’ absolute right of access to documents from
their particular agency. This circumscribed limitation provides that all federal
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agencies shall furnish information or assistance to a requesting IG “insofar as
is practicable and not in contravention of any existing statutory restriction or
regulation of the Federal agency from which the information is requested[.]’S
U.S.C. § 6(b)(1) (emphasis added).*

Another provision of the Inspector General Act grants the Inspectors
General discretion to report instances of nonccoperation to the head of the
relevant agency, whether that noncooperation impedes on the IGs’ authority to
obtain documents or “information and assistance.” Under that section, when
an IG believes “information or assistance” is “unreasonably refused or not
provided, the Inspector General shall report the circumstances to the head of
the establishment involved without delay.” S U.S.C. App. 3 § 6(b)(2) The FBI
contends this reporting provision of the Act is a further limitation on the
agencies’ obligation to provide documents and “information and assistance” to
the Inspectors General. The FBI has argued that the provision implicitly
recognizes that requests for both documents and “information and assistance
can be “reasonably refused.”

The OIG believes the FBI’s reliance on this reporting section as limiting
an 1G’s right of access to documents in the custody of the agency it oversees is
misplaced. This provision of the Act is entirely consistent with the right of full
and prompt access to documents and materials and does not create a
limitation, explicit or implicit, on the authorities provided elsewhere in the Act.
By granting the Inspectors General the discretion to decide that some instances
of noncooperation by an agency do not rise to the level of a reportable incident,
the provision accounts for the practical reality that many instances where

4 The legislative history is silent on the reason for conditioning agencies’ furnishing of
“information or assistance” to all IGs on practicability or statutory restriction, but imposing no
such limitation on an agency’s absolute requirement to provide its documents to its own IG.
However, there are possible explanations for the distinction. For example, providing access to
documents and materials maintained in agency systems and files is simple, inexpensive, and
an undeniable precondition to the fair, objective, and successful exercise of the IGs’ oversight
responsibilities. Accordingly, the Act’s unconditional language authorizing IGs to have access
to the documents and materials of the agency it oversees is understandable and sensible. In
contrast, agencies may not always be able to fulfill requests for “information or assistance”
immediately, even from their agency’s IG. A request of one agency from another agency’s IG
may require more careful scrutiny because it would entail information being transmitted
outside of the requested agency. In addition, busy agency schedules must be accommodated
when fulfilling a request for an interview; subject matter experts may not be immediately
available to interpret documents or may have left the agency’s employment; responses to
interrogatories often require revisions and approvals; and annotations, explanations, and
written analyses of existing documents and materials can take significant amounts of time.
Despite the OIG's historical success at reaching reasonable compromises with components of
the DOJ responding to requests for “information or assistance,” the OIG readily acknowledges
that circumstances could arise where a component’s delay, difficulty, or even refusal in
responding to a request for “information or assistance” would be reasonable. These
considerations are not applicable, however, to IGs’ access to documents and materials of the
agency it oversees, and therefore, that provision of the Act authorizes access in absolute terms.
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Inspectors General are not granted access to documents or materials, or are
not provided “information or assistance” in response to a request, do not merit
a report to agency management.$

To summarize, the Inspector General Act provides the Inspectors General
a right of full and prompt access to documents and materials in the custody of
the agency they oversee, a right to request “information or assistance” from any
agency that is modestly limited, and an obligation to report instances of agency
noncooperation to the agency head when, in the judgment of the Inspector
General, such noncooperation is unreasonable. Accordingly, the Act provides
Inspectors General unconditional authority to gather documents and records in
the custody of the agency they oversee, an authority necessary to obtain the
basic information to conduct independent and objective reviews and
investigations.

B. The Only Limitation on the OIG’s Authority to Conduct Audits
and Investigations within its Jurisdiction is Section 8E of the
Inspector General Act, and that Limitation Must Be Invoked by
the Attorney General

In the law creating the DOJ OIG, Congress inserted an exception to the
normal authority granted to Inspectors General. In a section captioned
“Special provisions concerning the Department of Justice,” the IG Act provides
the Attorney General the authority, under specified circumstances and using a
specific procedure, to prohibit the OIG from carrying out or completing an
audit or investigation, or from issuing any subpoena. See 5 U.S.C.App.3 §
8E. This authority may only be exercised by the Attorney General, 5 U.S.C.
App. 3 § 8E(a)(1)-(2), and only with respect to specific kinds of sensitive
information. Id. § 8E(a)(1). The Attorney General must specifically determine
that the prohibition on the Inspector General’s exercise of authority is
necessary to prevent the disclosure of certain specifically described categories
of information, or to prevent the significant impairment to the national
interests of the United States. Id. § 8E(a){2). The Attorney General’s decision
must be conducted in writing, must state the reasons for the decision, and the
Inspector General must report the decision to Congress within thirty days. Id.
§ 8E(a)(3). These provisions represent an acknowledgement of the fact that the
Department of Justice often handles highly sensitive criminal and national
security information, the premature disclosure of which could pose a threat to
the national interests.

S For example, IG document requests can be very broad, particularly before 1G
investigators have learned the details of the program under review. In such instances, formal
requests are often informally and consensually narrowed after discussions with the agency
under review, and a report to the agency head is unnecessary. Similarly, an agency’s failure to
provide the Inspector General with access to a document is often inadvertent or such a minor
inconvenience that the Inspector General could reasonably view the noncooperation as de
minimis.
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These exacting procedures confirm that the special provisions of Section
8E represent an extraordinary departure from the baseline rule that the
Inspectors General shall have unconditional access to documents and
materials, and broad authority to initiate and conduct independent and
objective oversight investigations. These procedures also confirm that only the
Attorney General, and not the FBI, has the power to prohibit the OIG’s access
to relevant documents and materials available to the Department.

II. GRAND JURY SECRECY RULES

The Federal Rules of Criminal Procedure provide the general rule of
secrecy applicable to grand jury information and various exceptions to that
general rule. One of the exceptions allows disclosure of grand jury information
to “an attorney for the government.” This exception provides a basis, additional
to and independent of the Inspector General Act, for disclosing the requested
grand jury materials to the OIG.6 The OIG’s reliance on the “attorney for the
government® exception to obtain access to grand jury material is supported by
an Office of Legal Counsel (OLC) opinion and a federal court decision. OIG
access to grand jury material under this exception is consistent with the broad
authority granted to the OIG under the Inspector General Act, and it avoids an
oversight gap so that Department employees cannot use grand jury secrecy
rules to shield from review their adherence to Department policies, Attorney
General Guidelines, and the Constitution. The “attorney for the government”
exception allows for automatic disclosure of grand jury materials and is,
therefore, particularly well suited to ensure that the OIG’s ability to access
documents and materials, and to access them promptly, is coextensive with
that of the Department and the FBIL.

A. OIG Attorneys Are “Attorneys for the Government”

In an unpublished opinion issued subsequent to United States v. Sells
Engineering, Inc., 463 U.S. 418 (1983) (a Supreme Court opinion narrowly
construing the term “attorney for the government” as used in the exception to
the general rule of grand jury secrecy), the OLC determined that, even in light
of the Court’s decision, the Rule was broad enough to encompass Office of
Professional Responsibility (OPR) attorneys exercising their oversight authority
with regard to Department attorneys.

In Sells, Civil Division attorneys pursuing a civil fraud case sought
automatic access to grand jury materials generated in a parallel criminal
proceeding. The Supreme Court interpreted the exception that provides for

6 Rule 6(e)(3)(A)(i) provides: “Disclosure of a grand jury matter — other than the grand
jury’s deliberations or any grand juror’s vote — may be made to: (i) an attorney for the
government for use in performing that attorney’s duty . . . .» Fed. R. Crim. P. 6(¢)(3)(A)(i)-
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automatic disclosure of grand jury materials to “attorney][s] for the government”®
for use in their official duties, as limited to government attorneys working on
the criminal matter to which the material pertains. Sells, 463 U.S. at 427.

The Court held that all other disclosures must be “judicially supervised rather
than automatic,” id. at 435, because allowing disclosure other than to the
prosecutors and their assistants would unacceptably undermine the
effectiveness of grand jury proceedings by: (1) creating an incentive to use the
grand jury’s investigative powers improperly to elicit evidence for use in a civil
case; (2) increasing the risk that release of grand jury material could potentially
undermine full and candid witness testimony; and (3) by circumventing limits
on the government’s powers of discovery and investigation in cases otherwise
outside the grand jury process. See id. at 432-33.

In its unpublished opinion, OLC concluded that the three concerns the
Supreme Court expressed in Sells were not present when OPR attorneys
conduct their oversight function of the conduct of Department attorneys in
grand jury proceedings. OLC concluded that as a delegee of the Attorney
General for purposes of overseeing and advising with respect to the ethical
conduct of department attorneys and reporting its findings and
recommendations to the Attorney General, OPR is part of the prosecution
team’s supervisory chain. Thus, OPR attorneys may receive automatic access
to grand jury information under the supervisory component inherent in the
“attorney for the government” exception.

OIG attorneys should be allowed automatic access to grand jury material
in the performance of their oversight duties because OIG and OPR perform the
identical functions within the scope of their respective jurisdictions. Like OPR
attorneys conducting oversight of Department attorneys in their use of the
grand jury to perform their litigating function, OIG attorneys are part of the
supervisory chain conducting oversight of the conduct of law enforcement
officials assisting the grand jury. Both the OIG and OPR are under the general
supervision of the Attorney General, compare 28 C.F.R. 0.29a(a) (OIG) with 28
C.F.R. 0.39. Just like OPR, the Inspector General must “report expeditiously to
the Attorney General whenever the Inspector General has reasonable grounds
to believe there has been a violation of Federal criminal law.” 5 U.S.C. App. 3,
§§ 4(d) & SE(b)(2). OIG attorneys make findings and recommendations to the
Attorney General regarding the conduct of law enforcement officials assisting
the grand jury, and the Attorney General then imposes any discipline or
implements reform. Therefore, for purposes of the “attorney of the government”
exception, the OIG is in the same position as OPR, both with respect to its
oversight function and its relationship to the Attorney General.

More to the point, whatever formal differences exist in the relative
structures of the OIG and OPR, the two offices are functionally
indistinguishable for purposes of access to grand jury materials for all of their
oversight purposes. The risks to the secrecy of the underlying grand jury
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proceedings from disclosure to the OIG, if any, are no different from those
created by automatic disclosure to OPR. OPR’s oversight of the conduct of
Department attorneys is an after-the-fact examination of what happened
during the grand jury process, just as is OIG’s oversight of law enforcement
agents’ conduct. OIG review of law enforcement conduct in such
circumstances is not undertaken to affect the outcome of a civil proceeding
related to the target of an underlying criminal investigation. Therefore,
disclosure of grand jury materials to the OIG runs no risk of creating an
incentive to misuse the grand jury process in order to improperly elicit evidence
for use in a separate administrative or criminal misconduct proceeding against
the target of the grand jury’s investigation. Similarly, because our review is of
law enforcement conduct and not of lay witnesses who are called to testify, the
willingness of those witnesses to testify should not be implicated. OIG
oversight also ensures that the Department’s law enforcement officials who
testify before the grand jury do so fully and candidly, and that Department
employees do not ignore their legal obligations to the grand jury.

Moreover, the OIG’s inherent supervisory role with regard to Department
employees who assist the grand jury was recognized by a federal court
overseeing proceedings relating to the death of Bureau of Prisons inmate
Kenneth Michael Trentadue. The district court granted the government'’s
motion for access to grand jury materials, finding that the OIG’s investigation
of alleged misconduct “is supervisory in nature with respect to the ethical
conduct of Department employees.” The court stated that “disclosure of grand
jury materials to the OIG constitutes disclosure to ‘an attorney for the
government for use in the performance of such attorney’s duty[.]” In re Matters
Occurring Before the Grand Jury Impaneled July 16, 1 996, Misc. #39, W.D.
Okla. (June 4, 1998).

Accordingly, there is no principled basis upon which to deny OI1G
attorneys the same access as OPR is allowed to review grand jury materials
necessary to carry out its oversight function. Both OPR and OIG attorneys
require access to grand jury materials to fulfill a supervisory function directed
at maintaining the highest standards of conduct for Department employees
who assist the grand jury. As such, OIG attorneys should also be able to
obtain automatic access to matters that pertain to law enforcement conduct in
matters related to the grand jury within the jurisdiction of the OIG.

B. The OIG is entitled to Receive Grand Jury Materials Involving
Foreign Intelligence Information

Another exception to the general rule of grand jury secrecy allows an
attorney for the government to disclose “any grand-jury matter involving foreign
intelligence, counterintelligence . . . , or foreign intelligence information . . . to
any federal law enforcement, intelligence, protective, immigration, national
defense, or national security official to assist the official receiving the
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information in the performance of that official’s duties.” Fed. R. Crim. P.
6(e)(3)(D). This exception was added in 2001 as part of the USA PATRIOT Act
and was designed to enable greater sharing of information among law
enforcement agencies and the intelligence community to enhance the
government’s effort to combat terrorism.”

This exception encompasses the OIG’s request for the grand jury
materials at issue in its material witness warrant review. The grand jury
proceedings pursuant to which the materials were collected were all
investigations of international terrorist activity conducted in the wake of the
terrorist attacks of September 11, 2001. All of the grand jury information
gathered in them is thus necessarily “related to,” “gathered . . . to protect
against,” or “relates to the ability of the United States to protect against,”
among other things, “international terrorist activities.” See 50 U.S.C. § 40la
and Rule 6(e)(3)(D). All of the grand jury material gathered in those
investigations thus constitutes foreign intelligence, counter intelligence, or
foreign intelligence information (collectively, Foreign Intelligence Information).

In addition, OIG officials qualify as law enforcement officials within the
meaning of the rule by virtue of the Inspector General’s authority to conduct
criminal investigations, apply for search warrants, make arrests, and
investigate violations of civil rights and civil liberties. See, e.g., 5U.S.C. App. 3
§ 6(e)(1); USA PATRIOT ACT, Pub. L. 107-56, § 1001, 115 Stat. 272, 391
(2001). Also, the OIG’s oversight activities constitute law enforcement duties
for purposes of the foreign intelligence exception because they directly affect
the design and implementation of the Department’s law enforcement programs.

The OIG has discussed the access issues with Department leadership
and sought their assistance in resolving the dispute with the FBIL. Although
the Department’s consideration of all these issues is ongoing, in July 2011, the
Department concluded that, at a minimum, the foreign intelligence exception
authorizes an “attorney for the government” to disclose grand jury information
to the OIG for use in connection with OIG’s law enforcement duties, such as
the material witness warrant review, to the extent that the attorney for the
government determines that the grand jury information in question involves
foreign intelligence. Since then, an “attorney for the government” in the
Department’s National Security Division (a Department component under
review in the Material Witness Warrant review), has been conducting a page-
by-page review of the materials withheld by the FBI to determine whether they
qualify as Foreign Intelligence Information under the exception before providing
them to the OIG. In addition, the FBI has continued its own page-by-page
review of some of the requested files to identify and redact grand jury and other
categories of information, before the National Security Division attorney

7 Pub. L. 107-56, § 203(A)(1), 115 Stat. 272, 279-81 (2001).
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performs yet another review for the purpose of sending the material back to the
FBI for the removal of grand jury foreign intelligence information redactions.

The Department’s confirmation that the foreign intelligence exception is
one basis for authorizing the OIG to obtain access to grand jury information
was helpful. However, the page-by-page review of the material being conducted
by the FBI and National Security Division to implement that decision is
unnecessary. In our view, such page-by-page review is not necessary here
because all of the grand jury material we have sought to date in the material
witness review was collected in investigations of international terrorist activity
conducted in the wake of the terrorist attacks of September 11, 2001, and thus
necessarily falls within the very broad definitions of foreign intelligence,
counterintelligence, or foreign intelligence information. See 50 U.S.C. §401a
and Rule 6(e)(3)(D). Therefore, the exception allows the OIG to receive all of the
grand jury information from those investigations.®

Although the Department’s determination that the OIG is entitled to
access to the requested grand jury information in the material witness review
under the foreign intelligence exception is helpful, that decision does not
resolve the access issue. First, it does not address access to grand jury
material that does not involve foreign intelligence information. Second, the
Department’s preliminary decision under the foreign intelligence exception does
not address access to grand jury material in other OIG reviews. And third, the
decision has been construed by the National Security Division and the FBI to
require page-by-page review of the information, thereby undermining the
independence and timeliness of the OIG’s review as described above.
Accordingly, a full decision confirming the OIG’s right of access to grand jury
and other information under the Inspector General Act and the “attorney for
the government” exception is still necessary to enable the OIG effectively to
carry out its oversight mission.

III. CONCLUSION

The objective and independent oversight mandated by the Inspector
General Act depends on the fundamental principle that the Inspectors General
should have access to the same documents and materials as the
establishments they oversee. This principle explains why the Inspector General
Act grants the IGs access to the documents and materials that are available to
their establishments. It explains why OIG investigators are routinely granted

8 As noted above, such page-by-page reviews are also improper because they are
contrary to the provisions of the Inspector General Act granting the OIG broad access to any
document or material that is available to the agency overseen; undermine the independence of
the Inspector General by granting a component under review unilateral authority to determine
what materials the Inspector General receives, and result in unacceptable delays in the
production of materials necessary for the OIG to conduct its oversight.
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access to TS/SCI materials when reviewing TS/SCI programs. It explains why
OIG investigators are routinely read into some of the government’s most highly
classified and tightly compartmented programs, such as the President’s
Surveillance Program and the programs involved in the Robert Hanssen matter.
And it explains why any instance of unreasonable denial of access to
documents or materials under the Inspector General Act must be reported to
the head of the agency, and why the Attorney General’s decision to preclude an
OIG audit, investigation, or subpoena must be reported to Congress.

The FBI's withholding of grand jury and other information is
unsupported in law and contrary to the Inspector General Act and exceptions
to the general rule of grand jury secrecy. The OIG is entitled to access under
the Inspector General Act. Moreover, the OIG qualifies for two exceptions to
the general rule of grand jury secrecy. See supra; see also 5 U.S.C. App. 3 § 6;
Fed. R. Crim. P. 6(¢€)(3)(D), 6(€)(3)(A)(). Itis true, of course, that under Section
8E of the Inspector General Act, the Attorney General could deny the OIG
access to the documents at issue, as many of the documents constitute
sensitive information within the scope of that Section. See 5 U.S.C. App. 3 §
S8E. But the Attorney General has not done so, and until he makes the written
determination required in Section 8E(a)(2) and sets out the reasons for his
decision, the OIG is entitled to prompt and full access to the materials.

Denying the OIG access to the materials it is seeking would also
represent an unnecessary and problematic departure from a working
relationship that has proven highly successful for years. Since its inception,
the OIG has routinely received highly sensitive materials, including strictly
compartmented counterterrorism and counterintelligence information,
classified information owned by other agencies, and grand jury information,
and it has always handled this information without incident. The OIG has
always conducted careful sensitivity reviews with all concerned individuals and
entities, both inside and outside the Department, prior to any publication of
sensitive information, and it has been entirely reasonable and cooperative in its
negotiations over such publications. The OIG’s access to sensitive materials
has never created a security vulnerability or harmed the nation’s interests; far
from it, the OIG’s access to sensitive information has markedly advanced the
nation’s interests by enabling the independent and objective oversight
mandated by Congress.

Simply put, there is no reason, legal or otherwise, to depart from the
time-tested approach of allowing the OIG full and prompt access to documents
and using a thorough prepublication sensitivity review to safeguard against
unauthorized disclosure of the information therein. Access to grand jury and
other sensitive materials is essential to the OIG’s work, perhaps never more so
than when the OIG is overseeing such important national security matters as
the Department’s use of material witness warrants and the FBI’s use of its
Patriot Act authorities. But whatever the subject matter, the authorities and
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mandates of the Inspector General are clear, and neither grand jury secrecy
rules nor any other statutory or internal policy restrictions should be readin a
manner that frustrates or precludes the OIG’s ability to fulfill its mission.
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@ffice of the Beguuty Atturiey Gererad
Bl 30 2550

Novenber 18, 2011

Andrew Weissmann
General Connsel
Foderal Bureau of Investigation

Washington, DC 20535

Cynthia Schnedar
Acting Inspector General
Department of Justice -
Washington, DC 20530

Dear My, Weissmann and Mg, Schmeder:

The Office of the Inspector General (OIG) is conducting a review reganding the
effectivencss and use, including any improper or illegal use, of national security letters (NBLs)
issued by the Departmsnt. In the course of this review, the FBIhas identified and withheld from
disclosure twelve credit reposts obtained prirsuans 1o section 1681u of tho Fair Credit Reposting
Act, 15U8.C. § 1681. Asexplained below, I have determined that disclosing these repoets to
the OIG in connection with its review is pesmissible under section 1631u(f) bocanse such
disclosure is necessary to my informed decition-making reganding the spproval or condnct of
future foreign inteiligence investigations.

Section 16814 of the Fair Credit Reporting Act provides thez the FBI may obtain certain
limited information from credit reporting sgencies if an appropriately suthorized senior FBI
official mskes a written request cortifying that the information is scught for the conduct of sn
authorized investigation to protect against international terrarism or clandestine fntelligence
sctivities, mmammwmmmmmedm
financial institations . . . at which & consumer maintains or has maintained an account,”™ 15
U.S.C. § 1681u(s), and “Identifying infremation respecting a consumer, Hmited to name,
address, former addresses, places of cployment, or former places of employment,” id, at §
1681u(b). Tho FBI is barred from dissemiriating this information outside of the FBI exceptas
specified by section 1681u(f):

The [FBI) may rot disseminste information obtained prrsusnt to this section
cutside of the [FBI], except to ather Federal agencics as may be necesary for the
spproval or conduct of a foreign counterintelligenca investigation, or, where the
information concems a persan subject to the Uniform Code of Military Justice, to
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sppropniste investigative iuthovities within the military department concemed as
may be necessary for the conduct of a joint foreign counterintelligencs
investigation.

15 US.C. § 1681u(f).

After consultation with the Office of Legal Counsel, I have determined that the FBl is
suthorized under this provision to disclose the credit repert information in question to the OIG in
connection with the NSL review. Specifically, section 1681u(f) authorizes the FBI to discloss
the covered information to “other Foderal agencics as may be necessary for the approval or
conduct of a foreign counterintelligence nvestigation.” In my view, this includes dissemination
to the Depertment of Justice, including to prosecutoss and Department officials with a
supervisory responsibility regarding the spproval oe conduct of a foreign counterintelligeace
investigation. As Deputy Attomey Genezal, 1 have such a supervisary responsibility, and
m&ommmnawhmhmmmmm
is nocessary to assist me in discharging this responsibility. The OIG bas informed me that this
mnmmmmmmmwmmm
peopaiety of the FBI's use of section 1681u NSLs. In tum, I fully expect that the O1G’s
empumogmmmummwmaueﬂyaﬁnmhmﬂuw
mm&mw«mammw

1 nots that this decision bears anly upon the propricty of disclosure fixr prrposcs of O1G"s
current review. Additionally, enly OIG personnel and superviscrs with direct responsibility for
completing the NSL revicw and report may use the infommation disclosed, and may not furthes
disseminate this information.

Thank you fbe your attention 1 this matter.
Sincerely,

_AA K

Jemes M. Cols
Dopuly Attomey General




Dffice of the Athornep General .
Washington, B. @, 20530
November 18, 2011

Ms. CynﬂnaSchnedar
Acting Inspector General
U.s. Depertment of Justics
950 Pennsylvania Ave. NW
Washington, DC' 20530

Re: | *s Reques y.}
oataqumCer:mnATFCﬁminalln;__’*

The Acting Inspectar General of the Departiment of Justice has requested that the:
Attormey General anthorize the Fedetal Bureau of Investigation (“FBI™) (and uﬁxerDepamnent
compionents) todiscioss to the Office of the Inspector General (*O1G™) grand jury materia
0 mhﬁmmmmofﬂmBmeeuofAleohoLTabacco FfwmandExplosives(“A‘rF’)

F wsﬁ@ﬁomkﬂomasOpmﬁonFastmdFmousandOpm&oqueRwemaswenasm
A'I‘I-‘ mvmsatmn of alleged criminal condrict by Jean-Baptiste Kingery. As explained below, [
havedemmnedthatd:sclomtbegmndmmfmmanonmqnesnontotheOIGmconnecuon
withthis review i permissible tunder Rule 6(e). of thia Federal Rules of Criminal Procedur
‘because 1 have determined that such msdosmexsnmssarytoassxstmemperfmmingmydmy
to enforce federal criminal law.

Rule 6(¢)(3)(A)(l) authiorizes ti:ednse!osnreof grand jury information to “‘any
govemmpersomel . that an attomey foxﬂ:egwmma:tconsndemnewmmassmtm
perfnnningﬂ:alanomey’sdutytoenfme&dmlaimmallaw” As Attorney General and head
of the Depanme.nt of Justice, I am an “sttorney for the government” under Rule 6(e}(3)(A)Gi)
and the senior supervisor of the Department’s programs, policies, and practices related to-the
enforcement of federal eriminal law. Mypafomiams of my “duty to enforce: fﬁdcralcumina}
hw" includes exercising this supervisory. amhonty.

IhavedaemmedthumvidmgmeOIvahacc&cstomegrandeymformeuonm
question in connection with its reviewof these investigations is necessary to assist me in
discharging these criminal law enforcement supervisory responsibilities.. I fully expect that the
Acting Inspector General’s report to-me upon completion of the OIG review will provide:

O information that will directly assist me in evaluating the circumstances surrounding Operation
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Ms. Cynthia Schnedar
Page 2

Fast and Furions and in performing my duty to supervise the Department’s criminal law
enforcement programs, policies, and practices. After I learned of allegations regarding the
ineppropriate investigative tactics employed in Operation Fast and Furious, I directed the Deputy
Artomey General 1o refer the matter to OIG for a thorough review of the facts suyounding that
investigation and for a report of OIG’s findings. Subsequent to that referral, | understand that the
OIG expanded its review to include Operation Wide Receiver and the Kingery investigation
because they may have involved similar investigative strategy and practices.

Obtaining a complete understanding of the conduct of these investigations is necessary to
my discharge of my criminal law enforcement responsibilities, and 1 believe that to do a
thorough review of these investigations, it is necessary that the OIG have access to any relevant
grand jury materials. and therefore I authorize the FBI (and other Department components) to
disclose grand jury materials relating to these investigations to the O1G. In making this decision,
1 have determined that providing the OlG access to the grand jury material at issue will not
impair the Department's conduct of these ongoing investigations and associated prosecutions.

1 note that under Rale 6(€)}{3)(B), a person to whom informarion is disclosed under Rule
6(3XA)ii) may use that information only to assist an entorney for the government in performing
that attorney’s duty to enforce federal criminal law. Thus, only OIG persénnel with direct
mpmﬁbiﬁtyﬁrwmpieﬁngﬁemﬁewmﬂmnmmlhmmmyuﬁcwmdmh
grand jury information disclosed to them. This is the only purpose for which this review may
take place. Moreover, the Inspector General should promptly provide me, in writing, a list of the
names of the persons within her Office who will have access to the Rule 6(¢) material in
connection with this OIG review. Once I receive that information, the Department, on my
bebalf, will prompaly inform the court that impaneled the grand jury or juries of the names of all
persons to whom a disclosure has been made, as Rule 6(¢) requires. That notice will also certify,
asreqiﬂredbyknles(e)(B)(B),MmeOIGpasonnelworkingomhexeviewbavebemadvised
of their obligation of secrecy under Rule 6(¢).

Sincerely,

Erxic H. Holder, Jr.-
Attomey General




Office of fhe Beputy Attorey Geseral
Bslfugfon, B8, 20530

December 5, 2011

Desr Mr. Weissmam and Ms. Schnedar:

The Office of the Inspector Genesal (“0IG™) is condiicting a review regarding the
Department’s use of the materisl witness warant statute, 18 US.C, § 3144. Tn the course of this
revisw, tho Feders] Buresu of Investigation (FBI™) hus identified and withheld from disclosure
certain information obtained pursuant to the Peders] Wiretap Act, Title III of the Omnibus Crime
Control and Safls Streets Act of 1968, as amended, 18 U.S.C. §§ 2510-2522 (hereinafter “Title
™). As explained below, 1 kave determined that disclosing this information to the OIG in
commoction with its ongoing review is permissibic under Title IIf becauss such disclosuro is
necessazy to the OIGs pexfarmance of its investigative or law enforcement duties.

Section 2517 govems an investigative or law enforcement officer’s disclosure anduso of
Title I information. It provides in relevant past:

Auay investigative or law enforcement officer who, by any means authorized by
this chapter, has obtained knowledgo of tho conteats of any wire, azal, or
electronic communication, or evidence derived therefrom, may disclose such
contents to another investigative or law eoforcement officer to the extent that sush
disclosure is appropriate to the proper perfimmamce of the official duties of the
cofficer meking or recelving the disclosure.

18US.C. § 2517(1). Section 2510(7) defines “[ilnvestigative or law enforcement officer™ to
mean “eny officer of the United States or of a State or political subdivision thereof, who is
empowered by law to condrct investigations of or to make amests for offenses enumersted in this
chapter, and any sttorney autherized by law to prosecite or participate fn the prosecution of such
offenses”




M. Andrew Weissmann and Ms. Cyuthia Schnedar
- Page2

After consultation with the Office of Legal Counsel ("OLC™), 1 have determined that the
FBI is suthorized under section 2517 to discloss the information in question to the OIG in
. connection with its current rsview. OLC has previously concluded that OIG agents qualify as
mechmmmW Ses Whather
MQ[&W#’MM%#&W&M@O “Fvestigative or Law
BEnforcemsent Officers” Within tha Meaning of 18 US.C. § 2510(7), 14 Op. OL.C. 107, 109-10
(1990). mwwmmmmmmw@swmm
Wwa&mww&w«wwoﬁm
disclosing or recciving the information. The meaning of "official dutics™ has been construed
nsrowly, as used in a parallel provision, 18 US.C. § 2517(2), to permit disclosuro by a law
eaforcement official when related to the law enforcement duties of the officer. Ses Jnrelligence
Commanity, 24 Op. O.L.C. 261, 265 (2000)- Consistent with this interpretation, it is my view
MOtGMMWWMmmMmTwEMh
mmmmormwnummm

In this case, the OKG bas infonmed me that the Title ITl informaticn in question is
nmytotumphﬁuofawmhwoﬂbwsmoﬁnmwm
warrent stsfuto. Tﬁsmicwisapmdmadbm.mmmuhgﬁmd
wwmwmmmm-mdmm
Mmbnﬂmoﬂiﬂcmhﬁmmuﬂwa@smhm
MM&&M&&W&MMW&W
is appropeiate for this purpose. 1 note that only OIG personne] with direct respansibility for

Thank you for your attention to this mattes.
Sincecely,

A A

James M. Cale -
Deputy Attomey General




U.S. Department of Justice
Office of the Inspector Generul
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December 6, 2011
MEMORANDUM FOR THE DEPUTY ATTORNEY GENERAL

FROM: cywrra a. scnepar Cpdln A Acboe fo—
ACTING INSPECTOR GENERAL
SUBJECT: Inspector General Access to Department Documents
ained rursuant (o i RA Section 1681n

Thank you for your letter dated November 18, 2011. As you noted, the
Office of the Inspector General (OIG] is conducting a review of the use of
national security letters by the Department of Justice {Department). In
connection with that review, on October 28, 2011, the OIG requested access to
certain Federal Bureau of Investigation (FBI) field office files containing
national security letters and return information, including credit repart
information the FBI obtained pursuant to Section 1681u of the Fair Credit
Reporting Act (FCRA), 15 U.S.C. Section 1681u. When the OIG’s team arrived
at the FBI's San Francisco office on November 14 for a field review of the
requested files, the FBI informed the OIG for the first time that it was
withholding from the OIQ credit report information in 12 files based on the
provision of the FCRA that limits dissemination of such information cutside the
FBL, Section 1681uflf).!

Although L-appreciate the decision in your letter instructing the FBI to
provide the credit report information to the OIG, I am writing to express my
concerns about the basis for your decision. We were particularly troubled by
two aspects of your letter.

First, you invoked the exception to the limitation on dissemination in
Section 1681u(f). which autharizes the FBI to disseminate return information
“to other Federal agencies as may be necessary for the approval or conduct of a

1 Section 1681u(f) of the FCRA provides: “The Federal Bureau of Investigation may not
_ dissemninate information obtained pursuant to this section outside of the Federal Burean of
Investigation, except to other Federal agencles as may be necessary for the approval or conduct
of a foreign counterintelligence tion, ar. where the infarmation concerns a person
subject ta the Uniform Code of Military Justice. to appropriate investigative authorittes within
mmmmtmmmmmumrwmmadammm
counterintelligence investigation.”




foreign counterintelligence investigation.” Your letter states that this exception
includes dissemination to the Department, and that you have decided the
material can be disclosed to the OIG because disclosure is “necessary to [the
Deputy Attorney General's] informed decision-making regarding the approval or
canduct of future foreign intelligence investigations.” However, the Department
is not an “other Federal agency” with respect to the FBI; to the contrary, the
FHI 1s a part of the Department, as is the OlG. Moreover, the FB] has routinely
provided and the Department has allowed the National Security Division (NSD)
to have access to such information without first seeking a case-by-case
determination from the Deputy Attorney General that such disclosure is
“necessary for the approval or conduct of a foreign intelligence investigation.”
As we describe below, NSD regularly obtains such access for oversight as well
as operational purposes.

Second, the letter states that your decision that the OIG should have
access to the Section 1681u credit report information obtained by the FBI
pursuant to national security letters “bears only upon the propriety of
disclosure for purposes of OIG’s current review.” Thus, your letter appears not
to enviston disclosure of FCRA Section 1681u credit report information to the
OIG in any of its other reviews or investigations unless the
consents in advance to the disclosure based upon a determination that the
OIG'samemtsmyfurtheexmdseoﬂheDepmymmmemers

investigations.

supervisary responsthiiity in foreign intelligence

The OIG continues to maintain that under Section 6{a)(1) of the Inspector
General Act {the Act). 5 U.S.C. App. 3. it is authorized to have access to all
documents avaflable to the Department ard its components. The OIG believes
that a process that allows the OIG access to documents only with advance

from the Department on a case-by-case basis is contrary to this
and cther provisions of the Act. Moreover, such a process is contrary to the
policy and practice of the Department and its components, including the FBI,
since the inception of the OIG and the expansion of our jurisdiction in 2001 to
include oversight over the FBL

Significantly, the Act provides that once the Inspector General (G)
decides to inttiate a review, only the Attorney General{AG) may prohibit the 1G
from camrying out or completing the review, andonlyinwm!neareﬁmy
circumscribed fnstances, in writing, and with notice to
Inspector General Act, Section 8E. hshmﬂwaamanmmmem
receive access to Depariment documnents unless the AG invokes the Section 8E
process to prohibit such access, not that the IG recelves access only when the

Department consents to it.

Moreover, the statutory imitation on the FBI's dissemination of
tnformation it receives pursnant to FCRA Section 1681u does not preclude the
OIG from obtaining access to it. Section 1681u provided the FBI with new
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authority to use national security letters to obtain limited credit report
information and consumer identifying information in coun

investigations. The limitation on dissemination contained in Section 1681u(f)
was designed to ensure that information collected under this expanded
authority was not improperly reported or shared with other agencies. The
purpose of the limitation on dissemination was to protect privacy and civil
Bberties of the individuals whose credit information was obtained. 2 In view of
the consistent congressional interest in monitoring use of this and other
expanded authorities under the USA PATRIOT Act, it makes no sense to read
into the dissemination limiting language of Section 1681u a statutory bar to
the Department’s own IG having access for purposes of oversight. Indeed, such
a reading is strained, and inconsistent with the language and intent of the

Our reading of the statute is consistent with subsequent congressional
action and past practice in the Department. As you know, our current review
of the Department’s use of national security letters is a follow-up review to two
previous congressionally mandated reviews. In the USA PATRIOT Improvement
and Reauthorization Act of 2005 (Patriot Reauthorization Act), Congress
directed the OIG to “pexform an audit of the effectiveness and use, including
any improper or illegal use, of national security letters issued by the
Department of Justice.” Pub. L. 108-177, Section 119 {(2005). This same
section of the Act defined national security letters to include requests made
pursuant to Section 1681u. It also listed among specific ttems to be addressed
in the andit the manner in which information obtained through nattonal
security letters was “collected, retained, analyzed, and disseminated by the
Department, including any direct access to such informatiom (such as access to
‘raw data’) provided to any other department, agency, or instrumentality of
Federal, State, local or tribal governments or any private sector entity”
(emphasis added).

the mandates of the Patriot Reauthorization Act clearly required
the OIG to have access to the “raw data” the Department obtained through
national security lettexrs — Section 1681u credit repart information --
yet the Patriot Reauthorization Act contained no provision granting the OIG
access to Section 1681u information. This shows that in 2005, Congress
believed the OIG already had access to Section 1681u information in order to

3 See, e.g8., House Conference Report 104-427, p. 36 (1895) (‘In addition, FBI presently
has authority to use the National Security Letter mechanism to obtain two types of records;
financial institution records (under the Right to Finaneial Privacy Act, 12 U.S.C. 3414(a)(5)
and telephone subscriber and toll billing information (under the Electronic Commmications

the threat to privacy 19 minimized.”)
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audit such dissemination. Accordingly, Section 1681u(f) should not be read as
limiting the Department of Justice Inspector General's access to such
information.

The Departinent’s past practice is also consistent with our reading of
Section 1681u{f). In our prior national security letter reviews and during our
first site visit in the ongoing review, the FBI provided the OIG full access to
Section 1681u credit report information as well as to all other information it
obtained through its use of national security letters, without suggesting that
FCRA Section 1681u limited such access. Our past reviews resulted in
findings that the FBI had used national security letters (including what the FBI
called “exigent letters”} in violation of applicable national security letters
statutes, Attorney General Guidelines, and internal FBI policies. With respect
to Section 1681u specifically, we found that FBI personnel did not fully
understand the statutory requirements of the FCRA and had in certain cases
requested or received information they were not entitled to receive pursuant to
Section 1681u.

In response to our findings. the FBI and other Department components
instituted corrective actions, including implementation by the NSD of oversight
reviews (patterned after the OIG’s reviews) that examine whether the FBl is
using national security letters in accordance with applicable laws and policies.
The FBI has since routinely provided the Oversight Section of NSD with access
to Section 1681u credit report information in field office files on a guarterly
basis, without first seeking a case-by-case determination from the Deputy
Attorney General that such disclosure Is “necessary for the approval or conduct
of a foreign intelligence investigation.” We see no need to invoke the exception
to the dissemination Hmitations of Section 1681uff) to allow the OIG access to
this credit report information when the Oversight Section of NSD routinely
obtains it without reference to the exception for the tdentical purpose of
conducting of the FBI. Indeed, especially in light of our prior national
security letter and "exigent letter” reviews, it would be remarkable if the
Department now — at the FBI's request - restricted the OIG’s access to Section
1681u material to only those reviews to which the Department consented.

In sum, the process contemplated by the November 18 memorandum -
that the OIG may obtain access to Department documents related to an OIG
review only after recetving advance consent from the Department on a case-by-
case basis - is directly contrary to the broad authority and access granted to
the IG in the Act, s not required by the terms of Section 1681u, is contrary to
the purpose of the dissemination limitations contained in the statute, as well
as the intent of Congress demonstrated by its subsequent legislation, and is a
disturbing break from the long standing policy and practice within the
Department.
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I appreciate the sentiment that you expressed at our meeting about this
subject on November 18 that the goal of the Department was to ensure that the
OIG is able to have access, consistent with the law, to the materials it needs to
conduct its oversight mission. Irequest that you reconsider your basis for
allowing the OIG to have access to FCRA Section 1681u information.
Consistent with the law for the reasons described herein, 1 ask that you issue a
memorandum to the FBI informing it that the OIG can have access to FCRA
Section 16881u information for its oversight reviews and investigations unless
and until the AG finds it necessary to invoke the Section S8E process to prevent
such access.




-US. Department of Justice
Office of the Inspector General

December 16, 2011
MEMORANDUM FOR THE ATTORNEY GENERAL

FROM:

SUBJECT:

Thank you for your letter of November 18, 2011, stating that the Office of
the Inspector General (OIG]) is authorized to receive grand jury material in its
review of the Bureau of Alcohol, Tobacco, Firearms and Explosives’ (ATF)
firearms trafiicking investigation known as Operation Fast and Furtous, and
other investigations with similar objectives, methods, and strategies. Your
letter stated that you have determined that disclosing the grand jury material
to the OIG is permisafble under Rule 6{(e}(3)(A){H) of the Federal Rulés of
Criminal Procedure because you have determined that such disclosure is
necessary to assist you, an attorney for the government, in performing your
duty to enforce federal criminal law.

1 appreciate your decision that the OIG may have access to grand jury
information for the purpose of completing this review. While it remains oixr
position that we are entitled to this information, [ am writing to express my
disagreement with the rationale for your deciston as to why we should be
anowfﬂnsacwes We were particularly concerned by the following aspects of
your letter. .

First, your letter incorrectly stated that I requested you to authorize the
Federal Bureau of Investigation (FBI) and other Department components to
disclose grand jury information to the OIG for our review. We do not believe
Department components must seek authorization from the Attorney General to
disclose grand jury information to the OIG for our use in conducting cur
investigations and reviews. Thus, while we notified Department officials that
we were seeking certain grand jury information in Fast and Furious, that
conversatiori was merely to provide notification and was not a request for the
Department’s authorization for us to receive such materials. Indeed, prior to
recelving your letter, we had already obtained grand jury information from the
FBI relevant to the ATF's Operation Fast and Furious, and the U.S. Attorney’s
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Office for the District of Arizona had notified us that it would provide grand
jury information to us for this review. This was consistent with a long-standing
policy and practice within the Department and its components, including the
FBL, to provide grand jury information to the OIG upon our request for use in
cvu'slghtlrevtews. without first obtaining consent to do so from the Attorney

I also am concerned that in providing authaorization for the disclosure of
grand jury information to the OIG, your letter appears to envision that it is
necessary for the OIG to obtain authorization from the Attorney General, on a
case-by-case basis, prior to obtaining access to grand jury material from the
Department’s components. A requirement that the OIG must first seek
permission from the Attorney General to obtain material necessary for our
reviews, however, undermines the OIG’s independence and is inconsistent with
the Inspector General Act.

As we have discussed with you and the Deputy Attorney General, the
OIG believes that Section 6(a)(1) of the Inspector General Act, 5 U.S.C. App. 3.
entitles us to have access to all documents available to the Department and its
companents. Significantly, Section 8E of the Act provides that only the
Attorney General may prahibit the Inspector General from canying out or
completing a review. and may do so anly in certain carefully circumscribed
instances, in writing, and with notice to Congress. In shart, the Act mandates
that the OIG receive access to Department documents unless the Attorney
General invokes the Section 8E process to prohibit such access. The Act does
not lmit the OIG’s access to Department documents to only those
circumstances when the Attorney General consents to it.

In addition,, while we agree that Rule 6{e) provides authority for the OIG
to obtatn access to grand jury information independent from the Inspector
General Act, I am troubled that your letter relied on Rule 6{€}{S)(A)(if) to grant
the OIG access to grand jury material in Operation Fast and Furious. That
provision authorizes the disclosure of grand jury information to “any

personnel . . . that an attorney for the government considers
necessary to assist in pexforming that attorney’s duty to enforce federal
criminal law.” Your letter stated that the provision applied to the OIG’s access

} As we have discussed with you, in contrast to its provision of grand jury material to
the OIG in the Fast and Furious review, the FBI departed from iis
with the practice of providing the OIG with access to grand jury and numerous cther categpries
of matertals and refused to provide such access to the OIG in conmection with the OIG's

review of the Department’s use of the materfal witness warrant statute, 18 US.C.
Section 3144. As you know, in that review, the OIG requested and eventually obtained the
wmmmmmmm&mmwhm“bmmma
required by law to provide us. ‘We have since received grand jury information from the FBI for
use in our material witness warrant review pursuant to Federal Rule of Criminal Procedure

6leliSim)-
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to grand jury infornation in the Fast and Furious review because you referred
the matter to the OIG for investigation. You reasoned that the OIG's access to
grand jury information is necessary for you to exercise your supervisory
authority over the Department’s enforcement of federal criminal law.

Conditioning the OIG's access to grand jury information upon your
determination that access is necessary for the exercise of the Attarney
General's supervisory responsibilities again is inconsistent with the Inspector
General Act. Moreover, it is unnecessary under Rule 6{e). Attorneys for the
OIG may receive direct access to grand jury information pursuant to Rule
6{e)(3){A)(1), which provides that disclosure of grand jury information may be
made to “an attorney for the government for use in performing that attorney’s
duty.”

The Department has routinely provided attomeys in the Office of
Professional Responsibility (OPR) access to grand jury information to enable
them to conduect oversight investigations of alleged misconduct by Department
attorneys in the performance of their litigation functions. Such access has
been allowed pursuant to Rule 6{e)(3){(Al{l), and it has not required a case-by-
case determination of need for the Attorney General's exercise of supervisory
authority. Indeed. an Office of Legal Counsel (OLC) opinion issued in 1984
concluded that OPR attorneys qualify for automatic access under Rule

6{e){S}A)) because they are part of the chain conducting oversight
of the conduct of Department attorneys before the grand jury. See
Memoranduom of OLC Depuly Assistant General Robert B. Shanks,

Jamuary 5, 1984. OIG attorneys are similarly
oversight of the conduct of lJaw enforcement officials, fulfilling a
supervisory function directed at maintaining the highest standards of conduct
by Department employees. OIG attomeys therefore should receive the same
automatic access to grand foformation for use in oversight reviews as OPR

Jury
attorneys do pursuant to Rule 6{e)(3}{A)(0).

In sum, the premise of your November 18 letter — that the OIG may
obtain access to grand jury material relevant to an OIG review only after the
Attorney General or other Department official determines on a case-by-case
basis that such access is necessary to aseist an attomey for the government in
performing your duty to enforce federal criminal law — 1s contrary to the broad
authority and access granted to the Inspector General in the Inspector General
Act. 1t also breaks with the long standing policy and practice of Department
components providing grand jury material to the OIG without obtaining the
consent of Department leadexrship. Moreover, Rule 6{e){S}{A}{) provides
authority for the OIG to obtain access to grand jury information independent
from the Inspector General Act, just as OPR is allowed automatic access
pursuant to that rule.

3

A d il e BN e ts ete s e

LW

JRPATE ZA PSe-S-E



1 appreciate the sentiment that the Deputy Attorney General

at

cur meeting with him about this subject on November lBthatﬂ:egoalof%

Department was to ensure that the OIG is able to have access, consistent
the law, to the materials it needs to conduct its oversight mission. I request
that you reconsider your basis for allowing the OIG to have access to grand
jury mnformation. Consistent with the law for the reasons described herein. 1
ask that you make clear that the OIG can have access to grand jury
information for its oversight reviews and investigations pursuant to the
Inspector General Act-and Rule 6{e)(3}(A}), unless and until the Attorney
General finds it necessary to invoke the Section 8E process to prevent such
access. .




US. Department of Justice

Office of the Inspector Geveral

December 16, 2011
MEMORANDUM FOR THE DEPUTY ATTORNEY GENERAL

FROM: CYNTHIA A. SCHNEDAR 1l Asdobnst

SUBJECT: Inspector General Access to Depariment Documents

1 recetved your letter dated December 5, 2011, directing the Federal
Bureau of Investigation (FBI) to disclose to the Office of the Inspector General
(OIG) material the FBI gathered pursuant to the Federal Wiretap Act, Title Il of
the Omnibus Crime Control and Safe Streets Act of 1968, as amended, 18
U.S.C. §8§ 2510-2522 (Title ), for our ongoing review regarding the
Department’s nse of the material witness warrant statute, 18 U.S.C, § 3144.

In your letter, you cite an opinion from the Office of Legal Counsel (OLC) issued
n 1990 concluding that OIG agents qualify as “investigative officers”
authorized to cbtain and use Title 111 information as appropriate to the proper

of thetr official duties. You state that you have determined that
disclosing Title Ilf information to the OIG for the material witness warrant
review is permissible because it is necessary to the OIG's performances of its
investigative or law enforcement duties. You also state that disclosure in this
circumstance is appropriate because “the Title HI information in question is
necessary to {the OIG's] completion of a thorough review of the Department’s
use of the material witness warrant statute.”

Although [ apprectate your decision that the FBI is authorized to disclose
the Title Il matexial it has been withholding in response to our request for it, I
do not agree with the rationale contained in your letter that it is necessary for
the OIG to cbtain authorization from Department leadership, on a case-by-case
basis, prior to obtaining access to Title Il material from the Department’s
components. As we have previously discussed with you, we believe a

that the OIG must first seek permission from the Department to

obtain material necessary for its reviews undermines the OIG’s independence
and is contrary to the access provisions of the Inspector General Act {the Act).
See 5 U.S.C. App. 3. :

As 1 noted in my letter to you dated December 6, 201 1, regarding the
OIG’s authority to cbtain credit report information gathered pursuant to 15
U.S.C. § 1681u, the OIG believes that Sectton 6(a)(1) of the Act entitles us to

NSRRI
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access to all documents available to the Department and its components,
unless the Attorney General himself formally, in writing and with notice to
Congress, exercises his authority pursuant to section 8E of the Act to prohibit
the OIG from completing or carrying out a review in circumstances specifically
emunerated in Section 8E.

Title I itself provides a basis independent of the Act for the OIG to
obtain access to Title I materials. As you note, the 1990 OLC opinion
interpreted 18 U.S.C. § 2517(1) to include OIG agents as investigative officers
authorized under Title I to receive such information for the performance of
their investigative or law enforcement duties. However. you also cite a 2000
OLC opinion regarding dissemination of Title [Il material as narrowly
construing the term “official duties,” to limit disclosure to law enforcement
officials to situations when it is “related to the law enforcement duties” of the
recetving officer. Because the 2000 OLC opinion arose in the context of
dissemination of Title 11l material outside of the Department to the intelligence
community, we do not believe it precludes the OIG or other officials within the
Department from obtaining Title Il material to conduct supervision or
oversight of lJaw enforcement.

In sum, we believe the OIG is authorized to receive Title Ill materials
under both the Inspector General Act and Title TIl. Indeed the OIG has
histarically received such information from Department components, including
the FBI, n recognition that the OIG’s function includes ensuring that criminal
law enforcement perscnnel are conducting investigations in compliance with
applicahle laws and policies. Moreover, it is common sense that our role of
conducting of law enforcement activities must encompass access 0
the materials and information derived from the techniques employed by law
enforcement officers.

. 1 ask that you reconsider the basts for allowing the OIG to
have access to Title INf information in our material witness warrant review.
Consistent with the law as described in this memorandum, I request that you
determine that the FBI and other Departinent components should provide the
OIG access to Title Il material for its oversight reviews and investigations in all
such matters, unless the Attorney General invokes Section 8E of the Act to
prevent such access.




@f&eufﬂp?zpdgéﬂmmg@mal
Bushingion. DA, 20530

January 4, 2012

Cynthia Schnedar

Acting Inspector General
of Justice

Washington, DC 20530

Dear Ms. Schnedar:

1 am in receipt of your letters dated December 6 and December 16, 2011, setting forth
your views regarding the Office of the Inspector General’s (OIG) ability to access grand jury
material under Rule 6(e) of the Federal Rules of Criminal Procedure, information obtained
pursuant to Section 1681u of the Fair Credit Reporting Act, 15 U.8.C. § 1681 (FCRA), and
information obtained pursuant to the Federal Wiretap Act, Title III of the Omnibus Crime
Control and Safe Streets Act of 1968, as amended, 18 U.S.C. §§ 2510-2522 (Title III).

As you know, the Office of Legal Counsel (OLC), the entity within the Executive Branch
responsible for providing authoritative legal advice about these types of matters, has beea
considering the issues raised by your requests. OLC’s established practice is to refrain from
reaching any final conclusions until it has solicited and received the views of all affected parties,
including OIG, a process that I understand is currently underway. OLC has advised me that at
this time, however, they are not persuaded that the Inspector General Act provides authority to
access documents notwithstanding the restrictions on their use or dissemination contained in the
statutes referenced above.

I have consulted with OLC at length about ways that, consistent with applicable law, the
Department can ensure that OIG continues to have access to the materials it needs for its
essential work. Within the limits of the law, the Attorney General and I have endeavored to find
solutions that provide OIQ with immediate access to documents necessary for its thorough and
effective review of specific matters. Whenever you have raised concems with us abouta
component withholding documents that you need, we have found ways to provide you access.
We understand that, as you confinmed at our meeting on December 19, 2011, OIG currently has
access to the information that it needs for its ongoing reviews. In the meantime, as we explained
at our December meeting, where possible under existing law, we will continue to work with
OLC to develop Department-wide policies that would ensure that documents are made available
to OIG without the need for case-by-case determinations.

T
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Ms, Cynthia Schnedar
January 4. 2012
Page 2

To obtein a definitive answer to these legal questions, 1 have shared your letters with
OLC and asked that OLC provide a formal opinion regarding the construction of Section 6(a)(1)
of the Inspector General Act, 5 U.S.C. App. 3, and the OIG’s access to grand jury material,
information obtained pursuant to Section 1681u of FCRA, and information obtained pursuant to
Title NI, Please continue 10 work with OLC to ensure that they have the benefit of your views
and perspective on these issues. If, after OLC has completed its opinion, you believe the existing
statutes do not provide your office with access on terms that allow it to perform its oversight
mission, legislative action may be necessary. 1look forward to working with you if such action
is ultimately required.

Sincerely,

25

James M. Cole
Deputy Attorney Geueral




@ffice of the Bepuly Attorney General
Binehington, B.G. 20528

March 16, 2012

Acting Inspector General
U.S. Department of Justice
950 Pennsyivania Ave, NW
Washington, DC 20530

Dear Ms. Schnedar:

As | explained in our recent discussions and my letter of January 4, 2012, I am committed
to ensuring that the Office of the Inspector General (OIG) has access to the information it needs
to perform effectively its gversight mission. Toward that end, the Attorney General and I have
watked over the past several months to make certain that OIG has the materials necessary to
conduct its ongoing reviews. We have also indicated that we are committed to developing
Department-wide policies to make documents available to your office without the need for case-
by-case determinations.

Your office responded that, although you were grateful for our efforts, you believed that
the approach we proposed was inconsistent with Section 6(a)(1) of the Inspector General Act, S
U.S.C. App. 3, and the specific statutory provisions at issue. To resolve the legal questions
presented, 1 asked for an apinion from the Office of Legal Counsel (OLC), the entity within the
Executive Branch that resolves such disputes.

Both your office and the Council of Inspectors General on Integrity and Efficlency
(CIGIE) have requested that the Department withdraw the request for an opinion from OLC
because OIQ and CIGIE have indicated to me that they are satisfied with the terms of access
currently being provided. You have also indicated that OlG has received all material responsive
to its pending reviews and rio longer believes there is a need to resoive the legal questions
presented. From cur discussions, I understand that OIG now believes that the best course is to
proceed with developing Department-wide policies concemning its access to infarmation. These
policies would seek to facilitate your reviews by providing presumptive access to certain
categories of information to the extent permitted by the terms of the specific statutory provisions
at issue. We will work to maximize your ability to obtain information, but you understand that
access to some categories of information may be legally permissible on these terms cnly in
certain circumstances, and access to other categories of information may not be possible at all.

In light of the foregoing, I intend to inform OLC that a formal opinion is no longer
needed on the legal issues that have been raised. [t bears noting that OLC has already provided

O informal legal advice upen which the Attomey General and [ have relied as a basis for ensuring




Ms. Cynthia Schredar
Page2

that OIG has had access to information in specific reviews. I encourage you to contact OLC to
pmidayow!egalviemeoneemingmsgecﬁvembyOIGmthetypeofhfomaﬁma
issue in those reviews—specifically, grand jury material, financial information received pursuant
to Section1681u of the Fair Credit Reporting Act, 15 U.S.C. § 1681 (FCRA), and information
obmimdmmmtmtheFdeMWimpAchuhmofﬁeOmﬁmeﬁmeConmlmdSafe
Streets Act of 1968, as amended, 18 US.C. §§ 2510-2522 (Tide IN).

Please let me know if yon disagree with any of the foregoing. 1f1 do not hear from you
within a week, [ will withdraw the request for an opinion from OLC.

Sincerely,

(/1%

James M. Cole
Deputy Attomey General




U.S. Department of Justice
Office of the Deputy Anorney General

The Deputy Attomcy Geocral Hinkingron, DC 20530
April 11, 2012

Ms. Cynthia Schnedar
Acting Inspector General
U.S. Department of Justice
Washington, DC 20530

Dear Ms, Schnedar;

The Office of the Inspector General (“O1G™) is conducting a review of the Burean of
Alcohol, Tobacco, Firearms and Explosives (“ATF™) investigations known as Operation Fast and
Furious and Operation Wide Receiver, as well as the ATF investigation of alleged criminal
conduct by Jean-Baptiste Kingery. In the course of this review, the OIG has sought pertinent
information from various Department components. The Criminal Division has identified certain
information obtained pursuant to the Federal Wiretap Act, Title [11 of the Onmibus Crime
Control and Safe Streets Aet of 1968, as amended, 18 U.S.C. §§ 2510-2522 (hereinafter “Title
II"), as responsive to the OIGs request. The Criminal Division has advised me of the nature of
this Title Il information and has asked if it may disclose that information to the OIG. As
explained below, I have authorized the Criminal Division to disclose this information to the OIG
on my bebalf, for the OIG’s use in comection with its cngoing review.

* Section 2517 govems an investigative or law enforcement officer’s disclosure and use of
‘Title Il information. It provides in relevant part:

Any investigative or law enforcement officer who, by any means authorized by this
chmmhmomdmdknmﬂedgaofthemmofmwmmmelmm
communication or evidence derived therefrom may use such contents to the extent such

use is appropriate 10 the proper performance of his officjal duties.

18 U.S.C. §2517(2). As Deputy Attomey General, ] am a “law enforcement officer” as defined
in 18US.C. § 2510(7), and my official duties as such include supervisory responsibility for the

's criminal law enforcement programs, policies, and practices. Pursuant to section
2517(2), 1 may therefore “ase” Title I information by disclosing it in a manner that ensbles me
to perform appropriately my law enforcement duties, which include these supervisory
responsibilities.

After consultation wulm:eo.fﬁeeoﬂ.egal Counsel, I have determined that providing the
OIG with access to the Title Il information in question in connection with its review of these
M@ﬁmvﬁnmmeappmprmpufommeanddmmwmycﬁmimlhw
enforcement supervisory responsibilities. Indeed, 1 fully expect that both the OIG’s investigation
and its subsequent report will provide information that will directly assist me in supervising the

T S —— —— - e =




ﬂ' 3

Ms. Cynthia Schnedar
Page 2

*s criminal law enforcement programs, policies, and practices. 1 therefore authorize
meCriminalDMsimandoﬂwDepmmwmpmsmpmﬁdelheOIGMthmsmive
Title 11 information for its use in connection with this review. fn making this decision, and
because it will not result in protected materials being disclosed outside the Department, | have
detum!nedlhatpmvidinglbeomwilhammthisin{mmﬁonwﬂlm impair the

'sconduclonhemlgoinginmﬁgaﬁonsmdasocmdpro&cmions. 1 note that only
O1G pessonnel M&mmponﬁbﬂityfuwmpl&ingthismiewmdwbmmmpoﬂm
use the information disclosed. )

Thank you for your attention to this matter.

Sincerely,

James M. Cole
Deputy Attomey General




U;s;nfeparfmenmmm

- Um;lasﬂ wltb é’étfons«
Office of ! lb&GeuemlCounsel . Washingion, B.C. 20335
| March 4, 2011
Ofﬁenofﬁelmpecmréenami
S, Depertmiet of,
1425 New York Avenne, NW, Suits 13100
Wasbmstun.nczosao
. DearMs.Ochoa;

Youhneaskﬂdfoxanaplanm nofthedtssemmaﬁonresmmonsﬂmtexmon
_doc\mentsﬂmttheFedetalemoﬂn sstigation (“FBP’)mayhavemnsmvaugaﬁvaﬁles,
Yonhavemsedmnmm:fmchmmnﬁnmoanmsmobsewedbyﬁemrm
cannection with-requests from the Office of the Inspector General (“0IG"), OIQ’s oversight
abxlﬁymllbe;mpahed- ‘Whils we appreciate your CORceins, coms, restrictions on disseminiation.
arelatively small iumber of documents relating to: 4 small mumber of OIG: mdﬁs, mwsﬁg;aﬁnns
orfeviews: Nevertheless theFBImeagettnmderstandthQOIG*surgument the statutory

1 the FBI t0.OIG: (U)

In prior discussions, the OIG has noted that section 6(g)(1) of the Inspector General Act
of 1978, 5 U.S.C. app. §6 (hexemaﬁaf“la Act™) authorizes the OIGtohaveawto “all
records, Yeports, . . . dacuments; papeis; < - otoﬂmtmnteﬂalavaﬁableto the applicable
estabhshmmm::htemm programs and operations withi respect to which th{e] Inspemr
Generalhas:esppnsib:hnes under this Act." Section. G(a)(al further authorizes the OI

request such jnformation or assistance g fay be necessary X canying out the duues and

Although Section 6(a)(1) grents! broad access, gection 6(b) makes clear that aocess isnot *
without liimit, Section 6(b)(1) provides! that, "[u]pon request of an Inspiector General for
information. orassistance under gabsection: (&)(3); the head of any. Federal agencxmvolved shall,
insofar as is practicable and not in cantravéntion of any existing statutory restriction.or
regulation of the Federal Agm.yﬁ'om which:the informaﬂon is requested, ed, farnishi to such; .

' General . . . suchi ation or assistanoe.’ (Bmphamadded.) AlﬁmughSecﬁon

6@}(1) apphes by its terms only to requesis] pursuant to Section. 6(@)(3), Section 6(b)(2) also:

‘1eco, that section 6(a)(1) is not absolute: “Whensvermformahqnorasswmnoereqn_ested
mdetsuhseonon (a)(1) ox (®)(@3) is; in thé,wdgnent of an Inspeotor General, umreasonably

i reﬁxsedornotpmmded,the!nspectot General shall report the oixcummmestothcheadofthe
establishment involved: without delay.” (Emphasxs added). Thus, the statute lmphmtly

P34 80048




Unclagsified with Redactions:
recognizes that requests under (a)(1) canbe: “reasonably” refused (otherwise gection 6(b)(2)
wauldnothmemelnded sect
Jative hlstoxystmgly suggesﬁnchngtessd:dno for the 1@ Act to superseds

hi ofcextamtypes of information. Actording to the Senste.
e committes intends [mbsecﬁonﬁ(a)]tbbeabroadmdata
andmdttorgenemlﬂleacceas needstodoaneﬁ‘ecﬁvnob subject, of
e statues, such as the Peivaoy Act” S.REP. NO. 95:1071, at 34
jstory and the plain Jangy e of seotion 6(b)(2), absentamntmy

I.Aeél&mseloxapersumvelegalarggmmtv meoclg,,
‘onmmcnnnsdimedbelowdomtapply xequestsﬁommeom

thatammadeaspattafcﬁmmlmkugamnsthatmbmg jouﬂybytheOIGand .
the FBL. (U)
A, Grand Jury Tnformation (U)

Thedisosurs o of fodecal smdmmmﬂlfﬂ GQW"YM"’“R‘“MC’M

“Rnl66(¢)&u&cnotwveranmeMOndevelopwdmngthewmseofagmnd;my

investigation, but nnlymﬁ;nnationthntwou!dxevenlt’hestrategy or direction of this investigation, -

the fiatuge of the evidence produced before the grand jury, the yiews expreswd by members of
the grand jury, orauythmg else that actually ocourred before the: grand jury » Ses USA Book,
Federal Giand Jury Practi GﬁwofLegaIBdncahon,OctoberZOOSat§3 6(ciﬁng;m
M 123F; 3d 140, 148 (3. Cir. 1997)). Moreover, the question whether a spécifi
dowmentis orisnot ae)mmmlmaydapendonthequanutyofmandlurymmaﬁnn

d ar the federal cirouit in-which oh the Grand Jury is sitting. Id. at §8 3.6 through 3.10.

foremnemv&snggﬁveﬁl — the disclosure of which will necessarily disclose the:
natmeofevxdenmﬂmtwas coll ectedbyandprodnwdtoﬂ:egmndjury—maymsadsﬁerm
legal concemsﬁmnﬁoeuseclxequmﬁmhmited terials that have independent significance

Rules 6(¢)(3)(A) and (B) provids that an attoray for the governient may disolose Grand
Jury material to any other government personnel niecessary to assist in performing that attorney’s
duty to. enfomsfederalomninallawandﬁteinfonmhon disclosed is to be used only for those
PULpoSes: Disclosure under Rule-6(6)(3)(A) is. permitted only when necessary to agsistin.

2

m:n(a)(l)thlmliizssre:t:gzt Thxsmtﬁrpnetmonxssupported by
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3 Threatxnﬁunnaﬁon(m

. Baﬂaé(e)@)@)alsn &ﬂmdrsciosumofl’mymntﬁemwolvingaﬁmatgf
att orotﬁex of domestic or

mgfafomigllgowermnsaggngam

&I‘iﬂeIIIMaterials(U)
retap . ] ofthBOmm'h CﬁmeControlan;tSmfesnwtsActnﬂ%&,asmmdad
I? Aswxﬁﬁ(e)infomahon,&e

) andthn sisture-of i
the Tminﬁomaﬁonmayngthepmd\xeed.(m

depends.onthe nameofthemvesﬁgauom
iation being songht.




1ms.c.§2517 (S)Iamtsﬂ;edmxomoﬂ-m-dm dinfmation o any fdent
hot such infoms m’*‘“

! Sectlon5 ofms l}ublicstion 1075 disousses

e """wmomm o
(lﬂ

, _vnsc.

discusses restristing access to FTL. Section5.4 states, “However, in

Pﬁ’mﬁag&dwmmim of agencies td exchange ormake
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§/6103 stfes that the tax poturn infd eotl
| ! statecbﬁ!&“ 26 U.S.C.§

disclosed to fficsrs or em
their usé in, any proceeding bafors a F
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urpose-for which the ot

13181 and 18 U.S.C. §3486(2),
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Unclassified with Redactions

specific approvals being obtained. Psychotherapy notes and substance abuse patient medical
records in particular have very stringent confidentiality protections. See 42 U.S.C. § 200dd-2; 42
C.F.R. Chapter 1, subchapter A, Part 2; 45 CFR § 164.508(2). Thus, if the OIG requests
materials that contain individually-identifiable patient medical information, the Office of General
Counsel must be consulted prior 10 producing such materials. (U)

From a production logistics perspective, few FBI files outside of the health care fraud
classification include such information. When FBI investigative files are requested, the FBI will

determine whether or not there is any specific reason to suspect that a requested file contains
such information. Ifnot, the file will not be reviewed to search for such information. (U)

F. Credit Reports (U)

The Fair Credit Reporting Act governs the dissemination of credit reports and
information from credit reports. Because the statutory scheme is quite complicated, if the 0IG
requests materials that include credit reports or information from credit reports, We are
recommending that the Office of the General Counsel be consulted prior to production. (U)

G. FISA Information (U) '
! (SINE) |

(S/NF) '

6
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Unclassified with Redactions

From a production logistics perspective, FBI files outside of the pational security area
will not contain FISA information and many FBI national security files do not include the use of
FISA surveillance authorities. Moreover, under the current SMPs, raw FISA information is
unlikely to be present in FBI investigative files. When FBI investigative files are requ

 FBI will determine whether or oot there is any specific reason to suspect that a requested file
contains raw FISA information. Ifnot, the file will not be reviewed to search for such

information. (U)
. Foreign Government X International Organization Information (U)

If a foreign government has imposed restrictions on the dissemination of information it
provides to the FBI and the information hasnot been disseminated within DOY, that information
should not be produced to the OIG ghsent permission from the entity that provided the

information to the FBI. {8))]

determine whether or not there is any specific reason to suspect that a requested file contains .
information provided by 8 foreign government that has imposed restrictions on the dissemination
of the information. Ifnot, the file will not be reviewed to search for such information. (U)

1. Information Subject t0 Non-Disclosure Agreements, Memoranda of
Understanding or Court Order (U)

A non-disclosure agreement (NDA) or Memorandum of Understanding (MOU) may, :
depending on its terms, impose restrictions on the FRI sharing information with entities outside
the FBI, including the OIG. Because each NDA or MOU will vary in its terms, an analysis of

Thus, if the requested materials were obtained pursuant to an NDA or an MOU that, o its face,

appears to restrict the disclosure of the information outside the FBI, we are recommending that
OGC be consulted prior to disclosure. (U)

e
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Unclasslﬁed with Redactions

. Acourt ordermay, depending onitstenns,mposemmmons onthe FBI sharing
infonnaﬁonmﬁtenﬁtes oulside the FBL, including the OIG, The FBI's ability to share
on the particularterms and conditions of the:order. Thus, if the requested
med by a court order that appeats; on its face, to restrict the disclosute of the:
theFBI.weare:ecommendmg consultation with OGC pior 10 production.

From:a produstion Jogistios perspective, few FBI files will include such information.
WhenEBImvgsﬁgaavaﬁfesmrequwwd.theBBIvandetmewheﬁe: orngt thereis any
@mﬁgreamnto thata:equwleﬂﬁlboomms such infoxmation. I¥not, the file will not

bereviewed to search for such informition. (193

MMWMOnmustthemfom : easexsacﬁveb\n’alsbzaﬁ’erits
disposition, Id. at 35, Inﬂxeeventtmolﬁrequesﬁihfommnﬁomthemlxelaﬁngma
tter ] whicl;anEBlraﬁomzyhaahmdledaxequest Mvidual;epresemaﬂono:has
axi'individnélinhiserhar dual capacity, ﬁmFBIatmmeyhandhngmematter
mustbamnmﬂtedandallammewhentpmnegedmfomaﬁonmustbewiﬁhel 15))

From apmducnon logistios pexspechve. individual sepresentation materials are: included
, maﬁleMcaﬂmMmsepmteﬁom undaﬂymginvemgsﬂveﬁla Aftorney client
mnwﬁﬂs&uﬂéﬁmefoﬁ-nﬁhaincmdedmmvmgaﬁ%ﬁla WhenFBlmvesngaﬁVeﬁles

the 'es‘teémateﬁnlxmcludemdivﬁualeapmty attorney chi Ifnﬂf:requmd
matenﬂswﬂlnatbemuewedtoseaxehforsnoh;nfommcn- (U)

K. Ottier U.S. Government TInformation (U)

There are'many ciropmstances through which the FBI comes into possession of
information that onginntea mthanbthargovemment (hmemafter “third party
information”): Tn eddition, certain statutes restiot tie dissmninauonofmfonnauon;egardins
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employees ofcertamU S. government enities (See, .8 S0 SC. § 403g)- Such information

chould not be produged to the OIG. (U)

Froma pmduction logistics: pe:spacﬁva, fow FBI files outside of the naﬁonalsec::ﬁy

areawﬂlmchﬂesuchmtbnnauum anFBImvesugmveﬁles are requested, the

Tring whﬁthetarmtthetexs mspemﬁﬂreasonto suspectﬂmt avequested file cantains

mOIGm&yhaveacoessto
-wrmo\rtsnchappmvgl_. Dnrmgoiﬂlhﬂs

-mgeﬁ:er&smeMQfmfomah
informati onat:ssne:savaﬂablegenemﬂytoFBIemployeﬁwhohava

beproduciedtotheOIG ()]
‘ Asnowdabova,webeﬁevethesedxssamMnmsmnﬂonswxﬂaﬁ‘e&omyamau

ofan cmployeeﬁlatcannotbe

mnnbe:ofemdoc\manmquests. onetheless,waareworhngtnenhmaeourcmamyto

iriformation it needs o carry out its oversight responsibilities. Moreover, as we di
ger to-undérstanc ;heOIG’spomﬁon gardmgﬁxeapphcabihtynfthsahow
mmmﬁnsonmemssemmmnofmlmfonmtmm )

gﬂ!hetvandrevxewrmuwwd documentssothatwe can co:mnnewprovmethzom withthe

Very truly yours,
Valerie Caproni
General Counsel

,Jam.




UNCLASSIFIED WITH REDAGTIONS
MEMORANDUM
Toi Michael Horowitz, Inspector General ‘

From: Andrew Wejssmann; General Counsel, FBLL .
Catherine Bruno, Special Assistant to the General Counsel, FBI (415

Re: Leigal restrictions on. dissemination of FBI information to the Department of

. Justice Office of the Inspeotor General (OIG) for OIG criminal investigations

Date: February 29,2013

L (U)Baskgromd

(U) The Memorandum is provided as a follew-up to our meeting on February 22, 2013, at which
we discussed OIG access to FBI information. The FBI understands that the OIG, by virtue of its
statiite and mission; is generelly entitled to broad access to information that is within the
possession of the FBL. 5 U.S.C. App..3'§ 6(a). Section. 6(a)(1) of the Iospector General Act states
that,“[B]aehInspectorGenem! ... is authorizéd — to have access:toall records, reports, audits,

reviews, doguments, papers, recommendations, or other material availab le to the applicable
General hes responsibilities under the Act....” 1d. Inthe full of 2011, the OIG taised concerns

to the Officé of thiz Deputy Attorney Genéral (ODAG) reganding the level of acoess o certain.

categories of information DOJ compongnts were Provic  to OIG. Upon ODAG request, the FBI
provided ODAG with a memorandum describing the categoties of information that the FBI

Memommadum rom P, Kelley, Acting General Comnsel, FEI, to ODAG (Octobe '5,2011)

(hereinafter “October 2011 Memorandum®) (Attachment A).

(U) This memorandum specifically addresses the scope of OIG access to those previously-
identified categories of FBI information when the OIG is canducting a criminal investigation:

Even when the OIG is exercising its crimins] investigative authority (vather than pursuing an
administrative misconduct investigation, audit, inspection, or program review) some legal.
restrictions limit the FBPs ability to release information to the OIG. In most instances, however,
the FBI oan produce the restricted information to the OIQ for use in its critainal cases after the FBI
o thie OIG have followed the appropriate process for obtaining access (for example, seeking
permission from the court for informstion that is under seal), as described below.

(U) In this memorandum, we first address the categories of information identified in the FBI's
October 2011 Memorandum where, if requested in connection with an OIG criminal case, there |
are no restrictions on dissemingtion. We then address those categories of information identified in
the FBI's October 2011 Memorandum where, evett where the OIG is conducting a-criminal case,
the restrictions on dissemination may apply.

—~SECREF/ANOFORN-




UNGLASSIFIED:WITH REDACTIONS

IL (U) Categories of Information Not Subject to Restriction on Dissemination where-
the OIG is Pursuing & Ctiminal Case

A.  (U) Title I Information

(U) Section 2531(1)(e) of Title 18 generally prohibits a person from disclosing what thatpe:son
knows to be material collected from a wiretap (“Title I information™). Section2517(1);
however, permits the disclostre of Title 11 information from “onie investigative or law

enforcement officer. . . to another investigative or law enforcement officer to the eitent that such

ppropriate ta the proper performance of the official duhaofthe officer making 6f
_ ng the disclosure.™ 18 US.C. § 2517(1)- Section 2517(2) allows for an investigs Ve o1
law enforcement oﬂiéei‘to.makeuse.fof‘l'iﬂem informiation “to the-extent such use is appropi ate :

L B e

to the proper performance of his:official duties,” Therefore, where the OIG is pursuing a criminsl
case, there is-no restriction ons disseminsition of Tifle 11T information: from the FBI to the OIG.

B. (U) FederalJavenile Court Records

(U) The Juvenile Delinquency Act, 18U.8.C. § 5038(a)(3) states that “Throughout and upon the
campletion of thie juvenile delinquency proceeding, the records shall be safeguarded from
disclosure to unauthorized persons. The reconds shall be released to the extent necessary to-meet,
the following circumstances: ... . (3)inquiries from law enforcement agencies where the request
for information is related to the investigation.of a crime of & position within that agency.” :
(Emphasis added). Thus, the OIG may hiave access to such information as part of its criminal
investigatory fanction to which the records are relevant.

€ (U) BankSecrecy ActInformation
(U) Information obteined pursuant o the Bank Secrecy Act (BSA) (31.U.S.C. §5311 et al)

from the Firianci CnmmalEnforcementNetwork(FmCEmlspmhlbltedﬁomdxsclosure
except in complianc wﬁhapphcablememomdaofundmmnd!ngbmeenthePBIand
FINCEN. However, FINCEN's Offios.of General Counsel’s Office has stated o the FB] Office:
of General Comselthatsuchmfomaﬁonmaybeshared ,',tli_j‘theOIGwhéieth‘efQIG;is ‘
condusting a-criminal case. Therefare, the FBLmay provide information from FINCEN that is
protected by the BSA to'the OIG for its crimitial cases.

D.  (U) SourceIdentifying Information
(U) The Attorney General Guidelines Regarding the Use of FBI Confidential Human Sources
(“AGG-CHS”) generally prohibits the disclosure of “the idenitity of any Confidential Human.
Source orrinfomﬁomhat-the.somceﬂhamoﬁﬂedﬂmtwoul:tﬁha.ve'atendemy‘m.i’denﬁfyﬁe;
Souroe;™ though there are exceptions, one of which is applicable. Specifically, DOJ personnel -
may make appropriate disclosures to “other law enfarcement, intelligence, immigration,
diplomatic, and military officisls who need to know the identity to perform their official duties,
subject to prior approval of thie FBI-SAC or his or herd signee.* ‘Thus, pursuant to the AGG-

2
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CHS,:ftheOIG:sacﬂngmalaWenfommem tyanddemonslratesaneedwknovv,
thie FBI may produce: documents which identify of ‘provids information which tends to ldentxﬁr a
CHSto the OIG; subjecttoth&approvaloftheFBI-SAC or his designee.

oE (U) Cafegories of Information that May be Subject to Restriction on Dissemination
where the OIG is Pursuing a Criminal Case:

(U) Rule 6(¢) of the Federal R s of Cai fpmedmgmmllypmhﬂmgovmemw
ﬁdmd:sclosingmfomauonahomeaweromnmgbefomgmndmy Thenﬂe,hawever,
oontnnssomeexeepuonswlnchmayapp}ymtheOIG’samincnmmalcaso&

i Disc!omtoassistaﬁmﬂympaformmgdﬂyto .énforce criminal law

(9)] An individual'otherwise restricted from disclosing grand jury i informaticn may provide sucl
information to “anygovemmenipersonnel‘ ., that an attorney for the government considers:
necessary o assistin perforning that attome ey’s duty to enforee: fedetalcnmmal inal law.” Fed. R,
Crim. P. 6.(@)(3)(%('311;1); This exception does not authorize the FBI fo provide the: OIG with all 6(e)

information from swhenever the OIG requests 6(e) information during the course ofa
criminal investigation. Rathe:;theOIGmustseekappmynate, riate authorization — either from the

prosecutor assigned to the case in which the 6(e) mfounanon wis obtained, or from the:Attorney.
Genemlaspartofh:sgeneralmmxsorymthonty I Disclosure based on this exception also
requﬁcomtnanﬁmm. See Fed. R. Crim. P. 6(€)3)B)

iif. (U) Disclosmwiﬂl leave of court

Uhn addition to access granted by 4 g government attoney, Rule 6(¢).allows the court that
emanelledthe grand jiry to authorize disclosute of grandjmymateml. “The court may authorize
disclosure-. . prelimmmlyto mmwnnechonmthajuémdpmeeeding”FedK Crim. P.
6()3)E)- Thls exemption, t00, would require the OIG to obtain such specific permission before.
the FBI would be authorized to release ‘the information:,

‘ This position is. consxstmmithoralguidw OLGprovidedtotheFBIinAprimOlz See Notes of Mig.
batwaenFBI and OLC (Apr. 11, 2012) (Attachment C)..
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B, (U) Federal Tax Information
(U) Section 6103 of the Internal Revepue Code, 26 U.S.C. § 6103, prohibits a federal employee

from disseminating federal tax return or return information (FTT) obtained directly from the

nﬁanalRevenueSemoa(IRS)or&omamthctagenoythat originally recetved the information.

from the IRS,; except in limited circumstances. Otte permissible circumstance is that FBI
employees may share such tax information with other “officers and employess of any Federal.
‘agency who are personally and directly engaged in” an investigation directly relating fo tax
linbility, See26V.8.C. §:6103(h)(2). Stending elone; the fact that the OIG i conducting 8
criminal investigation is not sufficient to permit the FBI to categorically provide the. OIG access to
such tax information. Inoraemubmnﬂxemfonnanon.thwlewnnldneedmamblmhthatth& :
OIG einployees receiving the information are personally and directly engaged in the investigation

rict handling controls, so'if can-easily be identified and is, generally speaking, already segregated

(U) Most often FBI attorneys” atiomey-client relationship and corresponding privilege runs on.

- Eebalfof the o ion. We understand that sharing st h “official-capacity” attomey-client

information with the DOJ OIG does not constitute a waiver of attomey-client privilege: Such.
information is therefore not restricted from dissemination fq the OIG for its'criminal cases (though
tie OIG s restricted from disclosing the information outside the Department of Justice without

(Uy In some cases, howeves, such as when an individual FBI employee is sued for official astions,
an FBI sttoruey’s sitormey-client relationship and comesponding privilege does extend to an
individnal FBI employee. Such “imdividual capacity’ » gttomey-client information is subject to the:
sandards set forth in 28 CF.R. §§50.15 and 50,16 2nd 28 U.S.C. § 517. The attomey and the
cater intoa “traditional attorney-client relationshi rip” and the information relating tothe
entation is covered by attorney-client confidentiality rules, See, generally, Individual

apacity Representation of Federal Employees in Civil and Criminal Proceedings: Process,

Pracedures, Ethical Considerations and Proféssional Responsibility Concerns, Constitutional &

- aftorney and the employes, as well as “confidontial information about a client from any'

source™ See Individual Capacity Manmal at34. "

(U) The scape of the protection for individual-capacity attorney-client information is broad. The.
attorney-client relationship commences with the request for representation and applies to:
communications made for the purpose of seguring representation. Id. at 30. The oblig ion to
safeguard privileged or other confidential client information remains “in perpetuity” and the
information must therefore be protected not only while the case is active but also after its

e
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or non-criminal investigation, where the OIG requests mformanonfrom ﬂl& FBlrelating to a.

matter in which'an FBI attomey has handled | axequestfofmdivxduat ontation or has
reprwenmd an individual i his ot her individual capacity; the FBI attomey handﬁngthemattar
miist be consulted and all individusl capacity attomey«c];ent pnvilegedmformaﬁon -must be:

withheld.

D.  (U) Child Victim or Child Witness, Information

) Thﬁrel&se ofmfomanancowgmgﬂleldennnesof cifld victims or child witnesses is
‘testricte Child Victim.and Witnesses Informatlon Act. 18U.8:€. §3509. Gsvemment
employeesmay .only disclose- documents containing. mfoxmanonabau;"; chﬁdWMozwﬁnwsas
desmbedmthesmmcmmdlwdnﬂswhohaveaneedwknw ofmation:“by reasonof

{lisir participation in the proceeding document: IBUSC 53509(;‘3ng)®

Tketefore,:eteasem the emsﬁmr
ce ufoﬂcml

gly, the oIG 1ant‘ ennﬁedw Mmhmfonnmonsnnplybecmseﬂm 0IG

mvestlga&ngadxﬁ‘ermt”i“ inal mafter. TheFBImayonlypxovldesuchinformahonmthemG

fontscnminal cas%whemﬁ;eOIGemplnye&sta such information would beréleased meet
: nt for aceess: otha'venbtamed a couﬁ orderpermmngdisctom

edical Information

(U): Exet veOrderIBI&l:esmctsttheuvahveuseof protected health information-obtained
fromﬂxeprov:derby all federal agencies inchuding federal la;w mfmnemeni pe:scnneh ReCuth
",esthat "lawmfbreamammaymtuse seted healfti inform oncerning:
i jered during the coytse of health: ¢z ?ovexsightacﬁﬁiﬁ&xfewmem&
Crimin _mkummofnonvhealtheateovemgmmaﬁetsﬁ The Deputy

mnstappmveanyuseof such information t0 pursue anon- ~health-care~
ovemght iogtion. See’ EO 1381 § 3(b). The. DAG may onlymnisueh appmval deisclom
isinthe mteresmﬁhﬁpubﬁc and would outweigh the p ofential injury to the patient. Id.
Amordmgly; th&FBImay“pmv:desuch mfonnaﬁentethe@lﬂfontscnmmal casasafmthe
DAG has: appmvedﬂxedisclosune. ‘

(U): Inforn -obtaine bypanentconmt,oonrro:daomxbpo ena; has certain limitations
regarding thepurpose for which the information.will beused. Title 181U.5.C.§ 3486(e)(2)
provides that “[health information about @i individual thatis dxsclosed under this section‘may
notbeusedm,ordisclosedtoanypmmforusem,my rative, civil, or criminal action
or investigation directed against the: shdividual who i the subject of the information unless the
action or investigation arises out of and is directly related to recéipt of health care ot payment for
health care or action involving a fraudulent ¢ claim related to health . . . . a;ddmm,health _
records obtamedpnmuanttoacomt ‘order for oversight purpo sés can be-used against that patient
upon aﬁndmgbyﬂweo of "good cause ¥:such that the need for disclosure outweighs the
potential for injury to the patientand the doctor-patient relationship. Thus, where the OIG seeks
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information for use in criminal cases that are directly related to receipt of health care or payment
for health care, or action involving a fraudulent claim related to health, the FBI may provide the
information. Otherwise, the OIG may obtain permission from the court to use the information in
its criminal cases. :

(U) As discussed at more length in our October 5, 2011 Memorandum to ODAG (Attachment
A), psychotherapy notes and substance abuse patient medical records also have very stringent
protections on confidentiality. See alsa 42 CF.R. §§ 2.1,2.13, 2.32 and 42 C.F.R. Chapter ;
subchapter A, Part 2; 45 C.F.R 164.508(2). Insome instances, however, such information may
also be disclosed pursuant to a court order for OIG criminal cases. See e.g. 42 CF.R.

§ 21®2)C)-

(U) In sum, if the OIG requests materials for its criminal cases that contain individually
identifiable patient medical information, the disclosure of such information must comport with
these statutory restrictions.

F.  (U) Credit Information Obtained for Counterintelligence Purposes

(U) Under the Fair Credit Reporting Act (FCRA), the FBI may obtain names of financial
institutions with which the consumer maintains or has maintained an account or consumer
identifying information for counterintelligence purposes. See 15 U.S.C. §1681u(a) & (b). The
FBI, however, “may not disseminate information obtained pursuant to this section outside of the
Federal Bureau of Investigation, except to other Federal agencies as may be necessary for the
approval or conduct of a foreign counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of Military Justice, to appropriate investigative
authorities within the military department concerned as may be necessary for the conduct of a joint
foreign counterintelligence investigation.” 15 U.S.C. § 1681u(f). Where the Deputy Attomney
General determines that OIG access in a particular case is necessary for the approval or conduct of
a foreign counterintelligence investigation, the FBI may provide such access. We are aware of at
least one instance where ODAG made such a determination with respect to a non-criminal oIG
matter (See Ltr. From DAG Cole to Acting 1G Schnedar (undated) at Attachment D). Thus, inan
OIG criminal investigation the OIG may seek access to such information from ODAG if the
statutorily required basis can be sustained.

G.  (U) FISA Information

6
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i. (U) FISA-acqguired electronic surveillance and physical search provisions

ii. (U) FISA-acquired tangible things of a United States Person

H.  (U) Intelligence Community Information
7 .
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¢ (U) While the order’s definition of "agency" may be broad enongh to encompass the entirety of the
Department of Justice (DOJ), see E.O. 13526 § 6.1(b), such a reading in the context of Section 4.1(f) would mean
that, whenever the FBI receives classified intelligence information from another U.S. government agency, the
information would effectively be deemed to have been "made available” to every component of DOJ, to include the
0IG, the Bureau of Prisons, the U.S. Marshal's Service, and the Bureau of Alcohol, Tobacco, Firearms, and
Explosives, among others. Such a presumption does not comport with the ordinary expectations within the
gavernment's intelligence information-sharing environment.

. 8
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L (U) Foreign Government or International Organization Information

J. (U) Information Subject to Memoranda of Understanding or Non-Disclosure

(U) The FBI often obtains information or access 10 databases throngh Memoranda of
Understanding (MOU) or non-disclosure agreements (NDA) with other federal, state, or local
agencies, from foreign governments, and from private parties. These MOUs or NDAs may,
depending on their terms, impose restrictions on the FBI sharing information with entities outside
the FBI, including the OIG. If such information was provided to the FBI in a manner that
precludes dissemination to the OIG for its criminal cases, the FBI could work with the entity that
provided the information to the FBI to reach agreement on providing the information fo the OIG.
Tn addition, going forward, the FBI can include in its MOUs explicit language permitting sharing
with the DOJ OIG. 3

K. (U) Information Restricted by Court Order

(U) The FBL occasionally comes into possession of information that is subject to a court order
restricting dissemination to certain individuals or entities. The terms of the court order may not
permit FBI dissemination to the OIG for a criminal investigation without prior authorization. In
such a case, the FBI could request that the court grant access to the OIG for use in a criminal

investigation.
OL  (U) Conclusion

(U) Even when the OIG is exercising its criminal investigative authority (rather than pursuing an
administrative misconduct investigation, audit, inspection, or program review) some legal
restrictions limit the FBI's ability to release information to the OIG. Inmost instances, however,
the FBI can produce the restricted information to the OIG for use in its criminal cases after the FBI
or the OIG have followed the appropriate process for obtaining access. We look forward to
working with your office to put into place procedures that will provide timely and complete OIG
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